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1 Introduction

At the last SA2-SA3 joint meeting held in Gothenburg AT&T presented S2-010512 specifying CSCF Security Requirements for TS 23.228. Although some security relationships for P-CSCF and S-CSCF were agreed in a subsequent revised version of that contribution it was not agreed at this meeting to specify any security relationships between the I-CSCF and either the P-CSCF or the S-CSCF.  This contribution proposes some text, which it is hoped can form the basis for agreement of text for inclusion in TS 23.228 that the I-CSCF will maintain a security relationship with both the P-CSCF and the S-CSCF

2 Discussion

The current situation is of concern because the architecture outlined by SA2 in TS 23.228 and the corresponding derived SIP session flows in TS 24.228 (being worked jointly by SA2 and CN1) depend on the I-CSCF being able to read and modify headers in requests and responses from the P-CSCF and the S-CSCF. The assumption during the development of the SIP session flows in TS 24.228 was always that the I-CSCF would maintain a security relationship with the P-CSCF and the S-CSCF. Without an agreed statement in TS 23.228 specifying that the I-CSCF maintains a security relationship with both the P-CSCF and the S-CSCF the work of SA2 and CN1 is at risk. 

In the architecture specified in TS 23.228 and SIP flows in TS 24.228 the I-CSCF participates in the registration procedures receiving REGISTER messages from the P-CSCF and then based on data from the HSS selects a S-CSCF and forwards the REGISTER message to it. The I-CSCF can optionally ensure that it (or another I-CSCF) remain in the path for all subsequent Session Initiation Messages by adding itself  (or another I-CSCF) to the PATH header in the REGISTER message. 

The PATH header is used in the 3GPP architecture by the P-CSCF and S-CSCF to preload a route for SIP signalling messages. If an I-CSCF is contained in the PATH then INVITE and other SIP signalling messages will be forwarded between P-CSCF and S-CSCF via an I-CSCF. When an I-CSCF receives an INVITE message from a P-CSCF it will modify the VIA, ROUTE and RECORD-ROUTE headers before forwarding to the S-CSCF. Likewise the I-CSCF will again modify the VIA header for responses taking the return path. Similarly the I-CSCF will modify the VIA, ROUTE and RECORD-ROUTE headers for INVITE messages it receives from the S-CSCF before forwarding them to the P-CSCF and again modify the VIA in responses following the return path.

It is assumed that these SIP signalling messages being passed between the P-CSCF, I-CSCF and S-CSCF utilize security associations methods defined in the Network Domain Security Specification TS 33.200.  If the I-CSCF is not party to these security associations then it cannot perform the above functions required in TS 24.228.  Therefore it is proposed that these security associations also be specified in TS 23.228 between I-CSCF and P-CSCF and also between I-CSCF and S-CSCF.

It is also proposed to modify the currently agreed text for the P-CSCF to UE from Security Association to Security Relationship to indicate that a different mechanism is being utilised between P-CSCF and UE from that between the network elements and that this mechanism is not an IPsec tunnel which is commonly associated with the term Security Association. Also The term Security Association is by definition unidirectional so it is not really correct to say that the P-CSCF maintains a security association with each UE.

It is also proposed to provide a little more detail for each CSCF role of the security functions implemented and to also fill in similar security relationship statements for the Border Gateway Control Function (BGCF).

3 Proposal

It is proposed that the joint meeting after discussion agree the text in the attachment for inclusion in TS 23.228 and if agreed Motorola will bring a formal CR against TS 23.228 containing the agreed text for approval at SA2#18.
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