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7.2.7
MAPsec protection profiles

MAPsec specifies a set of protection profiles. These profiles specify the required protection level per MAP operation. The protection profile is a set of attribute pairs (operation, protection level). Annex B.1 contains definitions of basic protection profiles. A list of basic protection profiles forms a complex protection profile.

B.1
Protection Profiles for MAPsec

A basic MAP Protection Profile (MAP-PP) is an attribute in a MAPsec Security Association. Several basic MAP-PP attributes may be attached to a MAPsec Security Association and thus form a complex Protection Profile for this SA. A basic MAP-PP defines for one or more MAP dialogues (identified by the application context and the first operation) whether protection is required. If so, it defines for every operation within this dialogue the protection level to be used. The protection level of an operation within a protected dialogue defines the applied protection modes for every component (invoke, result, error) of the operation according to the following table:

protection level
protection mode for invoke component
protection mode for result component
protection mode for error component

1
1
0
0

2
1
1
0

3
1
2
0

4
2
2
0

The following basic MAP-PPs are defined:

MAP-PP(0): No Protection

This MAP-PP does not contain any application context. It is useful however to have a "null" MAP-PP to use on situations where no security is required or is an option. This basic MAP PP must not be combined with any other basic MAP PP. 

MAP-PP(1): Protection of UMTS Authentication Information

This MAP-PP protects UMTS authentication quintets with protection mode 2 and requests for UMTS authentication quintets with protection mode 1. The MAP dialogues identified by the application context and the operations subject to be protected and the corresponding Protection Levels to be applied are indicated in the table below:

Application Context
Operation
Protection Level

InfoRetrievalContext-v3
Send Authentication Info
3

InterVlrInfoRetrievalContext-v3
Send Identification
3

MAP-PP(2): Protection of AnyTimeModification requests (a)

This MAP-PP protects AnyTimeModification request messages with protection mode 1. The MAP dialogues identified by the application context and the operations subject to be protected and the corresponding Protection Levels to be applied are indicated in the table below:

Application Context
Operation
Protection Level

AnyTimeInfoHandlingContext-v3
AnyTime Modification
1

This basic MAP PP must not be combined with MAP-PP(3)

MAP-PP(3): Protection of AnyTimeModification requests (b)

This MAP-PP protects AnyTimeModification request messages with protection mode 2, and results of AnyTimeModification requests with protection mode 2. The MAP dialogues identified by the application context and the operations subject to be protected and the corresponding Protection Levels to be applied are indicated in the table below:

Application Context
Operation
Protection Level

AnyTimeInfoHandlingContext-v3
AnyTime Modification
4

This basic MAP PP must not be combined with MAP-PP(2)

MAP-PP(4): Protection of Reset message

This MAP-PP protects Reset messages with protection mode 1. The MAP dialogues identified by the application context and the operations subject to be protected and the corresponding Protection Levels to be applied are indicated in the table below:

Application Context
Operation
Protection Level

resetContext-v2
Reset
1

resetContext-v1
Reset
1
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