Update information –TS 33.200


Update information 

This document describes most of the updates made to TS 33.200 from version 032 to version 035, and then to version 040. This document also contains indications as to where the delegates should concentrate their effort while reviewing the TS.

Update from v032 to v035

The update from v032 to v035 consists mainly of editorial fixes and some small improvements and corrections. 

The following table details the fixes and improvements as well as some notes:

	Section
	Description

	2. References
	- Some editorial corrections 

- Inclusion of reference [27] to MAP DoI draft RFC. 

	3.3 Abbrevs
	Inclusion of MAP-NE. Clarification to MAPsec definition.

	4.4.1 Security Domains and interfaces
	NOTE:   FOR DISCUSSION:

The Ze-interface (KAC(( MAP-NE) is described as an IP secured interface in table-1. This was agreed during the NDS discussions at our November meeting in Sophia Antipolis.  This would seem fine except that: 

· S3 have not discussed any of the procedures over Ze (the only input is a "for discussion" input made by the rapporteur in section 7.2.4 in 33.200) 

· S3 haven't liased with any group to develop the stage-3 specifications for the above mentioned procedures

Given this it seems a little premature to require the Ze-interface to be an IP secured interface. 

	4.4.1 Security Domains and interfaces
	Table-2: Removal of Gs-interface (not a MAP interface)

A new note (NOTE-2) has been included to explain why the Iu and Gs interfaces are missing.

	5.4 UMTS key management …
	Figure-2 is modified to also include Zf between MAP-NEs within the same network.

	7.2.1 MAPsec DoI
	An editors comments is removed and a reference to the MAPsec DoI (draft) RFC is made.

	7.2.3 Policy requirements for the MAPsec SPD
	The last paragraph is removed. It would have been OK in a TR, but had little to do in a TS.

	8 Security for the Iu/Iur-interfaces
	This section has been removed. There has been no contributions here and if security for Iu and Iur is to be included it would probably not make it until Rel6.

	Annex B
	Some outdated editors comments removed.


Update from v035 to v040

The update from v035 to v040 consists of removing most of the Rel5 material. Some Rel5 related material has been kept for information and this has been noted explicitly in the TS.

TS 33.200 v040 is attached in one version with change bars (relative to v035) and one without change bars.

To "remove all Rel5 material" has brought up a few questions that S3 should decide on. In particular, these questions are related to the division of MAPsec key mngt from the actual MAPsec transport protocol. There are three main parts of the MAPsec protocol suite to consider:

1. Inter-operator SA negotiations by means of IKE and definitions in the MAPsec DoI

This part belongs mostly to Rel5. However, the definitions in the MAPsec DoI are likely to affect both the local key distribution protocol and the MAPsec transport protocol.

2. Local SA distribution from KACs to MAP-NEs

Ideally, the local SA distribution procedures (stage-2 – S3) and protocols (stage-3 – CN4) should be part of Rel4. Given the time constraints we have, this part may very well have to be deferred to Rel5.

3. The MAPsec transport protocol 

The MAPsec transport protocol is the only part of the MAPsec suite that is required within Rel4. So to complete this part is the minimum required for producing a Rel4 version of TS 33.200.

It should be noted that if neither 1) nor 2) are completed within Rel4, by implication the definition and notion of a Key Administration Centre is redundant in Rel4. 

This serves to demonstrate that if we only manage to complete 3) we will not actually have an NDS architecture as such. We may therefore reduce the TS to merely contain the MAPsec transport protocol. However, since we do have the intention of completing the NDS architecture within the timeframe of Rel5, we should consider keeping some of the material as to indicate the way forward. 

So I have tried to keep as much as possible from v035 without introducing Rel5 requirements into a Rel4 specification. Therefore one will find some material in this draft TS that is irrelevant to Rel4, but which will clarify our architectural intentions and facilitate the transition of this TS from Rel4 to Rel5 later on.

The following table details the changes/decision points:

	Section
	Description/action/comment

	1 Scope
	Comment on NOTE-2: It is still an open issue whether or not local key distribution should be part of Rel4. 

	2 References
	References 12-26 is really related to Rel5. The references have been kept since that would simplify the transition from Rel4 to Rel5 and since it is harmless to keep them.

	3.1 Defininitions
	The definitions for Transport mode and Tunnel mode are removed as they only apply to Rel5 (and seems somewhat redundant even there)

	3.2 Symbols
	All "symbols" have been kept. Even for Rel4 it would seem unnecessary to remove the Rel5 only symbols. 

	3.3 Abbrevs
	All abbreviations have been kept. As for the symbols, it seems unnecessary to remove the Rel5 only abbreviations.

	4.1 Introduction
	Two notes have been added to clarify that:

a) the native IP part is not part of Rel4 and that the contents are merely there "for information".

b) the MAPsec key mngt parts are not part of Rel4 (although local key distribution KAC((MAP-NE may still become part of Rel4.)

	4.3 Security for native IP …
	This section has been replaced with a placeholder note.

	4.4.1 Security domains and interfaces
	The material in this section has been kept in entirety although only parts of it actually apply to Rel4. It seems more confusing to removing it than to keep it with explanatory notes.

Again, the notes implies that local key distribution isn't part of Rel4 even though we still haven't decided on that yet…

Siemens have asked whether there really is a requirement for MAPsec coverage of the interfaces towards SMSC and EIR. The same question can be asked for the interface between HLR and gsmSCF. Completeness is a generally a good thing, but its not clear that the additional costs can be justified. All delegates are kindly asked to consider whether these interfaces should be kept or not.

	4.4.2
	The entire section is removed. It seems not to contribute to much and it would have had to be restructured or annotated to fit in a Rel4 specification. So I have stretched my editorial privileges again and done away with the whole section. 

	4.5 Security Gateways
	This section has been replaced with a placeholder note.

	4.6 KAC
	The section about KACs has been kept. It would seem that KACs aren't needed in Rel4 unless some of the key mngt is kept in Rel4, so yet another note has been added to explain that the material is only for information.

I have again made the assumption that all MAPsec key mngt belongs to Rel5. Again, this really hasn't been decided.

	5.1-5.3
	These sections has been replaced with a placeholder notes.

	5.4 UMTS key mngt …
	The section is about the key mngt architecture for MAPsec. It would seem that it isn't strictly needed in Rel4 unless some of the key mngt is kept in Rel4. Some information seems to be lost if its completely removed so instead of removing it I have added a note that explains that the section is only for information.

I have again made the assumption that all MAPsec key mngt belongs to Rel5. Again, this really hasn't been decided.

	6 Security for native IP based protocols
	The entire contents of section 6 are replaced with a placeholder note.

	7 Security for SS7 and …
	I sincerely hope that we have some good contributions here for the ad-hoc…

This section has been left unchanged. This even includes procedures for the Ze-interface that I in the notes have claimed would not be part of Rel4. (Should the S3#17bis ad-hoc recommend to have 7.2.4 removed with a Rel5 placeholder note I shall comply)

	Annex A
	This section has been replaced with a placeholder note.

	Annex B
	I haven't really done anything with this annex since I expect contributions that will cover/affect MAPsec security profiles for the ad-hoc. 

	Annex C
	Removed. It could have replaces Annex C with a placeholder, but since I believe that Annex C offers little useful information I'd rather remove it permanently. Should the S3#17bis ad-hoc want to keep this annex I'll reintroduce it in the version of the TS.


4

