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================= START OF FIRST CHANGE ==================
5.3.4
Requirements for handling User plane and Control Plane data within the eNB

It is eNB's task to cipher and decipher user plane and control plane packets between the Uu reference point and the S1/X2 reference points. 

1.
User plane and control plane data ciphering/deciphering over Uu, S1 and X2 shall take place inside the secure environment where the related keys are stored. 

2.
The transport of user plane data over S1-U and X2-U shall be integrity, confidentially and replay-protected from unauthorized parties. If S1-U and X2-U protection is to be accomplished by cryptographic means, clause 12 shall be applied.
NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.
3. The transport of control plane data over S1-MME and X2-C shall be integrity, confidentially and replay-protected from unauthorized parties. If S1-MME and X2-C protection is to be accomplished by cryptographic means, clause 11 shall be applied.

NOTE: The use of cryptographic protection on S1-MME and X2-C is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.
5.3.5
Requirements for secure environment of the eNB

The secure environment is logically defined within the eNB and is a composition of functions for the support of sensitive operations.

1.
The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

3.
Sensitive data used within the secure environment shall not be exposed to external entities.

4.
The secure environment shall support the execution of sensitive parts of the boot process.

5.
The secure environment's integrity shall be assured.

6.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.

================= END OF FIRST CHANGE ==================
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