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Recommendation Y.mobSec

Mobility Security Framework in NGN
Summary

This Recommendation specifies the mobility security framework in NGN transport stratum. It addresses the security requirements, security mechanisms and procedures for mobility management and control in NGN.
This is also an output document of the Q.16/13 meeting that was held on January, 2009. It is based on contributions C-156, C-161, C-160, C-157, C-155, C-158, C-134, and C-48 in this January 2009 meeting.
Keywords
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1
Scope

This recommendation provides the mobility security framework in NGN transport stratum. The mobility scenarios include but no limited in intra-domain, inter-domain, inter-technology, intra-technology case.
Editor’s Note: WiMax-to-WiFi  is an example for Inter- technology; WiMax-to-WiMax is an example for Intra-technology.
2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
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3
Definitions

<Check in the ITU-T Terms and definitions database on the public website whether the term is already defined in another Recommendation. It may be more consistent to refer to such a definition rather than redefine it>

3.1
Terms defined elsewhere:

<Normally terms defined elsewhere will simply refer to the defining document. In certain cases, it may be desirable to quote the definition to allow for a stand-alone document>

This Recommendation uses the following terms defined elsewhere:

3.1.1
Horizontal mobility [6.2.3/ITU-T Q.1706]

3.1.2
Vertical mobility [6.2.3/ITU-T Q.1706]

3.2
Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1
<Term 3>: <definition>

4
Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

HCF

Handover control function

HDF

Handover decision function

HEF

Handover execution function

MLMF

Mobile location management function

NIRF

Network information repository function

AM-FE

Access manager functional entity

TAA-FE
Transport authentication and authorization functional entity

TLM-FE
Transport location management functional entity

TUP-FE
Transport user profile functional entity

MMCF

Mobility management control functions

NACF

Network attachment control functions

RACF

Resource admission and control functions

HMIPv6
Hierarchical mobile IP for IPv6

MIPv4

Mobile IP for IP version 4

MIPv6

Mobile IP for IP version 6

PMIPv6
Proxy mobile IP

UE

User equipment

5
Security Requirements of Mobility in NGN
NGN supports multiple access technologies, such as IEEE 802.11, IEEE 802.16, 3G RAN etc.  Mobility support is one of the features in NGN, which includes normadicity, handover. In NGN R2, handover covers Inter-access networks and Intra-access networks scenarios [1][2]. 

Assumptions:

(1) Trust Model: NGN security trust model defines three security zones: trusted, trusted but vulnerable, un-trusted ‎[8].It shows that Access Network have to go through security gateway before accessing core network.
(2) NGN supports multiple access technologies. 
(3) NGN supports several mobility protocols about MIP, such as MIPv4, MIPv6, DSMIP6, PMIP6 and MOBIKE. 
(4) NGN supports multi-radio UE. Such as WiMax, HRPD, WIFI, 3GPP etc.
(5) NGN supports Service continuity when handover between Heterogeneous access systems.
Editor’s Note: The following Figure is provided  as a starting point of NGN mobility security architecture. The general architecture for mobility security in NGN is to be refined.
Editor’s Note: The following architecture is a basis for deriving security threats and requirements.
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Figure 1 – General architecture for mobility management and control in NGN
Editor’s Note: The following two clauses are from Y.MMCF, the details should be developed further.
5.1
Security Threats

Editor’s Note: T1,T8 SHOULD be rewording, i.e. explains what the threat is.

T1 - UE may be unauthorized to initiate the mobility signalling with MLMF.

T2 - Mobility signalling may be tampered by intruders.

T3 - MLMF may be impersonated to provide false information to UE

T4 - UE location may be eavesdropped by intruders.

T5 - Traffic redirection attack may happen.

T6 - Attacker can insert itself on-path by man-in-the-middle attack,.

T7 - DDoS attack may consume a large quantity of network resources.

T8 - UE may be unauthorized to get information from HCF.

T9 - HCF may be impersonated to push false information to UE.

T10 - The signalling between UE and HCF may be modified or eavesdropped. 

5.2
Security Requirements

R1 - UE and MLMF should be mutually authenticated.

R2 - Signalling between UE and MLMF should be integrity and confidentiality protected.

R3 - Signalling between UE and MLMF should be protected against replay attacks.

R4 - The location privacy of UE should be provided.

R5 - UE and HCF should be mutually authenticated

R6 - Signalling between UE and HCF should be integrity and confidentiality protected

R7 - Signalling between UE and HCF should be protected against replay attacks

R8 - Low-latency authentication and signalling protection should be provided.

R9 - Security context transfer should be optimized.

R10 - The mobility security solution should be media independent.
Editor’s Note: the location in R4 should be clarified. 
Editor’s Note: Define the term of security context in R9
6. Authentication and Key Management

6.1  Key Management 

Editor’s Note: Key management uses Hierarchy-based Key management mechanism. EAP can derivate key material for security of EAP layer and this key material can generate keys for security of upper layer (such as MIP). The lifetime of upper layer key is based on its parent key. Key derivation is based on shared key between UE and TAA-FE, key distribution is based on Generic EAP procedure.
Editor’s Note: The solution SHOULD NOT be confined in EAP.


6.2  Authentication

6.2.1  Full Authentication
Editor’s Note: The procedure should NOT be limited in a specific protocol, such as EAP. Here the EAP-based full authentication procedure is just as an example. The generic procedure should be developed further. 

Editor’s Note: Full authentication should be defined, add some explanation for the term. 
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Figure 2 – Full authentication in Y.mobSec
Editor’s Note: here the identity means UE Identity in step 2-4.
Editor’s Note: Need to consider authentication procedure for inter/intra domain respectively.

The bootstrapping for full authentication is depicted in Figure 2.

(1) Connection is established between UE and AM-FE

(2) AM-FE sends an EAP-REQ/Identity to the UE.

(3) UE sends an EAP Response/Identity message. 

(4) AM-FE forwards EAP-RSP/Identity towards TAA,  after TAA exchange  with TUP/TLM, TUP/TLM sends user info including profile to TAA

(5) Key derivation and distribution process is executed in TAA and UE. Several methods can be considered, such as EAP-AKA, EAP-TLS etc.

(6) TAA sends the EAP Success message to AM-FE.

(7) AM-FE informs the UE about the successful authentication with the EAP Success message. Now the key exchange process based on EAP has been successfully completed, and the UE and AM-FE share keying material derived during that exchange.
6.2.2 Fast Re-Authentication
Editor’s Note: The procedure should NOT be limited in a specific protocol, such as EAP. Here the EAP-based full authentication procedure is just as an example. The generic procedure should be developed further. 
When handover occurs, fast re-Authentication can keep the continuity of service in low latency. Fast re-authentication needs to use fast re-authentication id. And it needs not to exchange between TAA-FE and TUP-FE/TLM-FE. 

The general procedure of fast re-authentication is shown in Figure 3. 
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Figure 3 Fast re-authentication procedure
(1) Connection is established between UE and AM-FE

(2) AM-FE send an EAP-REQ/Identity to the UE, carrying re-authentication id.

(3) UE sends an EAP Response/Identity message. 
(4) AM-FE forward EAP-RSP/Identity towards TAA-FE
(5) Key derivation and distribution process is executed. Several methods can be considered, such as EAP-AKA, EAP-TLS etc.

(6) TAA-FE sends the EAP Success message to AM-FE.

(7) AM-FE informs the UE about the successful authentication with the EAP Success message. Now the key exchange process based on EAP has been successfully completed, and the UE and AM-FE I share keying material derived during that exchange.
Editor’s Note: For handover case and/or inter-domain case, it is ffs.

7 Establishment of Security context       

Editor’s Note: This section describes the establishment of the security context of the multiple-access to NGN. Two scenarios should be considered: make-before-break and break-before-make. 
8 IP Mobility Security
For MIPv4, the IP mobility security is based on MIP Authentication extensions as defined in RFC3344. The IP mobility signalling messages shall be protected between the UE and the node acting as HA (i.e MLMF) using MIP authentication extensions and optionally between the UE and the node acting as FA (i.e. MLMF). 
Editor’s Note: For IP mobility security, one can consider inter-domain handover and intra-domain handover. Inter-domain includes such scenarios as from MIPv6 to PMIPv6 and MIPv6 to MIPv6. Bootstrapping below is an example for IP mobility security for MIPv4. The bootstrapping process of CMIP, DSMIPv6, FMIPv6, HMIPv6, PMIPv6 should be considered later.
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Figure 4  MIPv4 Boostrapping procedure

  The MIPv4 boostrapping procedure depicted in Figure 4 is as follows.

(1) Authentication and Authorization are created between UE and MLMF with the help of TAA/TUP.

(2) The UE sends a Registration Request (RRQ) message to the FA(MLMF). The UE includes the MN-HA Authentication Extension (AE) and optionally the MN-FA Authentication Extension (AE) as specified in RFC 3344 [17].

(3) The RRQ triggers the access authentication procedure. This access specific authentication procedure is based on full authentication in clause 6., if an authentication procedure is not preformed in step 1. 
(4) The FA processes the message according to RFC 3344 [1] and validates the MN-FA Authentication extension if present. The FA then forwards the RRQ message to the HA(MLMF). 
(5) The selected MLMF obtains Authentication and Authorization information from the TAA/TUP. 
(6) The MLMF validates the MN-HA authentication extension. After successful authentication extension validation, the MLMF sends a Registration Reply (RRP) to the UE through the FA.
(7) The FA processes the RRP according to RFC 3344 [1]. The FA then forwards the RRP message to the UE. The FA includes the MN-FA authentication extension, if the FA received MN-FA authentication extension in the RRQ message. 
(8) The UE validates the MN-HA authentication extension and MN-FA authentication extension, if present.
9 Security Between UE and HDF
To meet the security requirements of HDF, UE and HDF should establish a security association to protect information such as handover decision. Meantime, UE and HDF should authenticate each other.  
9.1  Procedures of SA establishment

Figure 5 depicts the procedure of SA establish between UE and HDF when HDF get key material from TAA-FE.

[image: image5.emf]1. Derive Key material

UE

TUP

TAA

HDF

2. application Request

3. Authentication Request

4. Authentication Answer

(Ks_HDF, Key lifetime)

5.  Application Answer

6. Establish SA based on Ks_HDF

7. Handover with HDF procedure

NIRF


Figure 5-- SA establishment between UE and HDF

(1) The UE and TAA will process bootstrapping procedure. The master key Ks will be derived in this procedure.

(2) The UE sends application request to HDF.

(3) HDF sends authentication request to the TAA for the key,

(4) The TAA derives the Ks_HDF based the master key Ks. then TAA sends Ks_HDF and the key lifetime to the HDF 

(5) HDF will inform UE that it gets the key Ks_HDF,

(6) SA between UE and the HDF is established based on the Ks_HDF. 

(7) The UE and HDF runs handover with the support of NIRF after the SA was successfully established to protect the communication between them.
Editor’s Note: Conisder following mechanisms to meet the security requirements:

1. Authentication method:(1) Certificated-based, authentication to HDF. (2) Share-key based authentication to HDF. 

2.  SA  establishment method:(1)  To use TLS to establish SA. (2)  To use IPsec to establish SA.   
Annex A
<Annex Title>
 (This annex forms an integral part of this Recommendation)

<Body of annex A>

Appendix I

<Appendix Title>

(This appendix does not form an integral part of this Recommendation)


<Body of appendix I – could include relevant scenario descriptions.>
Editor’s Note: The following two figures are from C-48 and C-134. Further contributions are invited to explain them in detail. 
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Fig. A.1 The model of AAA-Mobile IP registration
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Figure A.2 The authentication architecture among access networks in NGN
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