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1
Introduction
For e2m media plane security it has been proposed to use SDES or unprotected tickets. Both solutions rely on keys being generated only by the end-points. This contribution proposes a way to improve the access security in systems relying on use of ISIM for user authentication.  
2
Analysis
The security of e2m media plane protection is under current assumptions in the TBS (unprotected ticket) and SDES solutions based on that SIP signaling between terminal and P-CSCF is secure. This means that media plane security cannot be guaranteed if this link is completely unsecured or only integrity protected; SIP confidentiality protection is thus required.  
In clause 6.2 "Protecting IMS media over the access network" an approach of using a shared secret to secure the link is described. It is there stated that:

This is a straightforward solution when user authentication is based on IMS AKA and the associated CK, IK is used in the protection of the SIP signaling between the UE and the P-CSCF. (The CK, IK could be passed through a PRF to generate a media security master key.) When TLS is used to protect the SIP, the shared SA in TLS may be used as the basis for derivation of media protection keys. Finally, the third option is to base the media protection keys on the "password" used in SIP digest authentication. Doing this would give a media protection which has similar strength to the user authentication which might be reasonable, assuming strong and long passwords.
Note that it would be possible to combine the use of end-point generated keys with a shared secret by mixing the two keys together. If we do this the needfor having SIP signaling confidentiality protected over the access link would go away when a shared secret exists and the security would in general be improved. Building a solution including such key mixing would mean that the solution copes with both the situation that a shared secret exists and the situation that there is no shared secret. 

To have a straightforward solution we propose to use key-mixing only when user authentication is based on ISIM and AKA (though it would be possible to base such solution on any other authentication mechanism which includes key agreement). In this case the Ck, Ik will be available in the P-CSCF and a mixing key could, as indicated above, easily be derived. Note that there is no requirement that the initiating end requests that such key mixing takes place as both ends will a priori know when ISIM and AKA has been used for authentication.
3
Conclusion
A simple an efficient key mixing mechanism has been described which increases security in e2m media plane security when ISIM and AKA is used for authentication. There is no impact on signaling. 
4
Proposal
It is proposed that the conclusions in clause 3 are adopted as working assumptions in the design of IMS e2m media plane security and that the pCR below is approved for inclusion in TR 33.828.
pCR

*****  Start of change, new clause 6.2.4  *****
6.2.4 
Access security set-up with key mixing

The security of e2m media plane protection is under current assumptions in the TBS (unprotected ticket) and SDES solutions based on that SIP signaling between terminal and P-CSCF is secure. This means that media plane security cannot be guaranteed if this link is completely or only integrity protected; confidentiality protection is thus required.  

Note that it would be possible to combine the use of end-point generated keys as described for TBS and SDES with a shared secret as describe here in clause 6.2 by mixing the two keys together. If we do this, the requirement on having SIP signaling confidentiality protected over the access link would go away when a shared secret exists and the security would in general be improved. Building a solution including such key mixing would mean that the solution would be able to cope with both the situation that a shared secret exists and the situation that there is no shared secret. 

To have a straightforward solution it could be considered to use key-mixing only when user authentication is based on ISIM and AKA. In this case the Ck, Ik will be available in the P-CSCF and a key which could be combined with an end-point generated key could, as indicated in clause 6.2.1, easily be derived. Note that there is no requirement that the initiating end requests that such key mixing takes place as both ends will a priori know when ISIM and AKA is used for authentication.

Assume that an initiating terminal generates a key K_ep and that the terminal and the P-CSCF share Ck and Ik, the key to be used for media protection could in principle be derived as K = PRF(Ck, Ik,  K_ep).
*****  End of changes  *****
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