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This document presents information on inter-connection of IMS and non-IMS operators like independent VoIP service provider, in the context of the protection against unsolicited communication. As IMS will become more and more important and will surely replace existing PSTN in the future, the inter-connection of IMS operator networks and non-IMS networks of VoIP service providers will grow up in the following years. Any solution of protection against unsolicited communication in IMS must take this aspect into consideration, because it will have a high impact on some threats and risks linked to user and domain identity.

Even if some of these threats are already identified in the context of IMS operator networks, it is proposed to add the following explanation in a new section 5.3) of the chapter "5) PUCI Risk Analyses", to highlight threats and risks that will raise with IMS and non-IMS networks inter-connection.
***
START OF CHANGE
***
5.3
Specific UC threats on identity in IMS and non-IMS inter-connections
The inter-connection between IMS and non-IMS networks, telecommunication operators and independent VoIP service providers, will lead to higher risks for some specific threats. This section highlights the architecture and specific threats corresponding to this scenario.
5.3.1
Introduction
The architecture and inter-connection scenario can be described as follows:

Figure 5.3-1: IMS and non IMS Inter-connection
This scenario refers to the general case where an IMS network/domain is not only interconnected with other IMS network/domain but also with non-IMS network/domain also called "external VoIP operators" or "public Internet VoIP operators". It is supposed to appear because various operator may follow various commercial or technical strategy, resulting in not all the VoIP operators following the IMS standards, although each one seeking "universal reachability" with other operator/domain. This scenario may appear progressively along with the increase of the number of VoIP providers. In a long term period, it is expected that inter-IMS networks connections and IMS connections with non-IMS network will coexist.
To some extend, this scenario may be compared to e-mail interconnection where a huge number of e-mail domains/networks (several thousands) are interconnected in an "open way" meaning at any time each e-mail domain may receive an incoming e-mail from any other domain in the world without previous legal or contractual agreement.
Characteristics:
· In this scenario the interconnection/peering points within each domain may change along time. More generally, the sources of VoIP traffic within each domain are not necessarily known in advance.

· Roaming or third-party services may also be supported.

· Although legal agreement may not exist between each possibly interconnected domain it is assumed that:

· Subscriber traffic goes through operator proxies before being sent to outside domain and consequently each provider takes the appropriate measures to authenticate its customers and filter UC from its domain. Customer authentication does not necessarily imply a legal contract but at least some kind of customer account which is required, for example, to access WebPhone services.

· Secure interconnection may be set up on a technical basis, using standards such as IPsec. This may be especially valuable between domains exchanging large amounts of traffic. This may be less appropriate between domains having sporadic communications.

5.3.2 High risk specific threats
All the threats already identified in the document apply to this scenario. But the inter-connection with domains that are not under control of any telecommunication operator will have impact on the likelihood and volume of some specific threats of UC:
· Forged sender identity.

· Forged network information, meaning spoofed IP source address. This threat is relevant only with connection-less transport protocol like UDP.

· Visible inter-working points from a network perspective and associated DoS threat.

· Forged domain identity, meaning attacker registers a domain with a name looking like a legitimate domain name.

· Attacker versatility: analysis of e-mail SPAM campaigns showed that spammers where able to change dynamically, at very fast period (around a couple of minutes), the spam sources, proxies or reflectors and also the domain names used for spamming (several hundreds of domain names used during a single SPAM campaign of a couple of days). This versatility is based on very skilled obfuscating techniques rendering the trace-back of SPAM sources very difficult.
It is very important to mitigate the forged sender identity, network spoofing and also the attacker versatility threats which seem to be often under-estimated in the state of the art. Any complete solution for protection against unsolicited communication in IMS network shall be able to protect IMS network operator and IMS users against these specific threats in an efficient manner.
***
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