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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This document specifies the security architecture, i.e., the security features and the security mechanisms for the evolved packet system and the evolved packet core, and the security procedures performed within the evolved packet system (EPS) including the evolved packet core (EPC) and the evolved UTRAN (E-UTRAN).
Editor’s Note: it should be considered adding tables with security-relevant data to be maintained in each entity, similar to TS 33.103.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "Technical Specification Group Services and System Aspects; GPRS enhancements for E-UTRAN access (Release 8)".

[3]
3GPP TS 23.003: "Technical Specification Group Core Network and Terminals; Numbering, addressing and identification (Release 7)".
[4]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture".

3
Definitions, symbols and abbreviations

<Delete from the above heading those words which are not applicable.>

<Subclause numbering depends on applicability and should be renumbered accordingly.>

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Access Security Management Entity: this is an entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME.
Refresh of KeNB: Derivation of a new KeNB from the same KASME and including a freshness parameter.

Re-keying of KeNB: Derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place).

Chaining of KeNB: Derivation of a new KeNB from another KeNB (i.e., at cell handover).

Re-keying of NAS keys: Derivation of new NAS keys from a new KASME.
Re-derivation of NAS keys: Derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter).
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

||
Concatenation

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
Access Security Management Entity

CP
Control Plane 

eNB
Evolved Node-B
EPC
Evolved Packet Core

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN
MAC
Medium Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

UE
User Equipment
UP
User Plane

S-TMSI
S-Temporary Mobile Subscriber Identity

3.4
Conventions

All data variables in this specification are presented with the most significant substring on the left hand side and the least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring. Where a variable is broken down into a number of substrings, the leftmost (most significant) substring is numbered 0, the next most significant is numbered 1, and so on through to the least significant.
4
Overview of Security Architecture 

Figure 4-1 gives an overview of the complete security architecture.


[image: image3.wmf] 

Home

 

stratum/

 

Serving

 

Stratum

 

Transport

 

stratum

 

ME

 

Application

 

stratum

 

User Application

 

Provider Application

 

(IV)

 

(III)

 

(II)

 

(I)

 

(I)

 

(I)

 

(I)

 

(I)

 

SN

 

AN

 

(I)

 

USIM

 

(II)

 

HE

 


Figure 4-1: Overview of the security architecture

Five security feature groups are defined. Each of these feature groups meets certain threats and accomplishes certain security objectives:

-
Network access security (I): the set of security features that provide users with secure access to  services, and which in particular protect against attacks on the (radio) access link;

-
Network domain security (II): the set of security features that enable nodes to securely exchange signalling data, and protect against attacks on the wireline network;

-
User domain security (III): the set of security features that secure access to mobile stations;

-
Application domain security (IV): the set of security features that enable applications in the user and in the provider domain to securely exchange messages;

-
Visibility and configurability of security (V): the set of features that enables the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.


5
Security Features 

5.1
User-to-Network security

5.1.1
User identity and device confidentiality

User identity confidentiality is as defined by TS 33.102[4] clause 5.1.1

From subscriber’s privacy point of view, the MSIN (also IMEI) should be confidentiality protected.
The UE shall provide its equipment identifier IMEI(SV) to the network, if  the network asks for it. 
The IMEI shall be securely stored in the terminal.
The UE shall not send IMEI(SV) to the network on a network request before the NAS security has been activated.

The IMEI(SV) shall be sent in the NAS protocol.

5.1.2
Entity authentication

Entity authentication is as defined by TS 33.102[4]  clause 5.1.2

5.1.3
User data and signalling data confidentiality 

5.1.3.1 Ciphering requirements
Ciphering shall be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining when ciphering key is available. 
The NAS signalling shall be confidentiality protected.

User plane confidentiality protection shall be done at PDCP layer.

NOTE: The MAC layer does not provide confidentiality protection
Editors Note: If is for ffs whether the set of algorithm identifiers in sections 5.1.3 and 5.1.4 can be further simplified. In particular whether the same encryption algorithm identifiers can be shared by RRC, UP and NAS layers, and whether the same integrity algorithm identifiers can be shared between NAS and RRC, and how to ensure that from the current identifier list it is clear for which layer they are intended.

5.1.3.2 Algorithm Identifier Values
All algorithms specified in this section are algorithms with an 128-bit input key.

NOTE: Deviations from this have to be indicated explicitly in the algorithm list.

Each EPS AS Encryption Algorithm (EAEA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00002” EAEA0 Null algorithm
“00012” EAEA1 SNOW 3G

“00102” EAEA2 AES

The remaining values are not defined.

UEs and eNBs shall implement EAEA1 and EAEA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

Each EPS NAS Encryption Algorithm (ENEA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00002” ENEA0 Null algorithm

“00012” ENEA1 SNOW 3G

“00102” ENEA2 AES
The remaining values are not defined.

UEs and MMEs shall implement ENEA1 and ENEA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

Each EPS UP Encryption Algorithm (EUEA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00002” EUEA0 no encryption

“00012” EUEA1 SNOW 3G

“00102” EUEA2 AES

The remaining values are not defined.

UEs and eNBs shall implement EUEA0, EUEA1 and EUEA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

5.1.4
User data and signalling data integrity

5.1.4.1 Integrity requirements
Integrity protection shall be provided to RRC-signalling.

Integrity protection shall be provided to NAS signalling.

User plane packets between the eNB and the UE shall not be integrity protected.

NOTE: The MAC layer does not provide integrity protection.

All algorithms specified in this section are algorithms with an 128-bit input key.

NOTE: Deviations from this have to be indicated explicitly in the algorithm list.

5.1.4.2 Algorithm Identifier Values
Each EPS AS Integrity Algorithm (EAIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
“00012” EAIA1 SNOW 3G

“00102” EAIA2 AES
The remaining values are not defined.

UEs and eNBs shall implement EAIA1 and EAIA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

Each EPS NAS Integrity Algorithm (ENIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
EPS NAS integrity algorithm

“00012” ENIA1 SNOW 3G

“00102” ENIA2 AES

The remaining values are not defined.

UEs and MMEs shall implement ENIA1 and ENIA2.

Editor’s Note: The modes of operation of Snow 3G and AES need FFS

5.1.5
Mobile equipment identification

5.2
Security visibility and configurability

Editor’s Note: this covers stuff like ciphering indicator, and security settings which could be made by the user, cf. TS 33.102, section 5.5. Probably not a mere reference, but an adaptation of TS 33.102, section 5.5, would be appropriate.

5.3
Security requirements on eNodeB

Editor’s Note: the suitable location for these requirements and, possibly, implementation guidelines, is ffs. 

5.3.1
Requirements for eNB setup and configuration
Setting up and configuring eNBs shall be authenticated and authorized so that attackers shall not be able to modify the eNB settings and software configurations via local or remote access. 

1. Security associations are required between the EPS core and the eNB and between adjacent eNBs, connected via X2. These security association establishments shall be mutually authenticated and used for communication between the entities.

2. Communication between the remote/local O&M systems and the eNB shall be mutually authenticated.

3. The eNB shall be able to ensure that software/data change attempts are authorized 

4. The eNB shall use authorized data/software. 

5. Sensitive parts of the boot-up process shall be executed with the help of the secure environment.  

6. Confidentiality of software transfer towards the eNB shall be ensured.
Editor’s Note: The definition of secure environment is FFS

5.3.2
Requirements for key management inside eNB

The EPS core network provides subscriber specific session keying material for the eNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.

7. Keys stored inside eNBs shall never leave a secure environment within the eNB eNB except when done in accordance with this or other 3GPP specifications. 

5.3.3
Requirements for handling User plane data within the eNB

It is eNB’s task to cipher and decipher user plane packets between the air interface and the last-mile link. 

8. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. 

9. The transport of user data over S1-U shall be ciphered in case the last-mile link is physically insecure

NOTE: The use of ciphering on S1-U is an operator's decision. Various security configurations are possible for protection according to TS 33.210 (NDS/IP). In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.
Editor’s Note: It is be FFS how 33.210 (NDS/IP) needs to be modified to suit EPS

Editor’s Note: SA3 aims for a single set of high level security requirements for all types of eNodeB (i.e. femto, pico and macro eNB). However, SA3 recognizes that different deployment environments dictate that different security solutions are needed to meet these requirements. SA3 has not yet agreed whether the requirements on the solutions for different deployment environments will be documented by 3GPP.

5.4
Other security features

Editor’s Note: in TS 33.102, section covers other topics, such as User domain security (e.g. user-UICC interaction) and application security (e.g. USIM toolkit). Currently, nothing new is expected here compared to UMTS, so it is ffs whether to include corresponding material here. Maybe a reference would be useful here?

6
Security Procedures between UE and EPC Network Elements

Editor’s Note: the core network elements under consideration in this section are ASME and HSS including Authentication Centre and, if applicable, AAA server. 

Editor’s Note: by definition, the ASME for E-UTRAN is the MME. Security procedures involving the MME, but no other core network elements, are specified in section 7. 

6.1
Authentication and key agreement 

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

The requirements on EPS AKA are:

a) EPS AKA shall be based on USIM and (possible) extensions to UMTS AKA. In particular, a Rel-99 USIM shall be sufficient for access to E-UTRAN.

b) Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.
c) EPS AKA shall produce keys forming a basis for user plane and control plane protection (ciphering, integrity) of NAS and AS

NOTE: Key derivation requirements of AS and NAS keys can be found in clause 7.2.1
d) An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and abort authentication if this is not the case.
NOTE: This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4] Annex F
As EPS AKA is based on UMTS AKA (see TS 33.102[4]), it is based on following long term keys shared between UE and HSS:

· K  is the permanent key stored on the USIM and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS context or a legacy context, as described in section 6.1.2
As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME. How this is done is described in clause 6.1.2

6.1.2
Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more MME security contexts (RAND, AUTN, XRES, KASME) including a fresh authentication vector from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure X: Distribution of authentication data from HE to MME

An MME security context is derived from the authentication vector defined in TS 33.102 [4]  clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity.

Editor's Note: The key derivation function is to be specified later.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors from the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of MME security contexts and retrieve them from the HSS database or may compute them on demand. 

The HE sends an authentication response back to the MME that contains the requested information.  If multiple MME security contexts had been requested then they are ordered based on sequence number.


6.2
EPS key hierarchy

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure 6.2-1: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:

a) The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and 256.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The key hierarchy includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.   
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.
· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.
· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.
Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. 
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Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

As the figures 6.2-2 and 6.2-3 show, the length of KASME and KeNB is 256 bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.
The function t takes as input a 256-bit string, and returns the 128 least significant bits of that string as output. The input Ks, in the derivation of the KASME, is for a Rel8 or earlier USIMs, the concatenation of CK and IK.
Editor's Note: The input and output parameters for the function f, as well as the choice of the function f are ffs,.
6.3
EPS key identification

The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The key set identifier is allocated by the network and sent with the authentication request message to the mobile station where it is stored together with the KASME.  KSIASME in EPS corresponds to KSI in UMTS and CKSN in GSM.

The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

KSIASME and KSI have the same format. KSIASME is three bits. Seven values are used to identify the key set. A value of '111' is used by the mobile station to indicate that a valid KASME is not available for use. At deletion of the KASME, the KSIASME is set to '111'. The value '111' in the other direction from network to mobile station is reserved.

Editor’s Note: It is FFS whether another KSI is needed for NAS keys due to the key refresh procedures.

6.4
EPS key properties

Editor's Note: This refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8.

If KASME is stored in the ME, it should be deleted when the ME is powered down or when the UICC is removed.

KASME shall never leave the EPC.

7 
Security Procedures between UE and EPC Access Network Elements 

7.1
Mechanism for user identity confidentiality

Editor’s Note: cf. TS 33.102, sections 6.1, 6.2

The MME shall allocate an S-Temporary Mobile Subscriber Identity (S-TMSI) to a user in order to support the subscriber identity confidentiality. For paging, The S-TMSI identifies both the user and the serving MME [2]. The structure of the S-TMSI is specified in 3GPP TS 23.003 [3].

S-TMSI Reallocation procedure is described in 3GPP TS 23.401 [2] section 5.3.7 ("S-TMSI Reallocation Procedure").
7.2
Handling of user-related keys in E-UTRAN

Editor’s Note: cf. TR 33.821, section 7.4.7

7.2.1
E-UTRAN key setting during AKA

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. S-TMSI or IMSI) is known by the VLR/MME. Key KASME is stored in the VLR/MME and key KeNB is derived from the key KASME and transferred to the UE’s serving eNB when needed. KASME is stored in the ME and MME and updated with the next authentication procedure. 

The RRC and UP keys are derived from the KeNB when needed.

If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in both the eNB and the ME as part of the security mode set-up procedure (see x.y.z).

Editor’s Note: Key derivation functions to be included here.

7.2.2
E-UTRAN key identification

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6

7.2.3
E-UTRAN key lifetimes

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but fresh RRC and UP keys are derived based on a fresh KeNB, which is bound to certain dynamic parameters (like C-RNTI) and fresh key derivation parameter(s) in state transitions (like NAS uplink COUNT). This results as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions (see sections 7.2.6 to section 7.2.8). The KeNB shall be deleted in the eNB while UE is in ECM-IDLE mode.

If RRC keys are corrupted (e.g. RRC level deciphering and or integrity protection check fails repeatedly on the receiver side beyond some retransmission threshold, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 
In case KASME is invalid, a KSIASME with value "111" shall be sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful AKA authentication.
Editor's Note: Because of the new information on the C-RNTI length, it was concluded that the security benefits of the C-RNTI inclusion may turn out to be less than was anticipated earlier. Therefore the inclusion of C-RNTI, C-RNTI plus random bits or no C-RNTI is under reassessment with respect to the binding with KeNB.
7.2.4
Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

7.4.2.1
Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption and RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms
NOTE: It is ffs whether the above bullet about “SN-wide policies” is needed.

ME Security capabilities shall include the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE capabilities were not bidden down.

d) The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB selects the AS level algorithms based on 

a. Its locally allowed and supported ciphering and integrity protection algorithm configuration. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this list.
b. A priority ordered list of allowed AS level ciphering and integrity protection algorithms per UE. The list is received from the MME within a S1 level procedure or from the source eNB via x2 or S1 interface during ECM-CONNECTED mode handovers. The list may contain only one ciphering and one integrity algorithm, in which case the MME provides no algorithms selection flexibility for the eNB. This priority ordered list of allowed AS level algorithms shall have at least one common entry for both ciphering and integrity protection algorithms with the eNB local configuration (see a)
Editor’s Note: It is ffs whether the allowed AS algorithms list needs to be in priority order.
Editor’s Note: It is ffs whether the AS algorithm list provided by O&M systems should overwrite S1 provided list.
c. The UE capabilities including supported ciphering and integrity algorithms. UE capabilities are included in the UE context provided from the MME to the serving eNB (S1 interface) and transferred from source eNB to the target eNB during eNB handovers (both x2 and S1 interface handover cases). If the UE capabilities do not contain at least one common ciphering and integrity algorithm entry with the eNB local configuration (see a) and MME provided allowed AS level algorithm lists (see b) then the SMC procedure fails.
g) MME includes list of allowed AS algorithms for the UE in an integrity protected NAS level message for the UE during attach and service request procedures, or TAU procedure.

a. With the allowed AS algorithms list the UE can verify that the selected AS algorithms belong to the allowed set provided by MME. This does not preclude sending AS level SMC before NAS level SMC.

Editor’s Note: It is FFS whether UE sends a NAS level message to MME when AS level algorithms are not from the allowed AS level algorithms list.
b. NULL ciphering algorithm for the user plane and RRC is identified separately in the allowed AS algorithms list.

c. Selected AS and NAS algorithms can be different at a given point of time.

7.4.2.2
NAS security mode command procedure
The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. The NAS security mode command message contains: the security capabilities of UE (including the security capabilities with respect to RRC and UP ciphering as well as RRC integrity), the selected NAS algorithms, and the KSI for K_ASME. This message is integrity protected with NAS integrity. The NAS security mode complete message is integrity protected with the selected NAS algorithm indicated in the NAS security command message.  NAS ciphering at the MME starts after receiving the NAS security mode complete message. NAS ciphering at the UE starts after sending the NAS security mode complete message (TS 33.102[4]).
Editor’s Note: it is ffs if the security mode command also includes a list of allowed RRC and UP algorithms from which the eNB may choose and which can be checked UE. Further parameter are also still TBD 
7.4.2.3
AS security mode command procedure
The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. The AS security mode command message contains: the selected AS algorithms and the KSI for K_ASME. This message is integrity protected with RRC integrity. The AS security mode complete message is integrity protected with the selected RRC algorithm indicated in the AS security mode command message. AS ciphering at the eNB starts after receiving the AS security mode complete message. AS ciphering at the UE starts after sending the AS security mode complete message.
7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

When the UE transitions from EMM-DEREGISTERED to EMM-REGISTERED followed by a transition to ECM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS sequence number of the Attach Request message is used to derive the KeNB. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE. When the UE receives the AS SMC, it uses the sequence number of the Attach Request message that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1.
Editor’s Note: Whether the UE can be certain which Attach Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.
The same procedure for refresh of KeNB can be used regardless of if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input. In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC.
In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) sequence numbers are reset, and the start value of the uplink NAS sequence number is used as freshness parameter in the KeNB derivation. 
Note 1:
Using the default value of the uplink NAS sequence number in this case cannot lead to the same combination of KASME and NAS sequence number being used twice. This is due to the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 
The NAS SMC complete message will include the start value of the NAS sequence number that is used as freshness parameter in the KeNB derivation and the KASME is fresh. Following the AKA, a NAS SMC needs to be sent from the MME to the UE.
Editor’s Note: It is FFS how to handle the security contexts at transitions to EMM-DEREGISTERED state. 
7.2.6
Key handling in ECM-IDLE to ECM-CONNECTED and ECM-CONNECTED to ECM-IDLE transitions when in EMM-REGISTERED state
Editor’s Note: cf. TR 33.821, sections 7.4.9. This subsection also includes considerations on key derivations.
As a general principle, on ECM-IDLE to ECM-CONNECTED transitions when in EMM-REGISTERED state, RRC protection keys and UP protection keys shall be generated as described in section 7.2.1 while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility. On ECM-CONNECTED to ECM-IDLE transitions, eNBs shall delete the keys they store after a predefined period such that state for ECM-IDLE mode UEs only has to be maintained in MME. 

ECM-IDLE to ECM-CONNECTED transition 


The procedure the UE uses to transition from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in ECM-IDLE state, a NAS security context exists in the UE and the MME, and this context further contains uplink and downlink NAS sequence numbers. The NAS Service Request message is integrity protected and contains the uplink NAS sequence number.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC to the UE. When the UE receives the AS SMC, it uses the sequence number of the NAS Service Request message that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1.

Editor’s Note: Whether the UE can be certain which NAS Service Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.
If the ECM-IDLE to ECM-CONNECTED procedure contains an AKA run (which is optional), the NAS sequence numbers shall be reset, and the reset uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation. 
Editor's Note: If an AKA is run and the UE immediately transitions back into ECM-IDLE, and after this again transitions into ECM-CONNECTED, it may happen that the uplink NAS sequence number used for the previous KeNB derivation is used also for this second one (e.g., if AKA messages do not carry NAS sequence numbers). It is FFS whether this can happen.
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions:

· The eNB and the UE delete KeNB ,  KRRCenc and KRRCint   and KUPenc
· MME and the UE keep KASME stored. 

On active to idle transitions MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

7.2.7
Key handling in ECM-IDLE mode mobility

Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.

If the "active flag" is not set in the TAU request, the TAU procedure does not establish any radio bearers (nor any RRC state in the eNB). Because of this, there is no need to derive any KeNB in this case. When the UE transitions to ECM-CONNECTED, a KeNB will be established, but that is via the NAS Service Request procedure. If the "active flag" is set in the TAU request message, radio bearers will be established as part of the TAU procedure. In this case a KeNB derivation is necessary, and the NAS sequence number of the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation. The TAU request needs to be integrity protected.
In the case an AKA is run as part of the TAU procedure, the uplink and downlink NAS sequence numbers are reset.
In the case an AKA is not run as part of the TAU procedure and source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from KASME with the new algorithms as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC.
7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED followed by a transition to ECM-CONNECTED state transitions.
RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. It is essential that the NAS sequence numbers are not reset unless the KASME changes. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA is run, the NAS sequence numbers shall only be reset when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC shall be sent from the MME to the UE.
7.2.9
Key-change-on-the fly
Editor’s Note: this section is ffs as this feature has not been agreed yet by 3GPP. 

7.3
UP security mechanisms

7.3.1
UP confidentiality mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6

7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

RRC integrity protection is provided by the PDCP layer between UE and eNB.

7.4.2
RRC confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6

RRC confidentiality protection is provided by the PDCP layer between UE and eNB.
7.5
Signalling procedure for periodic local authentication


The following procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.
The eNB is monitoring the COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
Editor’s Note: It is FFS whether the counters in SGW could be used instead or in addition of counters in eNB.
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Figure 7.5-1: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the COUNT values received in the Counter Check message with the values of its radio bearers. Different UE COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several COUNT values, the eNB may release the connection or report the difference of the COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
8
Security mechanisms for non-access stratum signalling
Editor’s Note: it is ffs whether section 8 should rather be a subsection of section 7.

8.1
NAS integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

8.1.1 NAS integrity activation

NAS integrity shall be activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the NAS security context is deleted. The NAS security context may only be deleted if UE is in EMM-DEREGISTERED. While the NAS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the UE security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS integrity tag is 32 bit. The full NAS integrity tag shall be appended to all integrity protected messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS integrity tag shall be appended to the NAS service request message.  

8.2
NAS confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6

9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility

9.2
Handover
9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:

KDF(KASME )= CK' || 'IK. MME shall transfer CK' and IK' to the SGSN as part of the relocation request. 

Editor’s Note: The key derivation function is for further study

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 

The NAS service request message shall include the UTRAN and GERAN security capabilities of UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

9.2.1
From UTRAN to E-UTRAN

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
KDF(CK || IK) = K'ASME . MME shall derive the NAS keys and KeNB from K'ASME.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
Editor’s Note: it is still for further study whether or not a “key change on the fly” during an ongoing connection will be possible in E-UTRAN. If it is possible, it should be used as soon as possible after a successful authentication in E-UTRAN.

10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility

10.2
Handover
10.2.1
From E-UTRAN to GERAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established CK, IK shall be used to derive Kc after handover and not the transferred security context.

The NAS service request message shall include the UTRAN and GERAN security capabilities of UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.

10.2.2
From GERAN to E-UTRAN

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.
Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.

Editor’s Note: it is still for further study whether or not a “key change on the fly” during an ongoing connection will be possible in E-UTRAN. If it is possible, it should be used as soon as possible after a successful authentication in E-UTRAN.

11
Network Domain Security 

Editor’s Note: cf. TR 33.821, sections 8

Editor’s Note: it is expected that the Network Domain security mechanisms are specified in 3G TS 33.210. It is specified in this section how 3G TS 33.210 is applied to SAE and LTE. It is ffs whether this section is needed or whether the application of Network Domain security in SAE/LTE-specific is entirely specified in 3G TS 33.210. 

Editor’s Note: it is ffs whether security mechanisms beyond those specified in 3G TS 33.210 are needed to secure the GTP-based or IETF-based S5/S8 reference point, cf. 3G TS 23.401, section 4.6.1. 
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