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*********************Begin of first Change************************

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement

AV
Authentication Vector

CSCF
Call Session Control Function
HSS
Home Subscriber Server 

IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem

ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment

NAPT
Network Address and Port Translation
NASS

Network Access Subsystem 
NAT
Network Address Translation
NBA
NASS bundled authentication
PANI
P-Access-Network-Info
SA
Security Association

SEG
Security Gateway

SD-AV
SIP Digest Authentication Vector

SDP
Session Description Protocol

SIP
Session Initiation Protocol

TLS
Transport Layer Security

UA
User Agent
*********************End of first Change*************************

*********************Begin of second Change************************

Annex P (normative):
Co-existence of authentication schemes IMS AKA, Early IMS, SIP Digest and NBA


P.1
Requirements

-
It shall be possible to deploy one IMS in a fixed (TISPAN), mobile (3GPP) and cable convergence situation.

-
As a minimum it shall be possible to serve fixed, cable and mobile subscribers at the same S‑CSCF.

-
Incompatibilities among 3GPP, TISPAN and Cable authentication schemes shall be avoided.
-
The following authentication schemes are taken into account:

-
IMS AKA with and without NAT traversal (as specified in the main body and TS 24.229 [8]),

-
Early IMS security mechanisms (as specified in TR 33.978 [25]),

-
NASS-IMS-bundled authentication (as specified in TS 24.229 [8]),

-
HTTP Digest (as specified in RFC 2617 [12] and Annex N) is applicable only for non-3GPP defined TISPAN NASS networks, but is not applicable and not intended for 3GPP access networks.

-
Access independence is a key concept of the IMS. In order to achieve convergence this concept must be preserved. Therefore this specification should consider IMS-AKA as the authentication of choice and other mechanisms only as preliminary.
P.2
Identified Issues

-
P‑CSCF procedure selection:
-
TISPAN procedures may apply only to a subset of subscribers.
-
Cable procedures may also apply only to a subset of subscribers.
-
3GPP procedures may apply to other subset of subscribers.
-
How does the P‑CSCF know which procedure to apply?

-
Determination of requested authentication scheme in S‑CSCF:
-
In an environment where multiple authentication schemes are used, a S‑CSCF may not be able to correctly detect the requested authentication scheme to indicate to HSS/UPSF, unless certain rules are adhered to.

-
For TISPAN authentication methods, the authentication scheme indicated by S‑CSCF may be overridden by UPSF.

-
So, the S‑CSCF has to behave differently, depending on the authentication method. How can the S‑CSCF know from the IMS registration request and, possibly, additional information, which specification to follow?
-
PANI-aware and legacy P‑CSCFs coexistence:
-
The two types of P‑CSCF differ in their handling of P-Access-Network-Info headers in a security-relevant way, as described in section P.3. This raises the following issue:

-
How can the S‑CSCF, which concurrently serves both PANI-aware and legacy P‑CSCFs, know whether a P‑CSCF is legacy or PANI-aware?

NOTE 1:
The handling of private user identities in Cx commands relating to registration requests without Authorization header remains left open in TISPAN Release 1 specifications. Therefore, proprietary solutions may be required in networks where TISPAN Release 1 IMS clients may send registration requests without Authorization header. Some of these proprietary solutions may require the I‑CSCF to handle Cx commands in a way specific to TISPAN Release 1 IMS clients. In such a case the I‑CSCF may use the P-Access-Network Info header to determine whether the request was sent over a TISPAN NASS network or a 3GPP access network. In contrast to the procedures for the S‑CSCF in section P.4, the correctness of the information in the P-Access-Network Info header is not security-critical in the context of the I‑CSCF discussed in this note.

NOTE 2:
The issue mentioned in note 1 does not occur for UEs according to TISPAN Release 2 specifications as registration requests are always sent with Authorization headers.
P.3
P‑CSCF procedure selection
When the P‑CSCF receives a registration request it shall proceed as follows:
The P‑CSCF shall check whether the Security-Client header exists in the received REGISTER message:

-
If the Security-Client header exists and contains "ipsec-3GPP", the P‑CSCF shall behave according to the main body of this specification and TS 24.229 [8].
-
If the Security-Client header does not exist, and the REGISTER is received from a TISPAN NASS network, the P‑CSCF shall behave according to TS 24.229 [8].
-
If the Security-Client header does not exist, and the REGISTER is received from a 3GPP access network, the P‑CSCF shall behave according to TR 33.978 [25].
-
If the Security-Client header does not exist, and the REGISTER is received from a Cable access network, the P‑CSCF shall behave according to TS 24.229 [8].
The behaviour of either a PANI-aware P‑CSCF and a legacy P‑CSCF is defined as follows:

-
A legacy P‑CSCF will neither insert a P-Access-Network-Info header nor perform checking of "network-provided" parameter in P-Access-Network-Info header sent by the UE.
-
If the request is received via a TISPAN NASS network a PANI-aware P‑CSCF shall  insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE, as specified in TS 24.229 [8].
-

If the request is received via a 3GPP access, a PANI-aware P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE, as specified in TS 24.229 [8].
-
If the request is received via a Cable access, a PANI-aware P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE, as specified in TS 24.229 [8].
NOTE:
According to TS 24.229 [8] the UE includes a P-Access-Network-Info header in registration requests, which is handled transparently by the P‑CSCF, and, hence, an S‑CSCF could receive a P-Access-Network-Info header with false information inserted by the UE. This could negatively impact the security of TISPAN authentication schemes. Therefore removal of a P-Access-Network-Info header containing the "network-provided" parameter is required.
How the P‑CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
P.4
Determination of requested authentication scheme in S‑CSCF

The S-CSCF shall determine the authentication scheme associated with a registration request in the following way: 

The S‑CSCF checks for the presence of an Authorization header, and, 

a)
If an Authorization is present, and 
--There is either an indication from the P-CSCF that the request was received integrity-protected by IPsec or an indication that it was not integrity-protected by IPsec then the S-CSCF shall determine that the authentication scheme is Digest-AKAv1 (i.e. IMS AKA). 

The following steps b and c make two assumptions:

1)
The S‑CSCF knows (cf. as described in section P.5), which P‑CSCFs are PANI-aware.
2)
It is ensured that legacy P‑CSCFs connect only to 3GPP access networks.

Based on the above assumptions and the P-Access-Network-Info handling procedure described in section P.3, The S‑CSCF then proceeds as follows:
b) If an Authorization is present, and

-- If there is no indication from the P-CSCF that the request was received integrity-protected, and

----if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents TISPAN NASS or there is no P-Access-Network-Info header, then the S-CSCF shall inform the HSS in the authentication request that the authentication scheme is yet unknown and determine the authentication scheme based on the response from the HSS. The HSS returns the authentication scheme appropriate for the IMPI contained in the user name field of the Authorization header.

----if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents Cable, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.

-- If there is either an indication from the P-CSCF that the request was received integrity-protected by TLS or an indication that it was not integrity-protected by TLS, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.

c) If no Authorization is present, and

--If the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents TISPAN NASS, then the S-CSCF shall determine that the authentication scheme is NBA; 

--If the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents 3GPP access or there is no P-Access-Network-Info header, then the S-CSCF shall determine that the authentication scheme is Early IMS; 

P.5
Coexistence of PANI-aware and legacy P‑CSCFs
This section introduces a configuration-based solution, which enables an S‑CSCF, to serve both PANI-aware and legacy P‑CSCFs.
Configuration-based solution:

The S‑CSCF shall be configured in such a way that it knows which P‑CSCFs are PANI-aware, according to section P.3. The S‑CSCF knows the P‑CSCF which forwarded the registration request from the Via header.

NOTE 1:
Both Early IMS and NBA require the P‑CSCF to be in the home network. This may help in realising the configuration-based solution.

NOTE 2:
A protocol- based solution may be added in this or future release of this specification. In such a solution, a PANI-aware P‑CSCF could include an indication about its capability to handle the "P-Access-Network-Info" header correctly, according to section P.3, in an appropriate header field.
*********************End of second Change*************************
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