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Introduction

KeNB is an intermediate key and in 33.abc the following description was included:

“… KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover. “ 
When UE is in idle mode, there is no RRC and UP security context, neither in the UE nor in the eNB. Thus, there is no need to derive RRC keys and UP key.
When an idle to active transition occurs, according to S3-070905 from SA3#49 meeting, a new K_enb will be derived using Kasme and NAS SQN of the Service Request message. The (old) K_enb used when the UE was in ACTIVE mode last time is not used in any way to derive the new K_eNB. 
As described in TS 23.401 v1.3.0, the idle mode mobility (TAU) process is as the following:


[image: image1]
For message 2 and 3, the TAU request is, according to S3-070905, protected using the old NAS security context. For message 19 and 20, the TAU accept and TAU complete are protected using the new NAS security context. Since the TAU procedure takes place over a non-secured RRC connection, and the UE will be in IDLE mode also after the procedure completes, there is no need to derive a K_eNB as is suggested by S3-070905.
Conclusion

When idle to active transition, Kasme and NAS SQN will be used to derive a new K_enb. When UE is in idle mode, there is no UP/RRC security context, and the K_enb will not be used to derive RRC/UP keys. Therefore for idle mode mobility, to save the processing resource of MME, K_enb shall not be generated. 
Therefore deriving K_enb after TAU, as proposed in S3-070905, is not necessary.
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