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1. Introduction

 This is a short status report on HTTP Digest AKAv2, and its progress in IETF. 

2. Status

A new version of HTTP Digest AKAv2 has been submitted to IETF (see attached file). This version has the following changes compared to the version –00: 

· The key derivation function for Digest passwords has been finalized. The final version uses Base64 encoded format from PRF(RES||IK||CK, "http-digest-akav2-password"). PRF refers to a keyed hash function that uses the same digest algorithm, which is used with HTTP Digest. 

· The new version introduces a masking function for session keys IK and CK in order to protect the AKAv2 passwords, and to make the re-use of the session keys more secure. Session keys are derived from PRF(IK||, http-digest-akav2-integritykey") and PRF(IC, "http-digest-akav2-chipherkey"). 

Ericsson has initiated the IANA registration procedure for the new algorithm value “AKAv2”. This means that the draft will go through an Expert Review before IANA can assign the new value. 

The goal is to publish the draft as informational RFC after IANA has officially assigned the new algorithm value. 
3. Conclusions

HTTP Digest AKAv2 has been submitted to Expert Review to IETF. Ericsson has also submitted a request to IANA that the HTTP Digest AKA algorithm value “AKAv2” would be assigned for this work. 

SA3 is requested to review the draft, and provide comments to the authors. It is expected that changes can still be made to the document after the Expert Review is completed in IETF. 
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