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Abstract of the contribution: This contribution proposes an optimized RLF solution to secure the NAS connection between a NB-IoT UE and MME using NAS context, without using any AS context and keys. The UE directly reports RLF to the MME using NAS message and MME retrieves any unsent data from source eNB, MME sets up a fresh S1AP to the target eNB and resume data transmission over NAS messages. NAS integrity key, KNASint is used to secure the NAS messages, no other keys are necessary.
1 Introduction 

SA3 has been working on solutions to secure the RLF recovery since SA3#86 Nov 2016. Many solutions have been proposed and has not converged on a solution yet.
Two types of solutions have been proposed so far, one type using AS based security and another type using NAS security. This solution proposes a NAS based solution with very minimal overhead, optimizing the two NAS based solutions currently being proposed.
2 A solution for RLF in CP NB-IoT  

2.1 General 
Following principles are adopted in this solution:
1) Use existing NAS keys and NAS context between UE and MME. No AS context with eNB is created. This avoids sending NAS identifier S-TMSI or NAS algorithms to the eNBs. NAS context remains in the MME and UE has only one context (i.e. NAS) which it uses to secure the communication in all scenarios. The eNB and RRC connection is purely a transport. 
 2) In an RLF scenario with a serving eNB, UE sends a integrity protected NAS message directly to the  MME from a Target eNB. 
Since there is no AS context established with a serving eNB, during an RLF scenario, the UE doesn’t send a ‘RRCConnectionRe-establishment Request’ to target eNB. Instead, the NBIoT UE, when it discovers an RLF, it sends a NAS message to MME with an RLF flag, the NAS message is integrity protected as currently done for NAS security. 
Since RRCConnectionRe-seatblishment procedure is avoided, there is no necessity of protecting the messages with a ShortMAC-I or any token. A serving eNB which has a context or buffer for a NBIoT CP UE, will not honour this message/procedure. So there is no context transfer to any neighbouring eNB due to this procedure.
3) MME retrieves the buffered packets at Source eNB.
When MME receives the NAS message with an RLF flag from the UE, the message is validated like any other NAS message. MME will recognise whether the target eNB and source eNB are same or different. If they are different, MME retrieves the buffered packets from source eNB and cancels the S1AP with the source eNB. 
If the Source eNB detected the RLF, it can also proactively send the unsent data PDUs to the MME, even before the MME asks for it. 
4) MME sets up a new S1AP with Target eNB and sends further packets (including retrieved packets from Source eNB).

If the Target eNB is a new eNB different from Source eNB, MME instructs it for Initial context setup along with NAS PDUs for the UE. The target eNB continues to send data PDUs to the UE.
5) UE uses one set of NAS keys, no other keys.
Since the UE-MME NAS link is used for the communication and recovery, there is no necessity to compute any other keys for the verification of UE. Other nodes, Source eNB and Target eNB are not involved in the verification process. The UE implementation also can remain very simple.
2.2 NAS connection re-establishment during RLF
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1. An NBIoT UE doing CP data transfer establishes a NAS link with MME for data transfer either in the UL or DL. MME set up a S1AP path to a Source eNB for packet transfer. (Source eNB doesn’t have any additional context for the UE).
2. During the data transfer the UE detects a Radio Link Failure. The Radio Link Failure could be detected by the eNB also in some cases.

2a. If the eNB detected RLF, eNB may proactively send the yet to be send PDUs for the UE in its buffer to the MME, reporting radio link failure with the UE indicated in the S1AP.

3/3a. The UE when it detects a radio link failure, selects a target eNB (this could be same as Source eNB), sends a NAS message to MME, report that it encountered a radio link failure. The NAS message is protected using regular NAS integrity KNASint.

4. MME verifies the NAS message using the regular NAS integrity key KNASint.

5. If the integrity check passes, MME retrieves unsent residual packets from Source eNB for the UE. If the Source eNB had proactively send the residual data in step 2a, this packet transfer is not needed in this step. The MME cancels the S1AP context and path to the source eNB.

6. MME sends a new S1AP context setup message to the target eNB. MME sends a NAS RLF acknowledgement to the UE, along with fresh data. The NAS message is integrity protected using regular KNASint and data is encrypted using KNASenc.

6) Advantages of the solution:
The overall call flow and number of messages looks very simple,

a. There is no new context set up or new key computation to protect link between UE and eNB, only NAS context between UE and MME, and NAS keys are used.

b. Assumption is that for NBIoT UEs, RLF (RRCConnection Re-establishmentRequest) is not processed by an eNB. NBIoT UEs if encounter an RLF sends a NAS message to the MME (indicating RLF) since they only have a NAS context.

c. Since eNB doesn’t process RRCConnection Re-establishmentRequest, protection of this message nor attacks using this message, neither path switch to another eNB is NOT possible.(Threat using ‘RRC Connection release’ is still FFS).
d.  Changes at the existing nodes are very minimal, 2 NAS messages between UE and MME to report and Ack back RLF, 2 S1AP messages between MME and eNB for buffer packet retrieval and S1AP path change.

e. UE uses only NAS context in the whole operation.

f. MME doesn’t need to transfer NAS algorithm or NAS identifier to other nodes.

7) Changes needed:  

· UL NAS message indicating RLF flag.

· DL NAS message indicating RLF Ack along with NAS PDU.

· S1AP Cancellation and packet retrieval Request between MME and Source eNB. 
· S1AP Cancellation and packet retrieval Ack between MME and Source eNB.

New Assumptions: 

· NBIoT UE doesn’t perform RRCConnectionRe-establishment procedure. (In R13, it doesn’t do anyway, so this assumption is feasible in R14).
· eNB doesn’t entertain RRCConnectionRe-establishment from NBIoT UE, only S1AP requests from MME are entertained.
3 Proposal

It is proposed that the solution described above is adopted as the solution for RLF handling during CP NB-IoT. Whether the assumptions are acceptable to RAN groups need to be verified in the LS to them.
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