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Abstract of the contribution: This contribution proposes pre-normative text on ciphering and integrity mode negotiation for GPRS security enhancements in EASE_EC_GSM. 
1 Introduction 
This contribution proposes to add pre-normative text on ciphering and integrity mode negotiation in EASE_EC_GSM to Annex C.3 in TR 33.860.

2 Proposal 
It is proposed to add this pCR to Annex C.3 in TR 33.860.
3 pCR 

***
BEGIN CHANGES
***
C.2

Ciphering and integrity mode negotiation 

The message sequence flow below describes the information transfer at initial connection establishment, authentication and start of integrity protection and optional ciphering.
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Figure 6.1.3-1: Integrity algorithm negotiation

1. Cellular IoT UE sends attach request to eSGSN. The cipher algorithms and integrity algorithms supported by the Cellular IoT UE shall be included in the MS network capability parameters.
2. eSGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 

3. eSGSN determines that the request UE is a cellular IoT UE based on the presence of integrity protection algorithms in the MS network capability parameters. eSGSN selects a cipher algorithm and an integrity algorithm from the MS network capability and then derives the cipher key (Ktc128) and the integrity key (Kti128). 
4. eSGSN sends Authentication and ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to Cellular IoT UE. The Authentication and ciphering request is integrity protected by the message authentication code MAC-I-1. 
5. If the MAC-I-1 is not present, the Cellular IoT UE shall terminate the connection. Cellular IoT UE runs UMTS AKA with the USIM and derives the Ktc128 and the Kti128 from the CK/IK. The Cellular IoT UE verifies the message authentication code MAC-I-1, and if the check of the MAC-I-1 is successful then Cellular IoT UE checks the echoed MS network capability. The Cellular IoT UE verifies that there has been no attack on MS Network Capability originally sent by the Cellular IoT UE in the GMM Attach Request. 

6. Cellular IoT UE sends authentication and ciphering response to the eSGSN. The CIoT UE calculates the MAC-I-2 using the the integrity key Kti128 and the network selected integrity algorithm. The eSGSN receives the Authentication and ciphering Response message and verifies the MAC-I-2, and checks the RES. 
7. If ciphering is used, the CIoT UE activates it by assigning the ciphering key Ktc128 and the network selected ciphering algorithm.
8. The eSGSN verifies the RES, and MAC-I-2. From eSGSN side, the ciphering and integrity mode negotiation is now completed. If ciphering is used, eSGSN activates it by assigning the ciphering key Ktc128 and the network selected ciphering algorithm.
9. The Attach Accept() message is sent integrity protected with MAC-I-3, and optionally confidentiality protected. 
10. The CIoT UE verifies the MAC-I-3, and the ciphering and integrity mode negotiation is completed. 
***
END OF CHANGES
***
_1511586137.vsd
5. Terminate connection if MAC-I-1 is not present. Derive Ktc128 and Kti128. Verify MAC-I-1 using integrity algirtm and Kti128. 
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