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Abstract of the contribution: Ericsson is working on a contribution to SA3#81 on “Analysis of the effects of modifications in Layer 3 signalling messages, and new key issue details”, and would like to receive feedback from the second EASE TR 33.860 e-meeting call. This document includes only the table comparing LTE, IoT and GPRS L3 protection. 
1 Introduction 
This contribution continues analysing the Layer 3 signalling messages that shall be integrity protected in Cellular IoT. This version includes only a table showing how LTE, legacy GPRS and CIoT enhanced GPRS could tread Layer 3 messages. 
The original full contribution is available in (http://www.3gpp.org/ftp/tsg_sa/WG3_Security/ADHOCs/TSGS3-ADHOC_emeeting_CIoT/Docs/S3b0002.zip). 
2 Security in Cellular IoT  

For Cellular IoT we should mimic the integrity protection mechanism defined in LTE as much as possible.

The table below (Table 1) shows how encryption is applied to GMM messages in GPRS, how integrity protection and encryption are applied to EMM messages in LTE and how we could apply the same principles in LTE to GMM messages in Cellular IoT. Note that it is proposed to apply the same principles for encryption in GPRS to encryption of GMM messages in Cellular IoT. We can classify the analysis as follows: 

· CONDITIONAL INTEGRITY: NAS messages are integrity protected if the MME and/or LTE UE have a valid security context. GMM messages are integrity protected if the SGSN and/or CIOT UE have a valid security context. 
· CONDITIONAL ENCRYPTION: NAS messages are encrypted if secure exchange of NAS messages (see TS 24.301 sub-clause 4.4.2.3) has been established in LTE. GMM messages are encrypted in GPRS and Cellular IoT if UE and/or SGSN have a valid security context and encryption has been activated.
· RESTRICTIONS INTEGRITY: NAS messages that can be sent without integrity protection but which require some further restrictions for their usage. GMM messages that can be sent without integrity protection but which require some further restrictions for their usage.
	EMM message in LTE/
GMM message in GPRS and Cellular IoT 
	Integrity 
protected
in LTE
	Integrity  
protected
in Cellular 
IoT  
	Confidentiality protected  in 
LTE
	Confidentiality protected  in Cellular IoT
	Confidentiality protected  in GPRS

	EMM ATTACH REQUEST/GMM ATTACH REQUEST
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY 
	NO
	NO
	NO

	EMM ATTACH ACCEPT/ GMM ATTACH ACCEPT
	YES
	YES
	YES
	YES
	YES

	EMM ATTACH COMPLETE/ GMM ATTACH COMPLETE
	YES
	YES
	YES
	YES
	YES

	EMM ATTACH REJECT/GMM ATTACH REJECT
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	CONDITIONAL ENCRYPTION
	NO
	NO

	EMM TRACKING AREA UPDATE REQUEST/
GMM ROUTING AREA UPDATE
REQUEST
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	NO
	NO
	NO

	EMM TRACKING AREA UPDATE ACCEPT/ 
GMM ROUTING AREA UPDATE
ACCEPT
	YES
	YES
	YES
	YES
	YES

	EMM TRACKING AREA UPDATE COMPLETE/
GMM ROUTING AREA UPDATE COMPLETE
	YES
	YES
	YES
	YES
	YES

	EMM TRACKING AREA UPDATE REJECT/
GMM ROUTING AREA UPDATE REJECT
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	CONDITIONAL ENCRYPTION
	NO
	NO

	EMM IDENTITY REQUEST/GMM IDENTITY REQUEST
	RESTRICTIONS INTEGRITY (only IMSI can be sent without integrity protection if network does not have a valid security context)
	RESTRICTIONS INTEGRITY (only IMSI can be sent without integrity protection if network does not have a valid security context)
	CONDITIONAL ENCRYPTION
	NO
	NO

	EMM IDENTITY RESPONSE/ GMM IDENTITY RESPONSE
	CONDITIONAL INTEGRITY (only IMSI can be sent without integrity protection if UE does not have a valid security context)
	CONDITIONAL INTEGRITY (only IMSI can be sent without integrity protection if UE does not have a valid security context)
	CONDITIONAL ENCRYPTION
	NO
	NO

	EMM AUTHENTICATION REQUEST
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM AUTHENTICATION RESPONSE
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM AUTHENTICATION FAILURE
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM AUTHENTICATION REJECT
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM SECURITY MODE COMMAND
	YES (with new EPS security context)
	N/A
	NO
	N/A
	N/A

	EMM SECURITY MODE COMPLETE
	YES
	N/A
	YES
	N/A
	N/A

	EMM SECURITY MODE REJECT
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	GMM AUTHENTICATION AND CIPHERING REQUEST
	N/A
	YES (with new security context)
	N/A
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING RESPONSE
	N/A
	YES (with new security context)
	N/A
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING FAILURE
	N/A
	CONDITIONAL INTEGRITY
	N/A
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING REJECT
	N/A
	CONDITIONAL INTEGRITY
	N/A
	NO
	NO

	EMM SERVICE REQUEST
	YES
	N/A
	NO
	N/A
	N/A

	EMM SERVICE REJECT
	CONDITIONAL INTEGRITY
	N/A
	CONDITIONAL ENCRYPTION
	N/A
	N/A

	EMM CS SERVICE NOTIFICATION
	YES
	N/A
	YES
	N/A
	N/A

	EMM UE initiated DETACH REQUEST/ GMM UE initiated DETACH REQUEST
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION

	EMM Network initiated DETACH ACCEPT 
(for non-switch off)/ GMM Network initiated DETACH ACCEPT 
(for non-switch off)
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION

	EMM Network initiated DETACH REQUEST/ GMM Network initiated DETACH REQUEST
	YES
	YES
	YES
	YES
	YES

	EMM UE initiated DETACH ACCEPT/ GMM UE initiated DETACH ACCEPT
	CONDITIONAL INTEGRITY
	CONDITIONAL INTEGRITY
	CONDITIONAL ENCRYPTION 
	CONDITIONAL ENCRYPTION
	CONDITIONAL ENCRYPTION

	EMM DOWNLINK NAS TRANSPORT
	YES
	N/A
	YES
	N/A
	N/A

	EMM INFORMATION/ GMM INFORMATION
	YES
	YES
	YES
	YES
	YES

	EMM STATUS/GMM STATUS
	YES
	YES
	YES
	YES
	YES

	EMM EXTENDED SERVICE REQUEST
	YES
	N/A
	NO (if used as initial NAS message)

YES (if used when connection already exists i.e. in EMM-CONNECTED state)
	N/A
	N/A

	EMM GUTI REALLOCATION COMMAND/
GMM P-TMSI REALLOCATION COMMAND
	YES
	YES
	YES
	YES
	YES

	EMM GUTI REALLOCATION COMPLETE/
GMM P-TMSI REALLOCATION COMPLETE
	YES
	YES
	YES
	YES
	YES

	EMM UPLINK NAS TRANSPORT
	YES
	N/A
	YES
	N/A
	N/A

	EMM DOWNLINK GENERIC NAS TRANSPORT
	YES
	N/A
	YES
	N/A
	N/A

	EMM UPLINK GENERIC NAS TRANSPORT
	YES
	N/A
	YES
	N/A
	N/A


Table 1: Integrity protection and ciphering applied to EMM message in LTE and GMM message in GPRS and Cellular IoT
