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1	Decision/action requested
SA3 is kindly asked to endorse the proposal as the discussion result on Security Study for ISAC.
2	References
[1]	TR 22.837 v19.0.0	Feasibility Study on Integrated Sensing and Communication 
[2]	SP-230750			New WID: Integrated Sensing and Communication (Sensing)
[3] 	S3ah-230068			New SID on security aspects of Integrated Sensing and Communication
3	Discussion
[bookmark: _Hlk142331943]Integrated Sensing and Communication (ISAC) in a 3GPP 5G system means the sensing capabilities are provided by the same 5G NR wireless communication system and infrastructure as used for communication, and the sensing information could be derived from RF-based and/or non-RF based sensors. Mobile operators can play an important role in providing 5GS-based ISAC service to customers, including e.g. the management and control of 5G-based sensing service. SA1 has completed a Rel-19 study FS_Sensing in TR 22.837 [1] which contains an entire section on security and privacy considerations as well as a table of security consolidated requirements as follows:
	CPR #
	Consolidated Potential Requirement
	Original PR #
	Comment

	
	The 5G system shall provide a mechanism to protect identifiable information that can be derived from the 3GPP sensing data from eavesdropping.
	PR 5.16.6-1
	

	
	The 5G system shall limit the exposure of the sensing results only to third party authorized to receive that sensing results.
	PR 6.1.2-1
	

	
	The 5G system shall support encryption, integrity protection, privacy of the 3GPP sensing data, non-3GPP sensing data and sensing results, to protect the data inside the 5G system.
	PR 5.27.6-4
PR 5.27.6-3
PR 5.23.6 -2
PR 6.1.2-2
	

	
	The 5G system shall support appropriate sensing KPIs of 5G wireless sensing for both situations where consent can be obtained from the sensing targets, and where it cannot.
	PR 6.1.2-3
	



Recently at SA#100, the new stage 1 WID for Rel-19 specification on Integrated Sensing and Communication (Sensing) (SP-230750 [2]) has been approved for introducing normative KPIs and functional requirements for 5GS-based ISAC service, with the following objectives:
-	Configuration and authorization.
-	Network Exposure.
-	Charging, security and privacy aspects.
Apparently, security and privacy are already self-contained as the stage 1 objectives of ISAC.
Observation 1: Consolidated Rel-19 stage 1 security requirements are already available for SA3 to further investigate and study.

For stage 2 work on ISAC, discussion has been initiated on architecture and functional enhancements supporting ISAC service, following SA#100 guidance to SA2 on Rel-19 work planning. Among the initial set of 7 work tasks (WTs), security is already identified as a standalone work task that is viewed as essential and high priority to be included in the scope of Rel-19 and to be led by SA3. 
From the procedural point of view, ISAC service requires 5GS support on service initiation, discovery and selection of sensing transmitter and receiver, sensing signal collection, sensing data collection, sensing data processing, sensing result exposure, etc. Security and privacy need to be studied for many of these functional and procedural aspects, including authorization of service initiation, authentication and authorization of sensing transmitter/receiver for participating in sensing operations, security and privacy protection for the sensing signal and data being collected, security and privacy protection for the sensing data being processed, security and privacy protection for sensing results being exposure to a third party, etc.
Observation 2: Security and privact aspects are view as essential and of high priority to be included in the scope of Rel-19 and to be led by SA3. Many of these functional and procedural enhancements would need security and privacy protection.

4	Proposal
It is proposed to approve a study on security aspects of ISAC in SA3 with the objectives proposed in S3ah-230068 [3].
