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* * * First Change * * * *
4.3.3.1.3	No automatic launch from removable media
Requirement Name: No automatic launch from removable media 
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall not automatically launch any application when removable media device (physical or emulated) such as CD-, DVD-, USB-Sticks or USB-Storage drive is connected. If the operating system supports an automatic launch, it shall be deactivated unless it is required to support availability requirements.
Threat References: TR 33.926 [4], clause 5.3.4.3, External Device Boot
Test Case: 
Test Name: TC_NO_AUTO_LAUNCH_FROM_REMOVABLE_MEDIA
Purpose: 
To verify that the network product does not launch any applications automatically when a removable media device (physical or emulated) is connected. Any such feature should be deactivated.
Procedure and execution steps:
Pre-Condition
If the network product is provisioned with the necessary physical or emulated ports/drives (CD/DVD drive, USB port, etc.) then the test case applies.
Execution Steps
1.	The tester log in the network product.
2.	For all available physical ports or their emulated substitutes which are externally accessible:
[bookmark: _GoBack]a.	The tester prepares a removable media device (e.g. CD, DVD, USB-Sticks, CD-Image file and/or USB-Storage drives) that contain any kind of autostart file suitable for this port type.
b.	The tester inserts the prepared media device into the network product under test.
3.	The tester verifies that the media device is not automatically mounted and there is no automatic application launch triggered by itsmedia device insertion.
Expected Results:
The network product does not launch any applications to open the contents in the removable media device. 
In Linux® machines, the removable media device is not automatically mounted in the filesystem.
Expected format of evidence:
Evidence can be presented in the form of logs/screenshot/screen-capture on how the network product responds when any removable media device is attached to it (e.g. the output log of the UNIX® mount command before and after insertion of the removable media device).
* * * End of Changes * * * *


