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5
General GPRS/UMTS Packet Domain Architecture and Transmission Mechanism

5.1
GPRS/UMTS Packet Domain Access Interfaces and Reference Points

Each GPRS/UMTS PLMN has two access points, the radio interface (called Um in GPRS and Uu in UMTS) used for mobile access and the R reference point used for origination or reception of messages. The R reference point for the GPRS/UMTS MSs is defined in TS 27.061 [17].

An interface differs from a reference point in that an interface is defined where specific GPRS/UMTS information is exchanged and needs to be fully recognised.

There is an inter-GPRS/UMTS PLMN interface called Gp that connects two independent GPRS/UMTS networks for message exchange.

There is also a GPRS/UMTS PLMN to fixed network (typically a packet data network) reference point called Gi. Gi is defined in TS 29.061 [27].
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Figure 1: GPRS/UMTS Packet Domain Access Interfaces and Reference Points

There may be more than a single GPRS/UMTS network interface to several different packet data (or other) networks. These networks may both differ in ownership as well as in communications protocol (e.g., X.25, TCP/IP etc.). The network operator should define and negotiate interconnect with each external (PDN or other) network.

5.2
Network Interworking

Network interworking is required whenever a PLMN supporting GPRS/UMTS and any other network are involved in the execution of a GPRS/UMTS Service Request. With reference to Figure 1, interworking takes place through the Gi reference point and the Gp interface.

The GPRS/UMTS internal mechanism for conveying the PDU through the  PLMN is managed by the PLMN network operator and is not apparent to the data user. The use of this PS service may have an impact on and increase the transfer time normally found for a message when communicated through a fixed packet data network.

5.2.1
PSPDN Interworking

GPRS/UMTS shall support interworking with PSPDN networks. The interworking may be either direct or through a transit network (e.g., ISDN). GPRS shall support both X.121 [38] and E.164 [30] addresses.

GPRS/UMTS shall provide support for X.25 virtual circuits and X.25 fast select. X.75 [37] or X.75 [48] may be used for interworking with X.25 PDNs.

The GPRS/UMTS TEs have addresses provided by the  GPRS/UMTS PLMN service operator and belong to the GPRS/UMTS service domain. The PSPDN TE sends data to the GPRS/UMTS TE by use of the  GPRS/UMTS PLMN DNIC (Data Network Identification Code) or equivalent that uniquely identifies the GPRS/UMTS network.

5.2.2
Internet (IP) Interworking

GPRS/UMTS shall support interworking with networks based on the internet protocol (IP). IP is defined in RFC 791 [40]. GPRS/UMTS may provide compression of the TCP/IP header when an IP-datagram is used within the context of a TCP connection.

In a similar way to the PSPDN X.25 case, the GPRS/UMTS PLMN  service is an IP domain, and mobile terminals offered service by a GSM service provider may be globally addressable through the network operator's addressing scheme.

5.3
High-Level Functions Required for GPRS

The following list gives the logical functions performed within the GPRS network. Several functional groupings (meta-functions) are defined which each encompasses a number of individual functions:

-
Network Access Control Functions.

-
Packet Routeing and Transfer Functions.

-
Mobility Management Functions.

-
Logical Link Management Functions.(GPRS only)
-
Radio Resource Management Functions.

-
Network Management Functions.

5.3.1
Network Access Control Functions

Network access is the means by which a user is connected to a telecommunication network in order to use the services and/or facilities of that network. An access protocol is a defined set of procedures that enables the user to employ the services and/or facilities of the network.

User network access may occur from either the mobile side or the fixed side of the GPRS/UMTS network. The fixed network interface may support multiple access protocols to external data networks, for example X.25 or IP. The set of access protocols to be supported is determined by the PLMN operator.

Individual PLMN administrations may require specific access-control procedures in order to limit the set of users permitted to access the network, or to restrict the capabilities of individual users, for example by limiting the type of service available to an individual subscriber. Such access control procedures are beyond the scope of the GPRS/UMTS specifications.

In addition to the standard PTP data transfer, GPRS/UMTS may support anonymous access to the network. The service allows an MS to exchange data packets with a predefined host that can be addressed by the supported interworking protocols. Only a limited number of destination PDP addresses can be used within this service. IMSI or IMEI shall not be used when accessing the network thus guaranteeing a high level of anonymity. Therefore, no authentication and ciphering functionalities are foreseen for anonymous access.

5.3.1.1
Registration Function

Registration is the means by which a user's Mobile Id is associated with the user's packet data protocol(s) and address(es) within the PLMN, and with the user's access point(s) to the external PDP network. The association can be static, i.e., stored in an HLR, or dynamic, i.e., allocated on a per need basis.

5.3.1.2
Authentication and Authorisation Function

This function performs the identification and authentication of the service requester, and the validation of the service request type to ensure that the user is authorised to use the particular network services. The authentication function is performed in association with the Mobility Management functions.

5.3.1.3
Admission Control Function

The purpose of admission control is to calculate which network resources are required to provide the quality of service (QoS) requested, determine if those resources are available, and then reserve those resources. Admission control is performed in association with the Radio Resource Management functions in order to estimate the radio resource requirements within each cell.

5.3.1.4
Message Screening Function

A screening function concerned with filtering out unauthorised or unsolicited messages is required. This should be supported through packet filtering functions.  
5.3.1.5
Packet Terminal Adaptation Function

This function adapts data packets received / transmitted from / to terminal equipment to a form suitable for transmission across the GPRS/UMTS network.

5.3.1.6
Charging Data Collection Function

This function collects data necessary to support subscription and/or traffic fees.

5.3.2
Packet Routeing and Transfer Functions

A route is an ordered list of nodes used for the transfer of messages within and between the PLMN(s). Each route consists of the originating node, zero or more relay nodes and the destination node. Routeing is the process of determining and using, in accordance with a set of rules, the route for transmission of a message within and between the PLMN(s).

5.3.2.1
Relay Function

The relay function is the means by which a node forwards data received from one node to the next node in the route.

5.3.2.2
Routeing Function

The routeing function determines the network node to which a message should be forwarded and the underlying service(s) used to reach that GPRS Support Node (GSN), using the destination address of the message. The routeing function selects the transmission path for the "next hop" in the route.

Data transmission between GSNs may occur across external data networks that provide their own internal routeing functions, for example X.25, Frame Relay or ATM networks.

5.3.2.3
Address Translation and Mapping Function

Address translation is the conversion of one address to another address of a different type. Address translation may be used to convert an external network protocol address into an internal network address that can be used for routeing packets within and between the PLMN(s).

Address mapping is used to map a network address to another network address of the same type for the routeing and relaying of messages within and between the PLMN(s), for example to forward packets from one network node to another.

5.3.2.4
Encapsulation Function

Encapsulation is the addition of address and control information to a data unit for routeing packets within and between the PLMN(s). Decapsulation is the removal of the addressing and control information from a packet to reveal the original data unit.

Encapsulation and decapsulation are performed between the support nodes of the GPRS/UMTS PLMN(s), and between the serving support node and the MS.

5.3.2.5
Tunnelling Function

Tunnelling is the transfer of encapsulated data units within and between the PLMN(s) from the point of encapsulation to the point of decapsulation. A tunnel is a two-way point-to-point path. Only the tunnel endpoints are identified.

5.3.2.6
Compression Function

The compression function optimises use of radio path capacity by transmitting as little of the SDU (i.e., the exterior PDP PDU) as possible while at the same time as preserving the information contained within it. Only Header compression is supported in the first release of UMTS.
5.3.2.7
Ciphering Function

The ciphering function preserves the confidentiality of user data and signalling across the radio channels and inherently protects the PLMN from intruders.

5.3.2.8
Domain Name Server Function

The Domain Name Server function resolves logical GSN names to GSN addresses. This function is standard Internet functionality according to RFC 1034 [43], which allows to resolve any name for GSNs and other GPRS/UMTS nodes within the GPRS/UMTS backbone networks.

5.3.3
Mobility Management Functions
The mobility management functions are used to keep track of the current location of an MS within the PLMN or within another PLMN.

5.3.4
Logical Link Management Functions for GPRS
Logical link management functions are concerned with the maintenance of a communication channel between an individual MS and the PLMN across the radio interface. These functions involve the co-ordination of link state information between the MS and the PLMN as well as the supervision of data transfer activity over the logical link.

Refer to GSM 04.64 [15] for further information.

5.3.4.1
Logical Link Establishment Function

Logical link establishment is performed when the MS attaches to the GPRS service.

5.3.4.2
Logical Link Maintenance Functions

Logical link maintenance functions supervise the logical link status and control link state changes.

5.3.4.3
Logical Link Release Function

The logical link release function is used to de-allocate resources associated with the logical link connection.

5.3.5
Radio Resource Management Functions

Radio resource management functions are concerned with the allocation and maintenance of radio communication paths. 
Refer to GSM 03.64 for further information on GPRS radio.
Refer to TS 25.301 for further information on UMTS radio.














5.3.6
Network Management Functions

Network management functions provide mechanisms to support O&M functions related to GPRS/UMTS.

5.4
Logical Architecture

GPRS/UMTS Core Network functionality is logically implemented on  two network nodes, the Serving GPRS Support Node and the Gateway GPRS Support Node. The GPRS support nodes originating from GPRS evolve to UMTS network nodes. Therefore, the name GSN is used even if the node provides UTMS functionality only. It is necessary to name a number of new interfaces. No inference should be drawn about the physical configuration on an interface from Figure 2.
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Figure 2: Overview of the GPRS/UMTS Logical Architecture

5.4.1
GPRS/UMTS Core Network  Nodes

A GPRS Support Node (GSN) contains functionality required to support GPRS and/or support UMTS Packet Domain functionality. In one PLMN, there may be more than one GSN.

The Gateway GPRS Support Node (GGSN) is the node that is accessed by the packet data network due to evaluation of the PDP address. It contains routeing information for attached GPRS users. The routeing information is used to tunnel PDUs to the MS's current point of attachment, i.e., the Serving GPRS Support Node. The GGSN may request location information from the HLR via the optional Gc interface. The GGSN is the first point of PDN interconnection with a GSM PLMN supporting GPRS/UMTS (i.e., the Gi reference point is supported by the GGSN). The GGSN functionality is common for GPRS and for the UMTS.
The Serving GPRS Support Node (SGSN) is the node that is serving the MS. The SGSN supports GPRS  (i.e., the Gb interface is supported by the SGSN) and/or UMTS (i.e., the Iu interface is supported by the SGSN). The SGSN functions supporting only GPRS are refferred to a 2G SGSN and the SGSN functions supporting only UMTS are refferd to a  3G SGSN in this specification. At PS attach, the SGSN establishes a mobility management context containing information pertaining to e.g., mobility and security for the MS. At PDP Context Activation, the SGSN establishes a PDP context, to be used for routeing purposes, with the GGSN that the GPRS/UMTS subscriber will be using.

The SGSN and GGSN functionalities may be combined in the same physical node, or they may reside in different physical nodes. SGSN and GGSN contain IP or other (operator’s selection. i.e., ATM-SVC) routeing functionality, and they may be interconnected with IP routers. When SGSN and GGSN are in different PLMNs, they are interconnected via the Gp interface. The Gp interface provides the functionality of the Gn interface, plus security functionality required for inter-PLMN communication. The security functionality is based on mutual agreements between operators.

The SGSN may send location information to the MSC/VLR via the optional Gs interface. The 2G SGSN may receive paging requests from the MSC/VLR via the Gs interface.

5.4.2
GPRS/UMTS Core Network Backbone 
There are two kinds of GPRS backbone networks. These are called:

-
intra-PLMN backbone network; and

-
inter-PLMN backbone network.

The intra-PLMN backbone network is the IP network interconnecting GSNs within the same PLMN.

The inter-PLMN backbone network is the IP network interconnecting GSNs and intra-PLMN backbone networks in different PLMNs.




Figure 4: Intra- and Inter-PLMN Backbone Networks

Every intra-PLMN backbone network is a private IP network intended for GPRS/UMTS data and GPRS/UMTS signalling only. A private IP network is an IP network to which some access control mechanism is applied in order to achieve a required level of security. Two intra-PLMN backbone networks are connected via the Gp interface using Border Gateways (BGs) and an inter-PLMN backbone network. The inter-PLMN backbone network is selected by a roaming agreement that includes the BG security functionality. The BG is not defined within the scope of GPRS/UMTS. The inter-PLMN backbone can be a Packet Data Network, e.g., the public Internet or a leased line.

5.4.3
HLR

The HLR contains GPRS/UMTS subscription data and routeing information. The HLR is accessible from the SGSN via the Gr interface and from the GGSN via the Gc interface. For roaming MSs, HLR may be in a different PLMN than the current SGSN.

5.4.4
SMS-GMSC and SMS-IWMSC

The SMS-GMSC and SMS-IWMSC are connected to the SGSN via the Gd interface to enable  SMS support by the SGSN.

5.4.5
GPRS Mobile Stations

A GPRS MS can operate in one of three modes of operation. The mode of operation depends on the services that the MS is attached to, i.e., only GPRS or both GPRS and other GSM services, and upon the MS's capabilities to operate GPRS and other GSM services simultaneously.

-
Class‑A mode of operation: The MS is attached to both GPRS and other GSM services, and the MS supports simultaneous operation of GPRS and other GSM services.

-
Class‑B mode of operation: The MS is attached to both GPRS and other GSM services, but the MS can only operate one set of services at a time. In network operation mode III (see subclause "Paging Co-ordination"), an MS that is capable of monitoring only one paging channel at a time cannot operate in class B mode of operation. In this case, such an MS shall revert to class‑C mode of operation.

-
Class‑C mode of operation: The MS is exclusively attached to GPRS services.

NOTE:
Other GSM technical specifications may refer to the MS modes of operation as GPRS class‑A MS, GPRS class‑B MS, and GPRS class‑C MS.

5.4.6
Charging Gateway Functionality

The Charging Gateway Functionality (CGF) is described in GSM 12.15 [28a].

5.5
Assignment of Functions to General Logical Architecture

The functions identified in the functional model are assigned to the logical architecture.

Table 1: Mapping of Functions to Logical Architecture

Function
2G MS
3G MS
BSS
RNS
2G SGSN
3G SGSN
GGSN
HLR

Network Access Control:









Registration







X

Authentication and Authorisation
X
X


X
X

X

Admission Control
X
X
X
X
X
X



Message Screening






X


Packet Terminal Adaptation
X
X







Charging Data Collection




X
X
X












Packet Routeing & Transfer:









Relay
X
X
X
X
X
X
X


Routeing
X
X
X
X
X
X
X


Address Translation and Mapping
X
X

X
X
X
X


Encapsulation
X
X

X
X
X
X


Tunnelling



X
X
X
X


Compression
X
X

X (1)
X




Ciphering
X
X

X
X


X











Mobility Management:
X
X


X
X
X
X











Logical Link Management:









Logical Link Establishment
X



X




Logical Link Maintenance
X



X




Logical Link Release
X



X














Radio Resource Management:
X
X
X

X






















































5.6
User Plane and Control Plane
5.6.1
User Plane for GPRS
The transmission plane consists of a layered protocol structure providing user information transfer, along with associated information transfer control procedures (e.g., flow control, error detection, error correction and error recovery). The transmission plane independence of the Network Subsystem (NSS) platform from the underlying radio interface is preserved via the Gb interface. The following transmission plane is used in GPRS:
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Figure 5: User Plane for GPRS
Legend:

-
GPRS Tunnelling Protocol (GTP): This protocol tunnels user data and signalling between GPRS Support Nodes in the GPRS backbone network. All PTP PDP PDUs shall be encapsulated by the GPRS Tunnelling Protocol. GTP is specified in TS 29.060 [26].

-
TCP carries GTP PDUs in the GPRS backbone network for protocols that need a reliable data link (e.g., X.25), and UDP carries GTP PDUs for protocols that do not need a reliable data link (e.g., IP). TCP provides flow control and protection against lost and corrupted GTP PDUs. UDP provides protection against corrupted GTP PDUs. TCP is defined in RFC 793 [42]. UDP is defined in RFC 768 [39].

-
IP: This is the GPRS backbone network protocol used for routeing user data and control signalling. The GPRS backbone network may initially be based on the IP version 4 protocol. Ultimately, IP version 6 shall be used. IP version 4 is defined in RFC 791.

-
Subnetwork Dependent Convergence Protocol (SNDCP): This transmission functionality maps network-level characteristics onto the characteristics of the underlying network. SNDCP is specified in TS 24.065 [16].

-
Logical Link Control (LLC): This layer provides a highly reliable ciphered logical link. LLC shall be independent of the underlying radio interface protocols in order to allow introduction of alternative GPRS radio solutions with minimum changes to the NSS. LLC is specified in GSM 04.64.

-
Relay: In the BSS, this function relays LLC PDUs between the Um and Gb interfaces. In the SGSN, this function relays PDP PDUs between the Gb and Gn interfaces.

-
Base Station System GPRS Protocol (BSSGP): This layer conveys routeing- and QoS-related information between BSS and SGSN. BSSGP does not perform error correction. BSSGP is specified in GSM 08.18 [21].

-
Network Service (NS): This layer transports BSSGP PDUs. NS is based on the Frame Relay connection between BSS and SGSN, and may be multi-hop and traverse a network of Frame Relay switching nodes. NS is specified in GSM 08.16 [20].

-
RLC/MAC: This layer contains two functions: The Radio Link Control function provides a radio-solution-dependent reliable link. The Medium Access Control function controls the access signalling (request and grant) procedures for the radio channel, and the mapping of LLC frames onto the GSM physical channel. RLC/MAC is defined in GSM 04.60 [14].

-
GSM RF: As defined in GSM 05 series.
5.6.2
User Plane for UMTS
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Figure 6: User Plane for UMTS

Legend:

· Packet Data Convergence Protocol (PDCP): This transmission functionality maps network-level characteristics onto the characteristics of the underlying network. PDCP can support several network layer protocols providing protocol transparency for the users of the service. These supported protocols are e.g., IPv4, PPP, OSP and IPv6. Introduction of new network layer protocols to be transferred over PDCP shall be possible without any changes to other lower protocols. PDCP also provides header compression. 

Note that data compression is not supported in UMTS, unlike GPRS (GPRS has v.42 bis data compression), because efficiency of data compression depends greatly on the type of data (and many applications are compressing data).  It is quite impossible to check type of data in PDCP layer and compressing all data requires too much processing.  

[This protocol has sometimes been called SNDCP. We propose to use PDCP to differentiate it clearly from GPRS SNDCP]

· GPRS Tunneling Protocol User Plane (GTP-U): This protocol tunnels user data and signalling between GPRS Support Nodes in the backbone network. All PTP PDP PDUs shall be encapsulated by the GPRS Tunnelling

· IP/UDP: This is the GPRS backbone network protocol used for routeing user data and control signalling. UDP is defined in RFC 768 [39].  IP version 4 is defined in RFC 791.

· Radio Link Control  (RLC): RLC protocol offers logical link control over radio interface for user plane. There may be several simultaneous RLC links for user plane. These links are identified by bearer ID. RLC is defined in TS 25.322.
[TCP is depicted on the GPRS user plane but not on the UMTS one, as defined in TS 23.121 and 03.60]
5.6.3
Control Plane

The control plane consists of protocols for control and support of the transmission plane functions:

-
controlling the GPRS/UMTS network access connections, such as attaching to and detaching from the GPRS/UMTS network;

-
controlling the attributes of an established network access connection, such as activation of a PDP address;

-
controlling the routeing path of an established network connection in order to support user mobility;

-
controlling the assignment of network resources to meet changing user demands; and


The following controling planes are used in GPRS/UMTS:

5.6.3.1
MS – SGSN for GPRS



Figure 7: Control Plane MS – 2G SGSN

Legend:

-
GPRS Mobility Management and Session Management (GMM/SM): This protocol supports mobility management functionality such as GPRS attach, GPRS detach, security, routeing area update, location update, PDP context activation, and PDP context deactivation, as described in subclauses "Mobility Management Functionality" and "PDP Context Activation, Modification, and Deactivation Functions".
5.6.3.2
MS – SGSN for UMTS
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Figure 8: Control Plane MS – 3G SGSN

Legend: 

UMTS Packet Mobility Management and Session Management (PMM/SM): 

· PMM supports mobility management functionality such as attach, detach, security, routing area update, as described in subclauses "Mobility Management"

· SM supports PDP context activation, and PDP context deactivation, as described in subclauses "PDP Context Activation, Modification, and Deactivation Functions".
· SMS supports Short Message Mobile Originated, and Short Message Mobile Terminated, as described in TS 23.040 [8].
Radio Access Network Application Protocol (RANAP): This protocol encapsulates and carry  higher layer signaling, handles SGSN-RNS signaling and manage the GTP connections on the Iu interface. RANAP is specified in TS 25.413.
The layer below RANAP are defined in TS 25.410.

Radio Link Control (RLC): RLC protocol offers logical link control over radio interface for the transmission of higher layer signaling message and SMS. RLC is defined in TS 25.322.
5.6.3.3
SGSN ‑ HLR




Figure 9: Control Plane SGSN ‑ HLR

Legend:

-
Mobile Application Part (MAP): This protocol supports signalling exchange with the HLR, as defined in TS 29.002 [23], with enhancements for GPRS/UMTS as described in the present document.

-
TCAP, SCCP, MTP3, and MTP2 are the same protocols as used to support MAP in CS PLMNs.

5.6.3.4
SGSN ‑ MSC/VLR




Figure 10: Control Plane SGSN ‑ MSC/VLR

Legend:

-
Base Station System Application Part + (BSSAP+): A subset of BSSAP procedures supports signalling between the SGSN and MSC/VLR, as described in subclause "Mobility Management Functionality" and in TS 29.018 [25]. The requirements for the lower layers are specified in TS 29.016 [24].

5.6.3.5
SGSN ‑ EIR




Figure 9: Control Plane SGSN ‑ EIR

Legend:

-
Mobile Application Part (MAP): This protocol supports signalling between the SGSN and the EIR, as described in subclause "Identity Check Procedures".

5.6.3.6
SGSN ‑ SMS-GMSC or SMS-IWMSC




Figure 11: Control Plane SGSN ‑ SMS-GMSC and SGSN ‑ SMS-IWMSC

Legend:

-
Mobile Application Part (MAP): This protocol supports signalling between the SGSN and SMS-GMSC or SMS-IWMSC, as described in subclause "Point-to-point Short Message Service".

5.6.3.7
GSN ‑ GSN
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Figure 12: Control Plane GSN ‑ GSN

Legend:

-
GPRS Tunnelling Protocol Control Plane(GTP-C): This protocol tunnels user data and signalling messages between SGSNs and GGSNs, and between SGSNs, in the GPRS/UMTS backbone network.

-
User Datagram Protocol (UDP): This protocol transfers signalling messages between GSNs. UDP is defined in RFC 768.

5.6.3.8
GGSN ‑ HLR

This optional signalling path allows a GGSN to exchange signalling information with an HLR. There are two alternative ways to implement this signalling path:

-
If a SS7 interface is installed in the GGSN, the MAP protocol can be used between the GGSN and an HLR.

-
If a SS7 interface is not installed in the GGSN, any GSN with a SS7 interface installed in the same PLMN as the GGSN can be used as a GTP-C-to-MAP protocol converter to allow signalling between the GGSN and an HLR.

5.6.3.8.1
MAP-based GGSN ‑ HLR Signalling




Figure 13: Control Plane GGSN ‑ HLR Using MAP

Legend:

-
Mobile Application Part (MAP): This protocol supports signalling exchange with the HLR, as described in subclause "Network-Requested PDP Context Activation Procedure".

5.6.3.8.2
GTP-C and MAP-based GGSN ‑ HLR Signalling
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Figure 14: Control Plane GGSN ‑ HLR Using GTP-C and MAP

Legend:

-
GPRS Tunnelling Protocol Control Plane (GTP-C): This protocol tunnels signalling messages between the GGSN and the protocol-converting GSN in the GPRS/UMTS backbone network.

-
Interworking: This function provides interworking between GTP-C and MAP for GGSN ‑ HLR signalling.
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