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Discussion

It was agreed during last meeting that UE initiated tunneling in scenario 3 shall be supported to provide access to 3G services like IMS. A mutual authentication is recommended to establish such a tunnel. This authentication could be based on a previous WLAN session authentication or on an own self contained authentication. Even if the tunnel authentication is also SIM based and quite similar to the first authentication it has several advantages over reusing the previous authentication taking account the following scenarios:

· One scenario is a public WLAN hotspot without any agreements with 3G operators.

· A home environment will hardly use a SIM based authentication even if the WLAN device contains a smartcard reader. 

· A not to be neglected business case is a corporate environment. There will be an own authentication mechanism without using the 3G SIM card in a corporate environment to grant internet access. 

Only if the tunnel authentication is carried out as a full self contained authentication the tunnel and with that the related services could be used from environments listed above. Thus, Siemens recommends separating the tunnel authentication from the previous access authentication completely to not exclude devices in private and corporate environments.

Proposal

It is proposed to add following text in chapter 5.5.3 of draft TS 23.934 v.1.7.0:

5.5.3 UE-Initiated Tunnelling

In UE-initiated tunnelling, the UE initiates the establishment of tunnels and may be involved in packet encapsulation/decapsulation. The detailed mechanism is FFS and outside the scope of this document, however, the following steps are performed on WLAN session set-up:

1. UE indicates that it wishes to use UE-initiated tunnelling. A WAPN may be transmitted as part of the end-to-end signalling.
2. The 3GPP AAA server decides that UE-Initiated tunnelling shall be used for this session.

3. Mutual tunnel authentication shall be applied between UE and tunnel endpoint
4. Filtering attributes may be needed in order to enable the WLAN to enforce that the UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN sets up appropriate packet filters.

The tunnel establishment is not coupled to WLAN session establishment. The UE may establish several tunnels in order to access several IP network simultaneously. The actual IP network selection is performed as part of the establishment of each tunnel. Tunnel establishment and tunnelling may be performed for example using Mobile IP.

UE-Initiated, HPDG-Terminated Tunnelling shall be supported (at least for the non roaming case).

Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study.







