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1. Introduction

One of the problems with the discussion to date on tunnelling options is that it is not clear that all options have been considered, nor that there is a common understanding of how each option works, or even if they do work.

This contribution attempts a top-down analysis of the options for one of the key underlying problems that need to be solved for Scenario 3. Specifically, the problem of getting packets from the UE to the Packet Data Gateway in the HPLMN.

2. Discussion

2.1 Routing through the Internet

If the UE has Internet connectivity (e.g. through Scenario 2 mechanisms), then routing to the HPDG is easily achieved, assuming that the Home operator makes the HPDG routable from the Internet.

There is nothing that the VPLMN can do about this (or indeed should be able to do), other than refusing to allow Scenario 2 access for users from this Home Network.

This mode of delivery for PS Domain services does not meet the QoS requirements for Scenario 3 and the HPLMN cannot be sure that all packets are accounted for at the HPDG, e.g., for on-line bearer level charging support, and so is not a suitable candidate for standardisation. This does not prevent it being used, though, since it requires specific functionality only on the UE and HPLMN, both of which are under HPLMN control.

2.2 Routing through a VPLMN

The Home Network may choose to make roaming agreements with VPLMNs which involve the VPLMN providing the backhaul connectivity for the HPLMN’s customers’ traffic. The Home Network may do this if the VPLMN can provide better QoS, or a lower tarrif, for the traffic than available over the Internet.

In this case, the packets from UE to HPDG must be routed via the VPLMN. This is complicated by the possible existance of several VPLMNs connected to the WLAN AN as shown in the following figure:
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We assume that the HPDG has a unique address which is advertised by the HPLMN to each VPLMN in the usual way. This means that once within a VPLMN, routing to the HPDG is easy – the HPDG is directly routable from within each VPLMN.

The remaining problem is getting packets from the UE to the correct VPLMN. Two broad classes of solutions have been discussed:

A. Packets addressed to HPDG and ‘forced routing’ in the WLAN AN

In this case packets from the UE are addressed to the HPDG  are forced by some means in the WLAN AN to be routed first to the appropriate VPLMN.

B. Packets address to an element in the VPLMN

In this case packets from the UE are addressed to some element in the VPLMN (this address must be provided to the UE by some means).

These two classes of solution are analysed further below.

2.2.1 Packets addressed to the HPDG

Some means is required to force packets from the UE to be routed first to the correct VPLMN. This could be applied to all packets, or just to those destined to the HPDG.

A mechanism to route all packets to the VPLMN is also required in Scenario 2, in which it is an option for all packets to be routed via the VPLMN.

Since different UEs will use different VPLMNs, then this mechanism must be triggered dynamically in the WLAN AN when the user is authorised.

One means to do this is to define separate VLANs within the WLAN AN for each  VPLMN. Users are placed onto the appropriate VLAN at authentication time (for example using the RADIUS Tunnel-Private-Group-ID from RFC2868 as described in draft-congdon-radius-8021x-29.txt) and all traffic on this VLAN is routed to the VPLMN (either directly at Layer 2, or via a point-to-point tunnel from the last hop router in the WLAN AN to a node in the VPLMN).

This solution is one embodiment of  Option 9 in the discussions to date.

2.2.2 Packets addressed to an element in the VPLMN

In these solutions, the UE routes packets to a device in the VPLMN. These packets will be routed in the usual way from WLAN AN into the VPLMN and so there are no special requirements on the WLAN AN.

There are several possibilities for the functions carried out by the element in the VPLMN to which packets are addressed:

1. Terminate the tunnel from the UE and originate a new tunnel to the HPDG. This corresponds to Option 5 in the discussions to date.

2. Forward packets directly to the HPDG, modifying only the Destination IP Address. This corresponds most closely to an embodiment of Option 6, since the UE-initiated tunnel is end-to-end from UE to PDG.

3. Terminate the tunnel from the UE and forward the encapsulated packets themselves. This option requires that the packets from the UE are ‘double encapsulated’ – first the user packet is encapsulated in a tunnel addressed to the HPDG. Secondly this packet is encapsulated in a tunnel addressed to the VPLMN. This double encapsulation may appear to be an undesireable overhead, but we should note that it is not significantly different from encapsulating the packets in a site-to-site tunnel as described in 2.2.1 for the case where there are L3 routers in the WLAN AN.

Note that in all the above cases, the VPLMN is aware of the UE address and HPDG address, so policing and charging can be applied to packets flowing between those two entities if necessary.

In Case (1), the VPLMN device required is a new 3GPP-specific network element – a kind of WLAN SGSN. In addition, the tunnelling technology used must be fully standardised in order to ensure interoperability between UE and VPLMN, and between VPLMN and HPLMN. Further, user packets are not secure from the VPLMN.

In Case (2), the VPLMN device is behaving very much like a Network Address Translator – re-writing the Destination Address of UE -> HPDG packets and the source address of HPDG -> UE packets (this corresponds to the HPDG being on the ‘inside’ of the NAT). The NAT binding required would need to be dynamically installed, since the HPDG address is not known in advance to the VPLMN. However, similar requirements exist for NAT traversal for multimedia applications (for example), and as a result there is a lot of work available regarding dynamically installable NAT bindings (e.g. MIDCOM, STUN etc.).

The tunnelling technology in Case (2) must support NAT traversal, but need not be standardised, since it is only the UE and HPLMN which need to interoperate. This allows the tunnelling technology to evolve independently of the VPLMN. (However, it would be wise for 3GPP to standardise at least one tunnelling technology in detail to ensure availability of interoperable terminals and HPGDs).

In Case (3), the VPLMN device is behaving very much like a VPN gateway itself. Again, the same considerations regarding independence between the tunnelling technology and the VPLMN apply.

These three cases are illustrated in the following figure:
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3. Conclusion

From the above discussion, we can draw the following conclusions:

· The principle disadvantage of solution (A) – addressing packets directly to the HPDG – is the requirement for the WLAN AN to support VLANs and the RADIUS/DIAMETER extension for placing a UE on a particular VLAN

· Several options exist within solution (B) – which do not involve new 3GPP-specific network elements. These should be investigated further before concluding that a new 3GPP-specific element is required.

Further, the following points should be noted:

· The VLAN solution described above is presently the only solution proposed to the Scenario 2 requirement to support Internet access through the VPLMN – nevertheless, not all WLAN AN/VPLMNs will support this.

· Solution A, and option (2) under solution (B) are very similar in terms of the requirements on the UE and HPDG (as long as the tunnelling solution supports NAT traversal). If there are mechanisms for the VPLMN to determine a PDG address which is provided (securely) to the UE then the VPLMN can choose whether the provide the actual HPDG address (Solution A) or an address belonging to the NAT which is dynamically bound to the HPDG address (Solution B (2)).

Such a mechanism is probably required in any case for access to services through a PDG in the visited network. It may therefore be possible to support both modes of operation (with and without VLANs in the WLAN AN) through a single mechanism. 
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