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Introduction

Several discussions have occurred which appear to assume that all EAP traffic will be transported via a Visited PLMN when the Home PLMN specifies a Visited PLMN.   This contribution outlines why this is an unreasonable assumption in some cases, but also why this isn’t a problem. 

Discussion
Scenario 2 uses Diameter based EAP-SIM to authenticate a mobile, and this approach is used in all the later scenarios.  In this case, the UE sends EAP traffic to the WLAN Access Point, which forwards this on to a trusted broker, which in turn sends this to the home server.  This is shown in Figure 1.



Figure 1: Simplified EAP-SIM Authentication Model

The use of a broker is important in any “real world” network.  If a carrier modifies the address of any server, they have the option of contacting all other affected carriers (which could number in the thousands) or they could contact a small set of brokers (probably less than 10) and have the brokers make the required changes.  

As it turns out, the reverse situation involving the WLAN Access Point makes brokers necessary also.  It is much simpler to have the WLAN go to a single trusted broker (or small number of brokers) than to try to collect the addresses and parameters associated with all the VPLMN that may exist.   This single broker will then route the messages back to the Home Network AAA Server.

This Diameter Broker may be (generally would be) owned by a business other than the VPLMN the Home Network will chose to use.

The Home AAA Server would reply to the EAP transactions still via the Diameter Broker (a message from another source should be ignored by the WLAN, who is only trusting the Broker at this point).  Per prior discussion, this message might also contain information the UE can used to contact the VPLMN selected by the Home Network.  The UE would then use the VPLMN from that point forward.

Proposal

The amount of revenue lost by using a broker instead of the VPLMN is relatively small.  WLAN maintenance is made much easier if a single trusted broker is used instead of developing trust relationships with dozens of carriers.

It is proposed to document the use of brokers in TS 23.234 as an allowable option.
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