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Abstract of the contribution:

This document covers ProSe identifiers that are transmitted / received by UEs directly to/from other UEs and are used to perform direct discovery. Other documents have shown how the maximum length limitations of these identifiers and whether or not they carry security-related information can influence/change the processing and duration of the ProSe Discovery. This document assumes that a large enough number of bits is available for the identifiers. This solution is targeted towards Public Safety, as it seeks full user control at the application layer of the application context being advertised for discovery. This could enable in the specification in the application context of several GCSE groups of interest, as well as of applications that would allow complex matching (e.g. specific jurisdiction and Public Safety agency type and hazmat qualification ). .  
------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
1. Types for ProSe Identifiers for direct ProSe Discovery
Two fundamental types of “sub-identifiers” have been proposed, so far:
· Type 1: Sub-identifier of the UE/user/subscription. This is “one per” at a time, assigned by the operator and handled by 3GPP layer. It cannot be modified by the user. The transmitting UE has 2 options: a) do NOT include it in the ProSe identifier, or b) include it “as is” at the transmitter and make it available to the application layer at the receiver. When included, it maybe encrypted / decrypted at the 3GPP layer of the transmitter /receiver.
· Type 2: Sub-identifier of the application context. Typically there are many of those for a UE/user/subscription, but the UE choose to use one at a time. The content of this sub-identifier is set and controlled by the user, at the application layer. If encrypted over-the-air, it will happen at the application layer and it will be used over-the-air “as is”, without any processing by the 3GPP layer.

 A ProSe identifier to be used over the air for direct discovery (i.e.consists of a Type 1 sub-identifier, a Type 2 sub-identifier or both a Type 1 and a Type 2 sub-identifier. So the cases are:
· ProSe Identifier = Type 1 Sub-identifier. This is useful for discovery of the kind  “I announce myself as John Doe”, “Where is John Doe?”, “Who’s there?” 

· ProSe Identifier = Type 2 Sub-identifier. Since this is in the application context, it can have any possible contents, meaning and formats. There are some suggestions that application information  should be specified in human readable form such as “expressions” or “URIs”, but ultimately it will be converted into some well-defined bit string that will become the Type 2 sub-identifier to be included in the ProSe Identifier. The most common proposed paradigms are one or more of “application_id or group_id” and/or “(application_id or group_id) and (application-user-pseudonym or member_id)”. These will support social networking, gaming, GCSE groups, etc.  For example application_id = Directory Services and member_id = “Tapas Restaurant”, or application_id=”Superwar Game” and application-user-pseudonym= “Invincible Hero”. Another interesting paradigm would be a “bitmap of well known applications supported by this UE”, since broadcasting it can significantly reduce the need of to advertise support of each application, one at a time, thus speeding up discovery (see below). 
· ProSe Identifier = Type 1 Sub-identifier and Type 2 Sub-identfier. This is useful for discovery of the kind  “I am John Doe, I want to play Chess, and my level is Beginner”,  “I am Jane Doe and on my UE I support the following list of applications”. 

In general, in order to transmit information linked to discovery, the user application that handles ProSe discovery will provide the 3GPP layer with the (potentially encrypted) bit string corresponding to the application context of interest and/or an indication to include  the Type 1 Sub-Identfier
To facilitate such functionality, the following is proposed:
Proposal 1: Type 1 sub-identifier used in ProSe Identifiers is unique [see also Proposal 8] to the UE at any moment in time for a configurable duration, can be stored at the UE, but it cannot be changed by the user, and is subject to operator assignment and re-assignment.

Proposal 2: The contents (including potential encryption / decryption) of Type 2 sub-identifiers is determined at the application layer without the involvement of the 3GPP Layer[see also Proposal 7]. Similarly, any key distribution that would support the above mentioned encryptions/decryptions is outside the scope of the 3GPP Layer. 
Proposal 3: From the application Layer, the user can specify whether a discovery request is an announcement or a query and can indicate the inclusion of Type1 and/or Type 2 sub-identifiers in the ProSe identifier used for that discovery, with the Type 2 sub-identifier determined based on application context information provided by the user.
Proposal 4: At the receiver side, the kind of request, the Type 1 sub-identifier (if present) and the application context derived from the Type 2 sub-identifier (if present) is to be made available at the application Layer, except in case when exclusionary filtering is performed based on the Type 1 sub-identifier at the 3GPP Layer and there was no match, in which case the application context can be discarded.
Proposal 5: If encoding of the application context information into a Type 2 sub-identifier is used, it will be two-way reversible such that decoding and restoration of the application context at the receiver can be accomplished without loss of information. 

Proposal 6: Matching of ProSe ids (e.g. for determining interest) based on application context information derived from decoding of Type 2 sub-identifiers does not involve the 3GPP Layer, but  is done at the application layer and is  application specific. 

2. Support at the Application Layer
Although the contents of Type 2 sub-identifiers is an Application Layer issue, one can notice that the length of the information sent over-the-air can have a significant impact on processing complexity and speed. In general, it is desirable to send fewer rather than more bits. Thus there is a technical interest from a system point of view in facilitating short or compressed information. For example, using a group # may take less space than using a URI to specify the same group. Similarly using an application index for some of the most used applications, will be shorter than spelling the application name in readable format. In addition an application index may enable the use of a bitmap of supported applications, as mentioned in an example above.

One may conclude that the specification of the application context may consist of ( a combination of) human readable expressions (to maximize flexibility) and/or coded subfields (to minimize length). 

Proposal 7: Agree to define a generic format for the Type 2 sub-identifiers to support both binary fields and alphanumeric strings, to facilitate compact information and compatibility between operators. 
3. Support of Relays
ProSe defines two types of Relays: UE-to-Network and UE-to-UE. It is desirable that UEs which want/need to avail themselves of the services provided by those Relays be able to discover them as fast as possible. Thus the ProSe Identifiers of Relay units should contain information identifying them as such. It is also desirable that this information is stable over relatively long periods of times, to allow interested UEs to store the identities of those relays and be able to communicate with them directly, thus bypassing the discovery phase.
Depending on its capabilities, in general, same UE may act, at different times, as a regular UE (non-relay), as a UE-to-Network Relay and/or as a UE-to-UE Relay. In order to preserve that UE’s privacy, it should be possible to assign different Type 1 Sub-identifiers valid during overlapping periods of time, to be used in any of those roles.
An alternative/additional solution that could work well in conjunction with Proposal 7 is to define a “system” or “well known” application, let’s call it “Relay”, and assign to it a well-known code. A Type 2 sub-identifier associated with this UE will e.g. further encode a list of supported PDNs used by the Relay to route the traffic and/or GCSE group ids supported by this relay. The reuse of the Type 2 Sub identifier for this purpose, limits the potential complexity, by re-using an existing format, rather than defining a new one. 
Proposal 8: Relays and their type shall be easily identifiable based on their ProSe Id, and if Type 1 Sub- Identifiers are used, they should be different and uncorrelated for each type of relay and for the case when the UE does not act as a relay.

 Proposal 9: If additional information about a specific relay is made available via a ProSe identifier (e.g. lists of supported PDNs, GCSE groups, etc.), it will be done via a Type 2 sub-identifier. 
4. Support of ProSe identifiers not used in direct discovery.
These ProSe identifiers, when transmitted and received over-the-air, are exchanged only between a UE and the serving network via regular unicast bearers. They are used in registrations, as search parameters, in notifications while their confidentiality and privacy are assured by the regular LTE security procedures. Thus there are no maximum size concerns (since unicast supports variable length data) and no specific security issues associated with these pointers. Therefore there are no restrictions on their size or format, so in the interest of reducing complexity and proliferation of formats, it is proposed that they are identical to those used over-the-air for direct discovery.
Proposal 10: ProSe Identifiers that are not used in direct ProSe discovery have the same format as those that are, with the possible exception of security-related fields, if any. 
5. Proposed changes to the text.
>>>>>>>>New Text <<<<
6.n. Solution withProSe UE Identifiers targeted towards Public Safety applications
6.n.1 Definitions

Type 1 ProSe sub-identifier: A unique string of bits permanently or temporarily associated to a specific UE. It is assigned/re-assigned by the operator and handled by the 3GPP layer. It cannot be modified by the user. 
Type 2 ProSe sub-identifier: A string of bits that identifies an application context at the UE. Typically there can be many Type 2 Prose sub-identifiers for a UE, but the user chooses to use one at a time. The content of this sub-identifier is set and controlled by the user, at the application layer. If encrypted, it will be at the application layer and it will be used over-the-air “as is”, without any processing by the 3GPP layer.
ProSe identifier. Consists of a Type1 ProSe sub-identifier and/or a Type 2 ProSe sub-identfier. 
6.n.x Solution withProSe UE Identifiers targeted towards Public Safety applications
The following assumptions apply for the ProSe UE Identifiers:

· Type 1 sub-identifier used in ProSe Identifiers is unique to the UE at any moment in time for a configurable duration, can be stored at the UE, but it cannot be changed by the user, and is subject to operator assignment and re-assignment.
· The contents (including potential encryption / decryption) of Type 2 sub-identifiers is determined at the application layer without the involvement of the 3GPP Layer. However, any security key that would support the above mentioned encryptions/decryptions is made known to the operator.
· From the application Layer, the user can specify whether a discovery request is an announcement or a query and can indicate the inclusion of Type 1 and/or Type 2 sub-identifiers in the ProSe identifier used for that discovery, with the Type 2 sub-identifier determined based on application context information provided by the user.
· At the receiver side, the kind of request for a discovery, the Type 1 sub-identifier (if present) and the application context derived from the Type 2 sub-identifier (if present) is to be made available at the application Layer, except in case when exclusionary filtering is performed based on the Type 1 sub-identifier at the 3GPP Layer and there was no match, in which case the application context can be discarded.

· If encoding of the application context information into a Type 2 sub-identifier is used, it will be two-way reversible such that decoding and restoration of the application context at the receiver can be accomplished directly, without loss of information.
NOTE x: Security related and under the domain of SA3: as an optimization, the discovery message may contain a hashed value computed based on the unencrypted identifier, to assist the potential discoverers with selecting the proper key for decoding., thus avoiding potential multiple attempts to decipher, using different keys.
· Matching of ProSe ids (e.g. for determining interest) based on application context information derived from decoding of Type 2 sub-identifiers does not involve the 3GPP Layer, but  is done at the application layer and is  application specific. 
· Relays and their type shall be easily identifiable based on their ProSe Id, and, if Type 1 Sub- Identifiers are used, they should be different and uncorrelated for each type of relay and for the case when the UE does not act as a relay. 
· If additional information about a specific relay is made available via a ProSe identifier (e.g. lists of supported PDNs, GCSE groups, etc.), it will be done via a Type 2 sub-identifier. 
· ProSe Identifiers that are not used in direct ProSe discovery have the same format as those that are, with the possible exception of security-related fields, if any.
>>>>Next Change <<<<
Annex Z Solution specific
Z.1 Generic format of ProSe Identifier

	Control Field
	Type 1 Sub-identifier
	Type 2 Sub-identifier


Control Field: which of the two possible sub-identifiers are included (one, the other or both), whether or not the UE is a relay and if yes, what kind.

Type 1 Sub-Identifier: Controlled at the 3GPP Layer. It is TBD whether or not all Type 1 Sub-identifiers have the same length.
NOTE y: Legal requirements may mandate that this Type 1 Sub-Identifier is always present in ProSe Identifiers that are sent over-the-air for discovery. This issue is in SA3’s domain.
NOTE z: This Type 1 Sub-Identifier can be encrypted / decrypted at the 3GPP layer, for the benefit of another discoverer or as a requirement from the operator or from the law.  In general, the used key is different than the key used for encrypting the Type  2 Sub-Identifier. This issue is in SA3’s domain.

Type 2 Sub-Identifier: Controlled at the application layer. It is a variable length field.
>>>>End Changes<<<<
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