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1. Discussion
Clause 6.3.4 in TR 23.865 introduces the “Preferred Service Providers List” and specifies that this list is used by the UE
(i) to construct a NAI when it attempts EAP-AKA authentication over a selected WLAN access network; and
(ii) to select a WLAN access network when there are multiple WLANs available that best match the preferences in the “active” ISMP/ISRP rule.
This document provides some deeper inside into the use of the “Preferred Service Providers List” and explains why this list is needed and how it should be used by the UE. This explanation is provided by considering the following two scenarios.
Scenario A: Direct 3GPP/WLAN Interworking
Fig. 1 below considers a scenario where a roaming UE is registered to PLMN-x over 3GPP access and the PLMN-x supports direct interworking with WLAN A (e.g. the operator of PLMN-x owns also WLAN A). 
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Fig. 1

The steps applicable to this scenario are discussed below.
WLAN Access Selection
1. The UE is registered to PLMN-x (over 3GPP access) and has an active ISMP/ISRP rule from PLMN-x. The UE has no valid ISMP/ISRP rules from HPLMN, or it has valid ISMP/ISRP rules from HPLMN but has decided to use the ISMP/ISRP rule from PLMN-x (this decision is based on clause 6.3.3 “Selection of Active ISMP/ISRP Rule” in TR 23.865).
2. The PLMN-x supports direct interworking with a WLAN network (shown in Fig. 1 as WLAN A) that advertizes the realm=“operatorX.com”. So, the active ISMP/ISRP rule sent to UE by PLMN-x indicates “highest preference is realm=operatorX.com”.
3. The UE discovers and selects the WLAN that supports realm=“operatorX.com” (WLAN A).
Access Authentication
4. The UE decides to use EAP-AKA for access authentication over the selected WLAN (e.g. because this WLAN supports 802.1x authentication and the UE has no pre-configured credentials for this WLAN). 

5. The UE needs to construct a NAI for EAP-AKA.

5.1 Option A: The UE uses the realm “operatorX.com” and constructs a NAI = <IMSI>@operatorX.com. In this case, the AAA signaling will be routed to PLMN-x. One problem that may arise is that there is no guarantee that PLMN-x and HPLMN have roaming agreements for non-3GPP access, thus the EAP-AKA authentication may fail due to lack of such roaming agreements.
If EAP-AKA is successful, the UE may subsequently select a PGW for S2c connectivity, or the WLAN A may select a PGW for S2a connectivity (if WLAN A supports S2a connectivity). Note that for supporting handover of PDN connections from 3GPP to trusted WLAN access, during the EAP-AKA authentication the WLAN A receives from the AAA Server in the HPLMN one or more PGW identities and, subsequently, the WLAN A can create S2a connections to these PGW identities. 
In case of home-routed PDN connections (where the PGW resides in the HPLMN), there is no guarantee that WLAN A will be able to support S2a connectivity with the HPLMN. 
5.2 Option B: The UE does not use the realm “operatorX.com” to contruct the NAI as in option A. Instead, the UE determines which Preferred Service Provider (PSP) the selected WLAN supports and constructs a NAI by using the PSP with the highest priority. In the example shown above, the WLAN A supports interworking with PSP#1 and PSP#2 so the UE constructs a NAI = <IMSI>@<PSP#1>. In this case, the AAA signaling will be routed to PSP#1 first and to HPLM then. Since the PSP list is provided by the HPLMN, it is guaranteed that there is AAA interworking between HPLMN and all PSPs in the list. So, in this case, EAP-AKA cannot fail due to lack of roaming agreements.
If EAP-AKA is successful, the UE may subsequently select a PGW for S2c connectivity, or the WLAN A may select a PGW for S2a connectivity. For supporting handover of PDN connections from 3GPP to trusted WLAN access, during the EAP-AKA authentication the WLAN A receives from the AAA Server in the HPLMN one or more PGW identities and, subsequently, the WLAN A can create S2a connections to these PGW identities. Note that although the AAA signaling in Option B does not go through PLMN-x, the PGW used by WLAN A for S2a connectivity can still reside in PLMN-x (as shown in Fig. 1).

As in Option A, for home-routed PDN connections (where the PGW resides in the HPLMN), there is no guarantee that WLAN A will be able to support S2a connectivity with the HPLMN.

Conclusion: If the UE constructs a NAI based on the realm used to select a WLAN access network (Option A), there is no need for a Preferred Service Provider List. However, in this case the EAP-AKA authentication may fail due to lack of roaming agreements. 
Scenario B: Indirect 3GPP/WLAN interworking
Fig. 2 below considers a scenario where a roaming UE is registered to PLMN-x over 3GPP access and the PLMN-x supports indirect interworking with WLAN A via a Hotspot Aggregator. 
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Fig. 2
The steps applicable to this scenario are discussed below.
WLAN Access Selection
1. The UE is registered to PLMN-x (over 3GPP access) and has an active ISMP/ISRP rule from PLMN-x.

2. PLMN-x does not support direct interworking with any WLAN but offers WLAN services via a hotspot aggregator. So, the active ISMP/ISRP rule sent to UE by PLMN-x indicates "highest preference is realm=hotspot_aggregator.com". 
In this case, PLMN-x does not support interworking with WLANs over S2a.

3. The UE discovers multiple WLANs that support realm=“hotspot_aggregator.com”. Fig. 2 shows four WLANs (A, B, C, D) that interwork with the hotspot aggregator. In this case, the UE cannot select a single WLAN based on the realm in the ISMP/ISRP rule so it utilizes the Preferred Service Provider list. The UE selects WLAN C since is support the realm=“hotspot_aggregator.com” and also supports interworking with the most preferred preferred service provider.

In this case, the Preferred Service Provider list is used also for WLAN access selection (not only NAI construction). 
Access Authentication
4. The UE decides to use EAP-AKA for access authentication over the selected WLAN (e.g. because this WLAN supports 802.1x authentication and the UE has no pre-configured credentials for this WLAN). 

5. The UE needs to construct a NAI for EAP-AKA.

5.1 Option A: The UE uses the realm “hotspot_aggregator.com” and constructs a NAI = <IMSI>@hotspot_aggregator.com. In this case, the AAA signaling will be routed to the hotspot aggregator. One problem that may arise is that there is no guarantee that the hotspot aggregator and HPLMN have roaming agreements for non-3GPP access, thus the EAP-AKA authentication may fail due to lack of such roaming agreements.

If EAP-AKA is successful, the UE may subsequently select a PGW for S2c connectivity or an ePDG for S2b connectivity. In this case, if WLAN C supports S2a connectivity, this type of connectivity could be used when the PGW resides in the HPLMN. Yet, there is no guarantee that WLAN C will be able to support S2a connectivity with the HPLMN. 
5.2 Option B: The UE does not use the realm “hotspot_aggregator.com” to contruct the NAI as in option A. Instead, the UE determines which Preferred Service Provider (PSP) the selected WLAN supports and constructs a NAI by using the PSP with the highest priority. In the example shown above, the WLAN C supports interworking with PSP#1 and PSP#2 so the UE constructs a NAI = <IMSI>@<PSP#1>. In this case, the AAA signaling will be routed to PSP#1 first and to HPLM then. Since the PSP list is provided by the HPLMN, it is guaranteed that there is AAA interworking between HPLMN and all PSPs in the list. So, in this case, EAP-AKA cannot fail due to lack of roaming agreements.

Conclusion: In this case, the Preferred Service Provider list is required for both WLAN access selection and NAI construction. If the UE constructs a NAI based on the realm used to select a WLAN access network (Option A), the EAP-AKA authentication may fail due to lack of roaming agreements. 
2. Proposed Changes

The conclusions drawn from the above analysis is proposed to be added to TR 23.865 with the following changes.
*************************** START OF CHANGES *******************************
6.3.4
Preferred Service Providers List

The ANDSF MO is enhanced to include a Preferred Service Providers List (PSPL) that contains a list of 3GPP service providers preferred by the UE’s 3GPP home operator. This list is used by the UE (i) to construct a NAI when it attempts EAP-AKA authentication over a selected WLAN access network and (ii) to select a WLAN access network when there are multiple WLANs available that best match the preferences in the “active” ISMP/ISRP rule.
When the UE selects a WLAN access network based on a realm value in the active ISMP/ISRP rule, the UE shall not use this realm to construct a NAI for EAP-AKA authentication. Constructing the NAI based on the realm value in the active ISMP/ISRP rule may lead to EAP-AKA authentication failure due to lack of roaming agreements. For this reason, the NAI is always constructed by the UE by using the PSPL configured by the 3GPP home operator. The preferred service providers in PSPL are assumed to support AAA interworking with the HPLMN.
PSPL contains 3GPP Service providers that can be identified as realms, possibly with the domain name derived from a PLMN ID. This allows a UE to select the preferred 3GPP service provider to authenticate with upon selecting WLAN based, among other information, on the list of 3GPP service providers that the UE may discover from the WLAN AP, e.g. by means of HS2.0 ANQP query if the AP is HS2.0 capable. 

The UE uses the PSPL to identify whether a 3GPP service provider is an equivalent HPLMN or a 3GPP roaming partner.

The PSPL also contains a policy whether or not a UE prefers the 3GPP RPLMN also for WLAN access. If the policy is set to “prefer 3GPP RPLMN” and the active ANDSF rule is provided by the 3GPP RPLMN, the UE selects the 3GPP RPLMN (or a PLMN equivalent to 3GPP RPLMN) as the PLMN selected for WLAN access. If the active ANDSF rule is provided by another PLMN than the current 3GPP RPLMN, or the policy is not set, the UE uses the PSPL as described above.  

The Preferred Service Providers List (PSPL) is always provided by the HPLMN through H-ANDSF or can be statically provisioned in the UE. The UE shall ignore the PSPL information provided by the V-ANDSF, if any. If the UE has both an MO from the V-ANDSF and the H-ANDSF, the UE uses only the PSPL of the H-ANDSF MO. 

Note: the data structure of the PSPL will be defined by stage 3.
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