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Abstract of the contribution: This contribution proposes a Push Proxy/Device Agent Function that coordinates with PDN connections status for reducing heartbeat/keep-alive data of applications. 
Introduction and Discussion
Heartbeat/Keep-alive is a mechanism, used in service/application layer, to keep App Server updated with App’s status in the UE, i.e. whether still activated, which also helps the App Server refresh UE’s address information and to keep the UE’s App reachable for the server.
(Push) proxy/Device Agent functions are considered or are already deployed for reducing related traffic. This paper described enhancements for such proxy/agent functions by using the functionality offered by the (S)Gi Radius/Diameter.
Thereby it is possible that the heartbeat/keep-alive of the Apps in the UE can be stopped, reducing signalling and also UE battery consumption.
Proposal

The following text is proposed to be added to TR 23.887.
* * * *START OF CHANGE * * * *

5.1.2.3
Solutions

5.1.2.3.x
Solution: Push Proxy/Device Agent Function for reducing heartbeat/keep-alive of applications 
5.1.2.3.x.1
General
The figure below illustrates the deployment of a ‘push proxy’ function (also known as a ‘device agent’ function) for reducing keep-alive data of applications.The Proxy/Device Agent solution aims at optimising for keep-alive messages  and be used as a solution reference of category b) for comparison with and evaluation of 3GPP based approaches.
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Figure 5.1.2.3.x.1-1: Using a push proxy/device agent function to bypass NAT/firewall
A push proxy/device agent function is deployed to enable applications sending MT information to devices without a need for keep-alive signalling that keeps a NAT and or firewall open for MT communications. The proxy/device agent functionality is allocated on the user plane path between device and application server. This is accomplished by proxying application data traffic via the proxy/device agent function, i.e. enabling the application. Or, by enforcing to route the specific application traffic via the proxy/device agent function. This traffic bypasses the NAT/firewall and thereby it avoids the need for keep-alive signalling.
The proxy/device agent function is informed by the PGW/GGSN via (S)Gi Radius/Diameter functionality about the existence of a PDN connection and also about mapping between external ID and allocated (internal) IP address. Thereby applications may use the external ID for sending information to devices and the push proxy/device agent knowing the mapping of external ID and internal IP address delivers the information to devices via the existing PDN connection. In addition or alternatively applications on the device registers with the proxy/device agent providing e.g. its (internal) IP address, identity etc.
NOTE: The notification of PDN connection establishment/release using Diameter functionality is for the PGW, and the notification of PDP context establishment/release using Radius functionality is for the GGSN. This is supported by the existing functionality of (S)Gi authentication and accounting procedures in TS 29.061[1].
The proxy/device agent registers with the application server for the user. Alternatively the proxy/device agent updates a DNS with the device IP address and optionally other information (e.g. Ext ID). The domain name that is used for the device should include an identifier that known by the application server (e.g. known through preconfiguration, preprovisioning, or earlier signaling with the device). Such an identifier may be the External ID or it may be an application specific device identifier.
If the proxy/device agent is transparent for the applications the proxy/device agent may replace the device’s IP with its own IP address in registration signalling and DNS update, unless security functions prevent it. The proxy/device agent may also verify the external ID used for application level registration. The proxy/device agent function may control the permitted applications if it has application knowledge. When the PDP context is released the proxy/device agent function is informed via (S)Gi Radius/Diameter functionality so that the proxy/device agent can deregister from all applications or just PDN connection if it does not have application knowledge, e.g. when the UE perform a power-off detach. Making thereby also sure that the IP address /communication parameters are not kept for long by applications, which may cause issues when the same parameters get later allocated to other users.

Other small data optimizations for the 3GPP system may apply when a push proxy/device agent is used. 
NOTE: This solution, when using application level proxy support, needs specific functionality at the application layer e.g. the applications needs to know/implement stopping performing keep-alive and using the push proxy/device agent, which is out of 3GPP scope. 
The figure below shows an example for a procedure of the alternative where a DNS is used.
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Figure 5.1.2.3.x.1-2: Application level solution for reducing keep-alive messages using DNS
1.
The UE activates a PDN connection by sending a request to the GGSN/P-GW.

2.
The GGSN/P-GW requests internal IP address for the UE from Device Agent/Proxy. The Device Agent/Proxy allocates the address. The GGSN/P-GW makes sure the UE receives the IP address (in case of IPv6 both the assigned prefix and a known IID). 
3.
Optionally/alternatively application(s) in the UE register with the Device Agent/Proxy.

4.
Device Agent/Proxy publishes UE’s access information into public DNS records, such as in the form of External Identifier, MSISDN, host names, or any predefined alias names, and inserts it into DNS.

5.
Later when the Application Server has to send downstream data to the UE, it does a DNS lookup using the published access information of the UE, after the DNS lookup the application server will know the public IP address on the Device Agent/Proxy to reach the UE.

6.
The application server then sends the data to Device Agent/Proxy using the public IP address.

7.
Device Agent maps the IP address of the received data to the UE’s internal IP address, and forwards the data towards the UE.
NOTE: The Proxy/Device Agent solution uses configurations with home routed traffic.
5.1.2.3.x.2
Impacts on existing nodes and functionality
No impacts on existing nodes and functionality.

Proxy/Device Agent: resides at application level, allocates internal IP address for UE and publishes or registers the UE’s access information towards external application servers or DNS’es, as well as maps the public IP address of the inbound data from AS to the internal IP address of the UE.
5.1.2.3.x.3
Solution evaluation

* * * *END OF CHANGE * * * *
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