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Abstract of the contribution: This paper proposes to introduce the overall evaluation section for different solutions under the “small data transmission” section. 
Discussion

This paper proposes to introduce evaluation section for different solutions under the key issue “small data transmission”.
Efficient Small Data Transmission:

5.1.1.2
Architectural Requirements

The following functionalities are required for Small Data Transmission:
-
The system shall support transmissions of small amounts of data efficiently with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).
Efficient small data transmission was mainly meant for efficient transmission of small data between MTC device and the application server.
Frequent Small Data Transmission:

5.1.2.2
Architectural Requirements
The following functionalities are required for the network to handle Frequent Small Data Transmission:
-
The system shall support frequent transmission of small amount of data efficiently with minimal network impact (e.g. signalling overhead, network and radio resources, delay for resource reallocation).

-
The system shall support mechanisms to reduce the high frequency of signalling procedures, e.g. RRC signalling, paging / service request procedures, caused by frequent small data transmission or frequent UE state transition. 
NOTE: The solutions considered for this key issue should avoid conflict to the goals and requirements for UE Power consumption optimization described in Section 7.1

Editor’s Note: Additional architecture goals for frequent small data transmission optimizations are FFS.

Frequent small data transmission was mainly meant for reducing the need for frequent state transitions caused due to frequent transmission of small data packets transmitted due to applications running in the smart phones.

Proposed changes to 23.887-060
5.1.1.4
Overall Evaluation 

Solutions Considered:

1. Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security

2. Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN (using SMS)

3. Standalone Small Data Service with T5/Tsp and generic NAS transport

4. Stateless Gateway for cost efficient transmission of infrequent or frequent small data

5. T5 based downlink small data transfer using RRC message

6. Small Data Fast Path / Connectionless

a. Small Data Fast Path

b. Connectionless Data Transmission

7. Service Request signalling reduction by RRC message combining

Editor's Note:
Use this section for evaluation of key issues.
	Solution
	Extent to which it fulfils the requirements
	Pros
	Cons

	5.1.1.3.1   

Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security
	Small amounts of data can be transmitted efficiently without resource reservation for data bearer in the radio network, and with reduced signalling both in radio network and core network

	· Radio resources are saved as no data bearer is established.
· Core network signalling is saved
· Number of core network signalling messages is reduced from 8 to 4

· Does not utilize an IWF, generic beyond MTC
	· Significant impact on the MME, great impact on the UE
· Moderate impact on the SGW and the eNB

· Introduction of UP in the MME impacts the basic principles of EPC (i.e. UP & CP separation).

· Handover is not supported
· UE and MME have to support partial ciphering of initial layer 3 messages.
· Not suitable for TCP/IP (one transaction can only carry one packet per direction)



	5.1.1.3.2

Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN 


	Solution for efficient small data transmission only

small amounts of data can be transmitted in SMS format (or other format) efficiently without resource reservation for data bearer in the radio network and core network, and with reduced signalling both in radio network and core network.

	· Radio resources are saved
· no resource reservation for U-plane bearer (i.e. no DRBs)
· Reduced signalling procedures on radio interface
· Core network signalling is reduced
· no resource reservation for U-plane bearer (no S1-U)

· Reduced signalling procedures for S1-U establishment

	· Significant impact on the MME and the UE
· Moderate impact on the eNB
· Significantly modifies the AS/NAS procedures for SMS transmission.
· UE and MME have to support partial ciphering of initial layer 3 messages.


	5.1.1.3.3

Standalone Small Data Service with T5/Tsp and generic NAS transport


	Data transmission efficiently with less network resources. (Reduce the allocation of U-plane resources and radio resources.) 
Another option for SMS (messaging).
Addresses efficient small data transmission requirement.
	· No need to allocate resources for PDN connection /PDP context towards the target application server when small data needs to be transmitted.
· Small data can use the SRB (Signalling Radio Bearer), which can avoid establishing DRB (Data Radio Bearer) thus reduce RRC signalling.
· Reused for device triggering.
	· No signalling saving on the RAN side.
· Not a solution to address frequent small data transmission.

	5.1.1.3.4

Stateless Gateway for cost efficient transmission of infrequent or frequent small data

	· Solution proposed for both infrequent and frequent small data transmission.

· Signalling reduction in S11 interface.
	· Reduce the signalling between MME and S/P-GW prior to the start of data transmission. 
· Reduction in the long term state information to be retained in the packet gateways.
	· UE does not have an IP address and IP connectivity in idle mode; drastically changes the current principles of EPS.

· MME assigns IP address for UE, mobility can’t be supported, re-attach is required.
· UE could fallback to existing EPC procedures, this implies that both MME and GW should manage the IP address allocation.
· MME should be pre-configured with non-overlapping ranges of IP address and non-overlapping ranges of TEIDs.
· Only support in LBO, no Home Routed scenario.
· Limited to UEs with a single PDN connection and single bearer.
· DL data can’t be handled when UE is idle.
· Extra intelligence in the CGW to instantiate and release device contexts.
· No signaling saving on RAN side.

	5.1.1.3.5

T5 based downlink small data transfer using RRC message
	· Only for DL data transfer / triggering (needs enhancement or other solutions to work for UL)

· Reduces service request but not RRC and paging messages
	· No S.R. messages needed
· Small data directly delivered in paging / RRC connection setup message
	· Paging including small data might go to all eNBs of a tracking area
· eNB need to buffer small data until UE answers with RRC connection request

· Security protection in 3G system is open

· Size of small data might be rather limited due to RRC message limitations; unclear how “bigger” messages shall be treated in IWF
· Releasing RRC connection immediately after small data transfer could result in frequent state transition.
· Not generic beyond MTC as suitable only for Tsp so far
· Unclear whether suitable for TCP/IP

	5.1.1.3.6.2

Small Data Fast Path
	· Solution can be adopted for both efficient small data transmission and frequent small data transmission key issues.

· Signalling reduction due to Service Request procedure but RRC signalling is still required.
	· No S.R procedure needed when already established bearer path needs to be activated for small data transmission.
· Signalling can be reduced when both UE and network support fast path when the UE or network needs to transmit only small data in an already established small data fast path.
	· How does UE (in MO case) and network (in MT case) know when to use SDT procedures and when to use regular UP for sending an IP packet? On the downlink, P-GW and S-GW need the ability to determine whether it is a small data in order to use a special path. If the assumption is that P-GW is using a DPI (TDF) to determine this, this could be performance impacting as every single packet needs to be inspected to determine whether it should use regular bearer versus special fast path.
· Normally, for M2M use cases, there is no PDN connection established between the UE and the target AS. Small data fast path solution cannot be used in such scenarios as it assumes PDN connection is pre-established with the appropriate APN since the TEID has to be allocated in advance. So, even if the UE and network support small data fast path procedures, regular bearer path has to be established for small data transmission thus it is not of much benefit for M2M scenarios.

· Co-existence of small data fast path and regular user plane should be considered. This is FFS.

· It is not guaranteed that smart phone applications continue to transmit only small packets – e.g. application could alternate between small (e.g. IM) and big (e.g. file transfer using skype) packets. In this case, will a single application need 2 different paths? – e.g. fast path for small data and regular UP for big packets. This will make the whole procedure more suboptimal than it is today – single application using a regular EPS bearer and small data fast path simultaneously for different type of packets.

· Significant impacts on the UE, eNB, S-GW, security architecture to define a new small data fast path procedure. Requires new level of security protection between UE and S-GW due to the lack of AS security context without S.R procedure.
· No enforcement on the number of times UE can use fast path (e.g. no authentication or control at the MME/SGSN). This can be misused by misbehaving applications to send small data frequently with no control and bombard the network with small data packets more easily than allowed with the presence of Service Request procedure. As a result, this could result in user plane congestion if it is misused.
· Relies on the UE to transmit F-TEID and F-TEID is sent unprotected which leads to security holes.

· RRC signalling is one of the main culprits for signalling storm. Optimizations due to RRC procedure are unclear.

	5.1.1.3.6.3 Connectionless Data Transmission
	· Solution can be adopted for both efficient small data transmission and frequent small data transmission key issues.


	· Reduced signalling to establish bearer since Connection ID is exchanged at the time of PDN connection establishment or TAU procedure with S-GW change.
· Supports both frequent and infrequent small data transmission.
	· Introduces significant impacts to UE, eNB/RNC, MME/SGSN, S-GW

· Extra processing and intelligence in the SGW to maintain timers for active connectionless PDN connections and to update UE contexts with RAN address upon inter-eNB/RNC mobility;
· Relies on the UE to send the connection ID.

· Modified handling of AS security context.

· Handover not supported for connectionless data transmission. 

· Unclear how connectionless mode will be supported along with connection oriented mode of transmission

	Service Request signalling reduction by RRC message combining
	· Reduces number of RRC messages exchanged over the air by piggy-backing of security mode and connection reconfiguration commands into the RRC  connection establishment exchange 
	· Number of RRC messages over the air is reduced when only small data have to be transferred
· Solution can be combined with other solutions that keep UE in connected mode to avoid frequent state transition from idle to connected and vice versa
	· Impacts UE, eNB, MME and SGW/PGW

· UE, eNB, SGW/PGW may need to support to legacy and new RRC message sequence and content

· UE needs to be informed by the network that network supports combining RRC messages

· Provides as a standalone solution only a minor improvement due to less RRC messages 

· Combining several RRC messages into one increases message size and possible delay between messages
· Since security mode command is combined with RRC connection setup message sensitive information in this message must be encrypted by the network and decrypted by the UE; this requires extra exchange of encryption keys
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