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* * * First Change * * * *

4.3.7.4.1
General

The MME shall contain mechanisms for avoiding and handling overload situations. These can include the use of NAS signalling to reject NAS requests from UEs.

In addition, under unusual circumstances, the MME shall restrict the load that its eNodeBs are generating on it if it is configured to enable the overload restriction. This can be achieved by the MME invoking the S1 interface overload procedure (see TS 36.300 [5] and TS 36.413 [36]) to all or to a proportion of the eNodeB's with which the MME has S1 interface connections. To reflect the amount of load that the MME wishes to reduce, the MME can adjust the proportion of eNodeBs which are sent S1 interface OVERLOAD START message, and the content of the OVERLOAD START message.

The MME should select the eNodeBs at random (so that if two MMEs within a pool area are overloaded, they do not both send OVERLOAD START messages to exactly the same set of eNodeBs).

The MME may optionally include a Traffic Load Reduction Indication in the OVERLOAD START message. In this case the eNodeB shall, if supported, reduce the type of traffic indicated according the requested percentage (see TS 36.413 [36]).

NOTE 1:
The MME implementation may need to take into account the fact that eNodeBs compliant to Release 9 and earlier version of the specifications do not support the percentage overload indication.

Using the OVERLOAD START message, the MME can request the eNodeB to:

-
reject RRC connection requests that are for non-emergency and non-high priority mobile originated services; or

NOTE 2:
This blocks PS service and service provided by MSC following an EPS/IMSI attach procedure.

-
reject new RRC connection requests for EPS Mobility Management signalling (e.g. for TA Updates) for that MME; or

-
only permit RRC connection requests for emergency sessions and mobile terminated services for that MME. This blocks emergency session requests from UEs with USIMs provisioned with Access Classes 11 and 15 when they are in their HPLMN/EHPLMN and from UEs with USIMs provisioned with Access Classes 12, 13 and 14 when they are in their home country (defined as the MCC part of the IMSI, see TS 22.011 [67]); or.

NOTE 3:
The MME can restrict the number of responses to paging by not sending paging messages for a proportion of the events that initiate paging. As part of this process, the MME can provide preference for paging UEs with Emergency Bearer Services and terminations associated with MPS ARP.

-
only permit RRC connection requests for high priority sessions and mobile terminated services for that MME.

-
reject new RRC connection requests from UEs that access the network with low access priority.

When rejecting an RRC connection request for overload reasons the eNodeB indicates to the UE an appropriate timer value that limits further RRC connection requests for a while.

An eNodeB supports rejecting of RRC connection establishments for certain UEs as specified in TS 36.331 [37]. Additionally, an eNodeB provides support for the barring of UEs configured for Extended Access Barring, as described in TS 22.011 [67]. These mechanisms are further specified in TS 36.331 [37].

An eNodeB may initiate Extended Access Barring when:

-
all the MMEs connected to this eNB request to restrict the load for UEs that access the network with low access priority; or

-
requested by O&M.

If an MME invokes the S1 interface overload procedure to restrict the load for UEs that access the network with low access priority, the MME should select all eNodeBs with which the MME has S1 interface connections. Alternatively, the selected eNodeBs may be limited to a subset of the eNodeBs with which the MME has S1 interface connection (e.g. particular location area or where devices of the targeted type are registered).

During an overload situation the MME should attempt to maintain support for emergency bearer services (see clause 4.3.12) and for MPS (see clause 4.3.18).

When the MME is recovering, the MME can either:

-
send OVERLOAD START messages with new percentage value that permit more traffic to be carried, or

-
the MME sends OVERLOAD STOP messages.

to some, or all, of the eNodeB(s).

Hardware and/or software failures within an MME may reduce the MME's load handling capability. Typically such failures should result in alarms which alert the operator/O+M system. Only if the operator/O+M system is sure that there is spare capacity in the rest of the pool, the operator/O+M system might use the load re-balancing procedure to move some load off this MME. However, extreme care is needed to ensure that this load re-balancing does not overload other MMEs within the pool area (or neighbouring SGSNs) as this might lead to a much wider system failure.

In addition, to protect the network from overload the MME has the option of rejecting NAS request messages which include the low access priority indicator before rejecting NAS request messages without the low access priority indicator (see clause 4.3.7.4.2 for more information).

To enforce the Low Access Priority condition using subscription data sent by HSS, the MME has the option of rejecting Attach Request messages to UEs that access the network with normal priority (no low access priority indicator) when the UE subscription data indicates that the UE has low access priority subscribed.

* * * Next Change * * * *

4.3.17.2
Overview of protection from Potential MTC Related Overload

The number of MTC devices may be several orders of magnitude greater than "traditional" devices. Many (but not all) MTC devices will be relatively stationary and/or generate low volumes of traffic. However, these UEs have the capability to generate normal quantities of signalling. As normal signalling from large numbers of UEs may cause overload independently whether the UE is used for MTC or not, generic functionality for overload and congestion control is required.

The total signalling from large numbers of UEs is a concern in at least two situations:

-
when an application (running in many UEs) requests many UEs to do "something" at the same time; and/or

-
when many UEs are roamers and their serving network fails, then they can all move onto the local competing networks, and potentially overload the not (yet) failed network(s).

To counter these potential problems, the following standardised indications and mechanisms are provided in a generic manner. These permit node specific features to be developed to protect the networks.

a)
Where applicable, UEs can be configured for enhancements as described in subsequent bullets Post-manufacturing configuration can be performed remotely as described in clause 4.3.17.4.

b)
For mobile originated services, UEs configured for low access priority provide the E-UTRAN with information indicating that the RRC connection establishment request has low access priority (see clause 4.3.17.4). Clause 4.3.17.4 describes when low access priority is not applicable.

c)
RRC signalling has the capability of providing 'extended wait timers' when rejecting messages from UEs that access the network with low access priority.

d)
The MME can initiate rejection of RRC connection establishments in the E-UTRAN for UEs that access the network with low access priority as described in clause 4.3.7.4.1. In addition, MME signalling or O&M can trigger E-UTRAN to initiate Extended Access Barring. These mechanisms are further described in clause 4.3.7.4.1.

e)
Overload messages from the MME to E-UTRAN are extended to aid the RAN in performing the functionality in bullets b, c and d above.

f)
UEs configured with a long minimum periodic PLMN search time limit (see TS 24.368 [69]) have an increased minimum time in between their searches for more preferred PLMNs.

· NOTE 1:
Following the failure of a more preferred PLMN, UEs configured as above might change to other local competing networks. Expiry of this search timer will lead to the UE re-attempting to access the failed network, and then, if that network has not yet recovered, reaccessing one of the local competing networks. Use of a too short timer for the more preferred PLMN search can both prevent the failed network from recovering, and, impose more load on the local competing networks.

g)
At PLMN change, UEs configured to perform Attach with IMSI at PLMN change (see TS 24.368 [69]) do this rather than a TA update with GUTI (thus avoiding the need to reject the TA update, and to request the IMSI following the subsequent Attach with GUTI).

· NOTE 2:
In the case of a network failure, this reduces the message processing load on a local competing network and hence makes that network more likely to survive the failure of the other network.

h)
For mobile originated services, UEs configured for low access priority (see TS 24.368 [69]) provide a low access priority indication to the MME in NAS signalling that permit the MME to undertake protective measures (e.g. to permit the MME to immediately command the UE to move to a state where it does not need to generate further signalling messages and/or does not reselect PLMNs), as described in clause 4.3.7.4.1. Clause 4.3.17.4 describes when low access priority is not applicable.

i)
Using Periodic TAU timer value sent by the HSS and/or UE provided indication (bullet h above), the MME can allocate a long periodic TAU timer value to the UE. A long periodic TAU timer is likely to slow down the rate at which a UE detects a network failure and thus it slows down the rate of movement of UEs from a failed network to other local competing networks (see clause 4.3.17.3).

j)
Mechanisms for the MME and P-GW to detect congestion associated with a particular APN (see clauses 4.3.7.4.2 and 4.3.7.5).

k)
The addition of 'back off timers' to EMM and ESM signalling messages (e.g. to rejection messages). These include some time randomisation to guard against a repeat of a load peak. The MME should be able to apply this behaviour on a per-APN basis. as described in clause 4.3.7.4.2

l)
Signalling that permits the P-GW to request the MME to generate the above ESM signalling with 'back off timers' (see clause 4.3.7.5).

m)
An MME overload control mechanism to selectively limit the number of Downlink Data Notification requests the S-GW sends to the MME for downlink low priority traffic received for UEs in idle mode (see clause 4.3.7.4.1a).

n)
UE configured for specific handling of the invalid USIM state, the "forbidden PLMN list", the "forbidden PLMNs for attach in S1mode list" and the "forbidden PLMNs for GPRS service list" remembers that the USIM is invalid and keeps the PLMN forbidden lists even if the UE is switched off and then switched on.

o)
When the UE has an activated PDN connection without low access priority or the UE is requested to establish such a PDN connection and the UE is configured with a permission for overriding low access priority the UE doesn't provide a low access priority indication to the MME in NAS MM signalling and also not to the RAN in the RRC requests. In the NAS request for activating a PDN connection this UE always indicates what the upper layers requested, i.e. the UE indicates low access priority in that NAS request unless the upper layers request activation of a PDN connection without low access priority.

p)
When the UE has an activated PDN connection that is without low access priority or the UE is requested to activate such a PDN connection and the UE is configured with a permission for overriding Extended Access Barring, then the UE ignores any Extended Access Barring (if it is activated in the network) as defined in TS 22.011 [67].

q)
Using LAPI subscription information sent by HSS, the MME may enforce the use of low access priority indicator by the UE (e.g. by rejecting Attach Request messages which does not include the low access priority for such subscriptions) as described in clause 4.3.7.4.1.
NOTE 3:
It is assumed that the mechanisms described in this entire clause are designed by Stage 3 in a manner that allows extensibility and forward compatibility.
* * * Next Change * * * *

4.3.17.4
UE configuration and usage of indicators

A subscriber can by agreement with its operator be required to use UEs that are configured (see TS 24.368 [69]) to support one or more of the following options:

-
UE configured for low access priority; and/or

-
UE configured with a permission for overriding low access priority, which is only applicable for a UE that is also configured for low access priority; and/or

-
UE configured to perform Attach with IMSI at PLMN change; and/or

-
UE configured with a long minimum periodic PLMN search time limit; and/or

-
UE configured for specific handling of the invalid USIM state, the "forbidden PLMN list", the "forbidden PLMNs for attach in S1mode list" and the "forbidden PLMNs for GPRS service list"; and/or

-
UE configured for Extended Access Barring; and/or

-
UE configured with a permission for overriding Extended Access Barring, which is only applicable for a UE that is also configured for Extended Access Barring.

· NOTE 1:
When a UE is accessing the network with low access priority, then the UE may be subject for longer backoff timers at overload and consequently need to be designed to be tolerant to delays when accessing the network.

UEs can be configured for one or more of the above options with the following restrictions:

-
in this Release of the specification, a UE that is configured for low access priority shall also be configured for Extended Access Barring; and

-
in this Release of the specification, a UE that is configured for Extended Access Barring shall be configured for low access priority.

-
in this Release of the specification, a UE that is configured for overriding low access priority shall also be configured for overriding Extended Access Barring; and

-
in this Release of the specification, a UE that is configured for overriding Extended Access Barring shall also be configured for overriding low access priority.

UEs can be configured for one or more of the above options. Post-manufacturing configuration of these options in the UE can be performed only by OMA DM or (U)SIM OTA procedures. UEs capable of the above options should support configuration of these options by both OMA DM and (U)SIM OTA procedures.

A UE configured for low access priority shall transmit the low access priority indicator to the MME during the appropriate NAS signalling procedures and transmit the corresponding low access priority to the E-UTRAN during RRC connection establishment procedures.

NOTE 2:
The low access priority indicator in NAS signalling and the corresponding low access priority for RRC connection establishment are only used by the network to decide whether to accept the NAS request or the setup of the RRC connection respectively.

Low access priority shall not be applicable in the following situations:

-
for all procedures related to an emergency PDN connection; used for IMS Emergency sessions that are to be prioritized as per the requirements for IMS Emergency session procedures (see clause 4.3.12). When an emergency PDN connection gets established, the MME may, based on MME configuration, initiate the deactivation of any non-emergency PDN connection using the MME requested PDN disconnection procedure described in clause 5.10.3;

-
for all procedures when preferential access to the network is provided to the UE by the Access Class 11-15 mechanism according to TS 36.331 [37] and TS 22.011 [67] e.g. for Multimedia Priority Services as described in clause 4.3.18;

NOTE 3:
The configuration of a UE for low access priority and Access Class 11-15 are configured independently of each other. However, the home operator can take care to prevent a subscription for Access Class 11-15 from being used in a UE configured for low access priority.

-
for RRC connection establishment procedures when responding to paging;

-
for a UE configured with a permission for overriding low access priority under conditions described by bullet o in clause 4.3.17.2; or

-
other specific situations described in TS 24.301 [46].

If the NAS session management request message used to establish a new PDN connection contains a low access priority indication, the MME shall forward the low access priority indication in the Create Session Request message to the S-GW/P‑GW. The low priority indication gets associated with a PDN connection when it is established and it shall not change until the PDN connection is deactivated.

The low access priority indication may be included in charging records by the visited and home networks. In order to permit the S-GW to include the low access priority indicator in the charging records, the low access priority indicator should be stored in the MME EPS Bearer contexts and should be passed as part of these contexts to other SGSN/MME or S-GW nodes in mobility management procedures.

NOTE 4:
In this release there is no other usage of storing the low access priority indicator in EPS Bearer contexts other than for the purpose to include it in charging records. Particularly, the low access priority indicator in EPS Bearer contexts is not used by the network to make overload control decisions.

Low access priority configuration in UE may be enforced by the MME using subscription data sent by HSS. If subscription data indicates that a UE should access the network with low access priority, the MME shall reject Attach Request messages with normal access priority (not including LAPI).
A network node may invoke one or more of the following mechanisms based on the indicators received in signalling from UEs or forwarded by other network nodes:

-
based on the low access priority indicator in NAS request messages, bullets e, h, i, k, l and q as defined in clause 4.3.17.2; and/or

-
based on the low access priority for RRC connection establishment, bullets b and c as defined in clause 4.3.17.2.

A UE shall invoke one or more of the following mechanisms based on the configuration and capabilities of the UE:

-
when UE is configured with a long minimum periodic PLMN search time limit, the UE invokes actions as described in bullet f in clause 4.3.17.2; and/or

-
when UE is configured to perform Attach with IMSI at PLMN change, the UE invokes actions as described in bullet g in clause 4.3.17.2; and/or

-
when a UE is configured for low access priority, the UE invokes actions as described in bullets b and h in clause 4.3.17.2; and/or

-
when UE is configured for specific handling of the invalid USIM state, the "forbidden PLMN list", the "forbidden PLMNs for attach in S1mode list" and the "forbidden PLMNs for GPRS service list", the UE invokes actions as defined in bullet n in clause 4.3.17.2; and/or

-
when UE is configured for Extended Access Barring, the UE invokes actions as defined in bullet d in clause 4.3.17.2; and/or

-
when a UE is configured with a permission for overriding low access priority, the UE invokes actions as described in bullets o) and p) in clause 4.3.17.2.
* * * Next Change * * * *

5.7.1
HSS

IMSI is the prime key to the data stored in the HSS. The data held in the HSS is defined in Table 5.7.1-1 here below.

The table below is applicable to E‑UTRAN in standalone operation only.

Table 5.7.1-1: HSS data

	Field
	Description

	IMSI
	IMSI is the main reference key.

	MSISDN
	The basic MSISDN of the UE (Presence of MSISDN is optional).

	IMEI / IMEISV
	International Mobile Equipment Identity - Software Version Number

	MME Identity
	The Identity of the MME currently serving this UE.

	MME Capabilities
	Indicates the capabilities of the MME with respect to core functionality e.g. regional access restrictions.

	MS PS Purged from EPS
	Indicates that the EMM and ESM contexts of the UE are deleted from the MME.

	ODB parameters
	Indicates that the status of the operator determined barring 

	Access Restriction
	Indicates the access restriction subscription information. 

	EPS Subscribed Charging Characteristics
	The charging characteristics for the UE, e.g. normal, prepaid, flat-rate, and/or hot billing subscription.

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace, e.g. HSS trace, and/or MME/ Serving GW / PDN GW trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).

	Subscribed-UE-AMBR
	The Maximum Aggregated uplink and downlink MBRs to be shared across all Non-GBR bearers according to the subscription of the user.

	APN-OI Replacement
	Indicates the domain name to replace the APN OI when constructing the PDN GW FQDN upon which to perform a DNS resolution. This replacement applies for all the APNs in the subscriber's profile. See TS 23.003 [9] clause 9.1.2 for more information on the format of domain names that are allowed in this field.

	RFSP Index
	An index to specific RRM configuration in the E-UTRAN

	URRP-MME
	UE Reachability Request Parameter indicating that UE activity notification from MME has been requested by the HSS.

	CSG Subscription Data
	The CSG Subscription Data is a list of CSG IDs per PLMN and for each CSG ID optionally an associated expiration date which indicates the point in time when the subscription to the CSG ID expires; an absent expiration date indicates unlimited subscription.

For a CSG ID that can be used to access specific PDNs via Local IP Access, the CSG ID entry includes the corresponding APN(s).

	VPLMN LIPA Allowed
	Specifies per PLMN whether the UE is allowed to use LIPA.

	EPLMN list
	Indicates the Equivalent PLMN list for the UE's registered PLMN.

	Subscribed Periodic RAU/TAU Timer
	Indicates a subscribed Periodic RAU/TAU Timer value

	MPS CS priority
	Indicates that the UE is subscribed to the eMLPP or 1x RTT priority service in the CS domain.

	UE-SRVCC- Capability
	Indicates whether the UE is UTRAN/GERAN SRVCC capable or not.

	MPS EPS priority
	Indicates that the UE is subscribed to MPS in the EPS domain.

	Subscribed Low Priority Access
	Indicates that the UE is enforced to access the network with low access priority. 

	Each subscription profile contains one or more PDN subscription contexts:

	Context Identifier
	Index of the PDN subscription context.

	PDN Address
	Indicates subscribed IP address(es).

	PDN Type
	Indicates the subscribed PDN Type (IPv4, IPv6, IPv4v6)

	APN-OI Replacement
	APN level APN-OI Replacement which has same role as UE level APN-OI Replacement but with higher priority than UE level APN-OI Replacement. This is an optional parameter. When available, it shall be used to construct the PDN GW FQDN instead of UE level APN-OI Replacement.

	Access Point Name (APN)
	A label according to DNS naming conventions describing the access point to the packet data network (or a wildcard) (NOTE 6).

	SIPTO permissions
	Indicates whether the traffic associated with this APN is allowed or prohibited for SIPTO

	LIPA permissions
	Indicates whether the PDN can be accessed via Local IP Access. Possible values are: LIPA-prohibited, LIPA-only and LIPA-conditional.

	EPS subscribed QoS profile
	The bearer level QoS parameter values for that APN's default bearer (QCI and ARP) (see clause 4.7.3).

	Subscribed-APN-AMBR
	The maximum aggregated uplink and downlink MBRs to be shared across all Non-GBR bearers, which are established for this APN.

	EPS PDN Subscribed Charging Characteristics
	The charging characteristics of this PDN Subscribed context for the UE, e.g. normal, prepaid, flat-rate, and/or hot billing subscription. The charging characteristics is associated with this APN.

	VPLMN Address Allowed
	Specifies per VPLMN whether for this APN the UE is allowed to use the PDN GW in the domain of the HPLMN only, or additionally the PDN GW in the domain of the VPLMN.

	PDN GW identity
	The identity of the PDN GW used for this APN. The PDN GW identity may be either an FQDN or an IP address. The PDN GW identity refers to a specific PDN GW.

	PDN GW Allocation Type
	Indicates whether the PDN GW is statically allocated or dynamically selected by other nodes. A statically allocated PDN GW is not changed during PDN GW selection.

	PLMN of PDN GW
	Identifies the PLMN in which the dynamically selected PDN GW is located.

	Homogenous Support of IMS Voice over PS Sessions for MME
	Indicates per UE and MME if "IMS Voice over PS Sessions" is homogeneously supported in all TAs in the serving MME or homogeneously not supported, or, support is non-homogeneous/unknown, see clause 4.3.5.8A.

	List of APN ‑ PDN GW ID relations (for PDN subscription context with wildcard APN):

	APN - P‑GW relation #n
	The APN and the identity of the dynamically allocated PDN GW of a PDN connection that is authorised by the PDN subscription context with the wildcard APN. The PDN GW identity may be either an FQDN or an IP address. The PDN GW identity refers to a specific PDN GW.


NOTE 1:
IMEI and SVN are stored in HSS when the Automatic Device Detection feature is supported, see clause 15.5 of TS 23.060 [7].

NOTE 2:
The 'EPS subscribed QoS profile' stored in HSS is complementary to the legacy 'GPRS subscribed QoS profile'.

NOTE 3:
Void.

NOTE 4:
How to indicate which of the PDN subscription contexts stored in the HSS is the default one for the UE is defined in stage 3.

NOTE 5:
To help with the selection of a co-located or topologically appropriate PDN GW and Serving GW, the PDN GW identity shall be in the form of an FQDN.

NOTE 6:
The "Access Point Name (APN)" field in the table above contains the APN-NI part of the APN.

An expired CSG subscription should not be removed from the HSS subscription data before it is removed from the UE's Allowed CSG list or Operator CSG list. When a CSG subscription is cancelled it should be handled as an expired subscription in HSS subscription data to allow for removing it from UE's Allowed CSG list or Operator CSG list first.

One (and only one) of the PDN subscription contexts stored in the HSS may contain a wild card APN (see TS 23.003 [9]) in the Access Point Name field.

The PDN subscription context marked as the default one shall not contain a wild card APN.

The PDN subscription context with a wildcard APN shall not contain a statically allocated PDN GW.

If the LIPA permission and SIPTO permission flags are both included for a particular APN, they shall be set in a consistent manner, e.g, if the LIPA permission is set to LIPA-only or LIPA-conditional, the SIPTO permission shall be set to SIPTO-prohibited. Conversely, if the SIPTO permission is set to SIPTO-allowed, the LIPA permission shall be set to LIPA-prohibited.

* * * Next Change * * * *

5.7.2
MME

The MME maintains MM context and EPS bearer context information for UEs in the ECM-IDLE, ECM‑CONNECTED and EMM-DEREGISTERED states. Table 5.7.2-1 shows the context fields for one UE.

Table 5.7.2-1: MME MM and EPS bearer Contexts

	Field
	Description

	IMSI
	IMSI (International Mobile Subscriber Identity) is the subscribers permanent identity.

	IMSI-unauthenticated-indicator
	This is an IMSI indicator to show the IMSI is unauthenticated.

	MSISDN
	The basic MSISDN of the UE. The presence is dictated by its storage in the HSS.

	MM State
	Mobility management state ECM-IDLE, ECM-CONNECTED, EMM-DEREGISTERED.

	GUTI
	Globally Unique Temporary Identity.

	ME Identity
	Mobile Equipment Identity – (e.g. IMEI/IMEISV) Software Version Number

	Tracking Area List
	Current Tracking area list

	TAI of last TAU
	TAI of the TA in which the last Tracking Area Update was initiated.

	E-UTRAN Cell Global Identity
	Last known E-UTRAN cell

	E-UTRAN Cell Identity Age
	Time elapsed since the last E-UTRAN Cell Global Identity was acquired

	CSG ID
	Last known CSG ID when the UE was active

	CSG membership
	Last known CSG membership of the UE when the UE was active

	Access mode
	Access mode of last known ECGI when the UE was active

	Authentication Vector
	Temporary authentication and key agreement data that enables an MME to engage in AKA with a particular user. An EPS Authentication Vector consists of four elements:

a) network challenge RAND,

b) an expected response XRES,

c) Key KASME,

d) a network authentication token AUTN.

	UE Radio Access Capability
	UE radio access capabilities.

	MS Classmark 2
	GERAN/UTRAN CS domain core network classmark (used if the MS supports SRVCC to GERAN or UTRAN)

	MS Classmark 3
	GERAN CS domain radio network classmark (used if the MS supports SRVCC to GERAN)

	Supported Codecs
	List of codecs supported in the CS domain (used if the MS supports SRVCC to GERAN or UTRAN)

	UE Network Capability
	UE network capabilities including security algorithms and key derivation functions supported by the UE

	MS Network Capability
	For a GERAN and/or UTRAN capable UE, this contains information needed by the SGSN.

	UE Specific DRX Parameters
	UE specific DRX parameters for A/Gb mode, Iu mode and S1‑mode

	Selected NAS Algorithm
	Selected NAS security algorithm

	eKSI
	Key Set Identifier for the main key KASME. Also indicates whether the UE is using security keys derived from UTRAN or E-UTRAN security association.

	KASME
	Main key for E-UTRAN key hierarchy based on CK, IK and Serving network identity

	NAS Keys and COUNT
	KNASint, K_NASenc, and NAS COUNT parameter.

	Selected CN operator id
	Selected core network operator identity (to support network sharing as defined in TS 23.251 [24]). 

	Recovery
	Indicates if the HSS is performing database recovery.

	Access Restriction
	The access restriction subscription information.

	ODB for PS parameters
	Indicates that the status of the operator determined barring for packet oriented services.

	APN-OI Replacement
	Indicates the domain name to replace the APN-OI when constructing the PDN GW FQDN upon which to perform a DNS resolution. This replacement applies for all the APNs in the subscriber's profile. See TS 23.003 [9] clause 9.1.2 for more information on the format of domain names that are allowed in this field.

	MME IP address for S11
	MME IP address for the S11 interface (used by S‑GW)

	MME TEID for S11
	MME Tunnel Endpoint Identifier for S11 interface.

	S‑GW IP address for S11/S4
	S‑GW IP address for the S11 and S4 interfaces

	S‑GW TEID for S11/S4
	S‑GW Tunnel Endpoint Identifier for the S11 and S4 interfaces.

	SGSN IP address for S3
	SGSN IP address for the S3 interface (used if ISR is activated for the GERAN and /or UTRAN capable UE)

	SGSN TEID for S3
	SGSN Tunnel Endpoint Identifier for S3 interface (used if ISR is activated for the E-UTRAN capable UE)

	eNodeB Address in Use for S1-MME
	The IP address of the eNodeB currently used for S1-MME.

	eNB UE S1AP ID
	Unique identity of the UE within eNodeB.

	MME UE S1AP ID
	Unique identity of the UE within MME.

	Subscribed UE-AMBR
	The Maximum Aggregated uplink and downlink MBR values to be shared across all Non-GBR bearers according to the subscription of the user.

	UE-AMBR
	The currently used Maximum Aggregated uplink and downlink MBR values to be shared across all Non-GBR bearers.

	EPS Subscribed Charging Characteristics
	The charging characteristics for the UE e.g. normal, prepaid, flat rate and/or hot billing.

	Subscribed RFSP Index
	An index to specific RRM configuration in the E-UTRAN that is received from the HSS.

	RFSP Index in Use
	An index to specific RRM configuration in the E-UTRAN that is currently in use.

	Trace reference
	Identifies a record or a collection of records for a particular trace.

	Trace type
	Indicates the type of trace

	Trigger id
	Identifies the entity that initiated the trace

	OMC identity
	Identifies the OMC that shall receive the trace record(s).

	URRP-MME
	URRP-MME indicating that the HSS has requested the MME to notify the HSS regarding UE reachability at the MME

	CSG Subscription Data
	The CSG Subscription Data is associated lists of CSG IDs for the visiting PLMN and the equivalent PLMNs fo the visitng PLMN, and for each CSG ID optionally an associated expiration date which indicates the point in time when the subscription to the CSG ID expires; an absent expiration date indicates unlimited subscription.

For a CSG ID that can be used to access specific PDNs via Local IP Access, the CSG ID entry includes the corresponding APN(s).

	LIPA Allowed
	Specifies whether the UE is allowed to use LIPA in this PLMN.

	Subscribed Periodic RAU/TAU Timer
	Indicates a subscribed Periodic RAU/TAU Timer value.

	MPS CS priority
	Indicates that the UE is subscribed to the eMLPP or 1x RTT priority service in the CS domain.

	MPS EPS priority
	Indicates that the UE is subscribed to MPS in the EPS domain.

	Voice Support Match Indicator
	An indication whether the whether UE radio capabilities are compatible with the network configuration (e.g. whether the SRVCC and frequency support by the UE matches those that the network relies upon for voice coverage). The MME uses it as an input for setting the IMS voice over PS Session Supported Indication.

	Homogenous Support of IMS Voice over PS Sessions
	Indicates per UE if "IMS Voice over PS Sessions" is homogeneously supported in all TAs in the serving MME or homogeneously not supported, or, support is non-homogeneous/unknown, see clause 4.3.5.8A.

	Subscribed Low Priority Access
	Indicates that the UE is enforced to access the network with low access priority. 

	For each active PDN connection:

	APN in Use
	The APN currently used. This APN shall be composed of the APN Network Identifier and the default APN Operator Identifier, as specified in TS 23.003 [9], clause 9.1.2. Any received value in the APN OI Replacement field is not applied here.

	APN Restriction
	Denotes the restriction on the combination of types of APN for the APN associated with this EPS bearer Context. 

	APN Subscribed
	The subscribed APN received from the HSS.

	PDN Type
	IPv4, IPv6 or IPv4v6

	IP Address(es)
	IPv4 address and/or IPv6 prefix

NOTE:
The MME might not have information on the allocated IPv4 address. Alternatively, following mobility involving a pre-release 8 SGSN, this IPv4 address might not be the one allocated to the UE.

	EPS PDN Charging Characteristics
	The charging characteristics of this PDN connection, e.g. normal, prepaid, flat-rate and/or hot billing.

	APN-OI Replacement
	APN level APN-OI Replacement which has same role as UE level APN-OI Replacement but with higher priority than UE level APN-OI Replacement. This is an optional parameter. When available, it shall be used to construct the PDN GW FQDN instead of UE level APN-OI Replacement.

	SIPTO permissions
	Indicates whether the traffic associated with this APN is allowed or prohibited for SIPTO

	LIPA permissions
	Indicates whether the PDN can be accessed via Local IP Access. Possible values are: LIPA-prohibited, LIPA-only and LIPA-conditional.

	VPLMN Address Allowed
	Specifies whether the UE is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.

	PDN GW Address in Use (control plane)
	The IP address of the PDN GW currently used for sending control plane signalling.

	PDN GW TEID for S5/S8 (control plane)
	PDN GW Tunnel Endpoint Identifier for the S5/S8 interface for the control plane. (For GTP-based S5/S8 only).

	MS Info Change Reporting Action
	Need to communicate change in User Location Information to the PDN GW with this EPS bearer Context.

	CSG Information Reporting Action
	Need to communicate change in User CSG Information to the PDN GW with this EPS bearer Context.

This field denotes separately whether the MME/SGSN are requested to send changes in User CSG Information for (a) CSG cells, (b) hybrid cells in which the subscriber is a CSG member and (c) hybrid cells in which the subscriber is not a CSG member.

	EPS subscribed QoS profile
	The bearer level QoS parameter values for that APN's default bearer (QCI and ARP) (see clause 4.7.3).

	Subscribed APN-AMBR
	The Maximum Aggregated uplink and downlink MBR values to be shared across all Non-GBR bearers, which are established for this APN, according to the subscription of the user.

	APN-AMBR
	The Maximum Aggregated uplink and downlink MBR values to be shared across all Non-GBR bearers, which are established for this APN, as decided by the PDN GW.

	PDN GW GRE Key for uplink traffic (user plane)
	PDN GW assigned GRE Key for the S5/S8 interface for the user plane for uplink traffic. (For PMIP-based S5/S8 only)

	Default bearer
	Identifies the EPS Bearer Id of the default bearer within the given PDN connection.

	low access priority
	Indicates that the UE requested low access priority when the PDN connection was opened.

NOTE:
The low access priority indicator is only stored for the purpose to be included in charging records.

	For each bearer within the PDN connection:

	EPS Bearer ID 
	An EPS bearer identity uniquely identifies an EP S bearer for one UE accessing via E-UTRAN

	TI
	Transaction Identifier

	S-GW IP address for S1-u
	IP address of the S‑GW for the S1-u interfaces.

	S-GW TEID for S1u
	Tunnel Endpoint Identifier of the S‑GW for the S1-u interface.

	PDN GW TEID for S5/S8 (user plane)
	P‑GW Tunnel Endpoint Identifier for the S5/S8 interface for the user plane. (Used for S‑GW change only).

NOTE:
The PDN GW TEID is needed in MME context as S‑GW relocation is triggered without interaction with the source S‑GW, e.g. when a TAU occurs. The Target S‑GW requires this Information Element, so it must be stored by the MME.

	PDN GW IP address for S5/S8 (user plane)
	P GW IP address for user plane for the S5/S8 interface for the user plane. (Used for S‑GW change only).

NOTE:
The PDN GW IP address for user plane is needed in MME context as S‑GW relocation is triggered without interaction with the source S‑GW, e.g. when a TAU occurs. The Target S GW requires this Information Element, so it must be stored by the MME.

	EPS bearer QoS
	QCI and ARP

optionally: GBR and MBR for GBR bearer

	TFT
	Traffic Flow Template. (For PMIP-based S5/S8 only)


Table 5.7.2-2: MME Emergency Configuration Data

The MME Emergency Configuration Data is used instead of UE subscription data received from the HSS, for all emergency bearer services that are established by an MME on UE request.

	Field
	Description

	Emergency Access Point Name (em APN)
	A label according to DNS naming conventions describing the access point used for Emergency PDN connection (wild card not allowed).

	Emergency QoS profile
	The bearer level QoS parameter values for Emergency APN's default bearer (QCI and ARP). The ARP is an ARP value reserved for emergency bearers.

	Emergency APN-AMBR
	The Maximum Aggregated uplink and downlink MBR values to be shared across all Non-GBR bearers, which are established for the Emergency APN, as decided by the PDN GW.

	Emergency PDN GW identity
	The statically configured identity of the PDN GW used for emergency APN. The PDN GW identity may be either an FQDN or an IP address.

	Non-3GPP HO Emergency PDN GW identity
	The statically configured identity of the PDN GW used for emergency APN when a PLMN supports handover to non-3GPP access. The PDN GW identity may be either an FQDN or an IP address.(NOTE 1)

	NOTE-1:
The FQDN always resolves to one PDN GW.


NOTE:
QCI for Emergency APN's default bearer is set per operator configuration.

* * * End of Changes * * * *
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