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Abstract of the contribution: This contribution provides an approach to allow the PDN GW charging records to be more aligned with Serving GW charging records and more accurate billing at the PDN GW. The specific issue addressed here is the mismatch of the downlink PGW records with the downlink SGW records due to the UE being in ECM idle state long enough that downlink packets are dropped at the SGW with special importance in the roaming case. Companies are seeking feedback on this proposal as a Rel-12 enhancement and also seeking operators interest of such enhancement for 2G and 3G networks.
Background

To be profitable the operator needs to charge for almost every billable byte/packet. On the other hand, it is either legally mandated or commercially required to not overcharge the end-user or a roaming partner. 

Uplink byte counts typically accurately match between SGW and PGW so focus of this discussion paper is on the downlink direction.

It is highly desirable for the SGW and PGW to have substantially the same count of packets/bytes charged for a user. 
Reasons:

· In a roaming situation using S8 interface, the SGW and PGW charging records are at least periodically spot checked between operators.  Mismatches result in incorrect revenue sharing between operators and a potential item of contention when the SGW records from one operator are much lower or higher than the PGW records from the other operator.
· In a  roaming or non-roaming situation using S8-U or S5-U the PGW owning operator may wish to only use PGW charging records. Even if both SGW and PGW records are used (e.g. uplink on PGW, downlink from SGW) they can only be used for EPS bearer level charging granularity. If there is a need to employ Service Data Flows (SDF) based charging in the downlink (e.g. different charging for different downlink flows in the same EPS bearer) then only the PGW records can be used for the SDF components.  Note: When two or more Service Data Flows (SDF) are used for the same EPS bearer the SGW (and RAN) is totally unaware of which downlink packets belong to which SDF.  As a result SGW cannot even in theory report to the PGW on what packets are delivered in each SDF unless it reports back on every packet forwarded so the only way to have a fairly accurate count per SDF flow at the PGW without impacting user plane implementations is to avoid major loss. 
Generally, in the uplink direction the PGW and SGW charging records closely track each other since there is no reason for substantial packet loss between SGW and PGW in a well managed IP backbone network. Downlink mismatch is the primary concern. 

In downlink the SGW is always aware of whether the UE is in ECM connected mode modulo a short signalling delay from eNodeB->MME->SGW during the state transition.  The PGW is not aware of ECM idle <-> ECM connected transitions.  As a result when there is stream or burst of downlink data and the UE remains in ECM idle the PGW can dramatically overcharge for the downlink data. Please note the network never even attempts to send the data to the UE over the radio – hence a clear issue with potential overbilling.  This is the problem to be addressed here. 
Common problem scenarios 

When UE is out of coverage, UE is slow to respond, or there is a large burst of downlink while UE is idle the following flow is representative of the primary issue. 
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The above sequence shows a case where MME gives up on paging before the UE responds.  It clearly identifies a complete charging mismatch between the SGW and the PGW during this time.  But the problem exists even if the UE responds on the first page.  Consider a UDP downlink stream at 8 Megabits/sec with 1500 bytes per packet -> 666 packets per second.  A UE idle mode DRX cycle can be as high as 2.56 seconds. So up to  2.56 x 666 = 1707 packets, and 2.56 Megabytes of data  may be sent even before the UE responds to a page with perfect operation of all entities.
The second situation of significant concern is as follows. 
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The UE is in ECM idle as far as SGW is concerned as soon as it receives the S11 Release Access Bearer Request.  There is a potential mismatch between PGW and SGW after this point due to UE being in ECM idle if downlink packets still come in at high rate (see previous example at 8 Megabits/sec). This is really qualitatively the same as in the previous case.  However, there is a quantitative difference. First abnormal radio release means the UE had radio coverage at one point but radio degraded and eNodeB was unable to handover the UE to a better cell and then UE lost RRC abnormally. UE is also very likely to be temporarily out of coverage at this point. So any downlink at this time is very likely to result in paging failure.   Second, downlink data rates over TCP while a UE is in ECM idle are only expected when the UE was very recently ECM connected (either because connection was good and TCP receive window was large on UE or because connection was bad and major TCP downlink retransmissions were occurring in downlink). So this special case is a more acute case of the general case and warrants special handling. 
An identical situation exists in UTRAN/GERAN accesses except state ECM –IDLE is replaced with PMM-Idle or Standby and ECM-Connected is replaced with PMM-Connected.  Proposed solution, if needed, for UTRAN/GERAN at SGW is essentially identical to MME/LTE case. 

Discussion

General restrictions/requirements on solution

Solution must have no functional impact on RAN nodes. Immediate issue that is to be solved is mismatch between PGW and SGW.  So only core network signalling should be needed for solving that problem. 
Impacts to user plane are to be avoided since handling of user plane is in hardware.   Hence solution should be control plane based if possible.
Perfect agreement between SGW and PGW is not required.  Deviations in charging are acceptable so long as they are bounded and small. 

EPC was designed to NOT inform PGW of mobility procedures including transitions of ECM idle <-> ECM connected.  This was to minimize capacity impacts on PGW from control plane procedures for mobility. Furthermore the vast majority of cases where a UE gets downlink data are either when the UE is ECM connected or SGW buffers a few packets while the MME pages and the UE promptly answers the page before the SGW buffer overflows or is cleared.  In those cases where the UE responds quickly enough the SGW and PGW charging data are identical. Therefore the majority of such transitions shall continue to not be signalled to the PGW.  Furthermore most S1 releases are normal release due to inactivity. Again those should not trigger S5/S8 signalling to the PGW.
The key problem use cases are 

1)  When the UE ECM idle and out of coverage when a low to moderate stream of downlink data arrives for a long time and UE being paged does not reply at all 

2)  When the UE ECM idle a large burst of downlink data arrives and UE being paged does reply (but possibly a little slowly).
3) When the UE loses RRC or leaves coverage during a downlink data stream - weakly indicating it is probably out of coverage.  
Since the above events are relatively rare percentage wise we can afford to have S5/S8 signalling for them.  So one obvious approach is to have the SGW inform the PGW to “pause” charging for downlink in these corner cases and have normal charging continued when the UE enters ECM connected again.  This therefore a simple stop/start flow control like XON/XOFF.
Now consider which node can determine if such a use case occurs. 

For direct tunnel case the S4-SGSN is not aware of how much data is being sent in the downlink from the PGW. MME is not aware of how much data is being sent in the downlink from the PGW.  In ISR case neither MME nor SGSN is aware of how much data if any is lost while the UE is in the other radio access – in fact in ISR case the MME or S4-SGSN may be unaware that the UE/MS is in connected state in other access. SGW already has an accurate view as to whether the UE is in connected mode or not in all GERAN/UTRAN/LTE accesses. SGW knows exactly how much data is coming in the downlink from the PGW and if it is being dropped due to the fact the UE/MS is not in connected mode.   So SGW already knows 1) and 2) and with a very small change in 3GPP standards can also know 3).  Hence, primary control of this function naturally resides with the SGW.  
It is also desirable for the solution to work with prior 3GPP release versions of PGW implementations since this is a function that crosses inter PLMN borders on S8 interface and it is charging related between operators in that case.
 Existing Stage 2 procedures and Stage 3 messages
The S1 release is an existing procedure. The only thing missing is a cause or indication of abnormal release of radio link in the S11 Release Access Bearer Request to inform the SGW.  Legacy MMEs will not provide this but lack of an indication only means a slightly slower detection of a potential problem.

SGW already detects and counts when packets are not forwarded due to the UE being in ECM idle.  SGW is not charging incorrectly due to UE being in ECM idle.  Main issue is to inform PGW the UE is in ECM idle and packets are being dropped or expected to be dropped. 
No existing procedure or message can stop charging at the PGW and still have downlink sent from the PGW.  

The existing functions of ULI reporting, CSG reporting, PLMN change, TimeZone change etc. use S5/S8 Modify Bearer Request to communicate information to the PGW about a PDN even when no bearers are being changed.

So in principle the same mechanism can be used by the SGW to inform the PGW to “pause” charging and also to re-enable it. 
Based on operator policy, when the PDN is paused the PGW may limit downlink packet rate on that PDN (data is not billable). 
Proposal
It is proposed to add a procedure in SA2  TS 23.401 (and if needed TS 23.060) to have SGW notify the PGW when the UE has lost radio coverage and significant downlink data is dropped at the SGW due to the UE being in EMM-IDLE. PGW will then stop charging for subsequent downlink data until SGW notifies the PGW that charging can safely start again.
While the PGW charging is paused the PGW continues to send downlink data to the SGW.  Neither SGW nor PGW shall charge for this user plane data. This downlink data from PGW shall act as a trigger for S11 Downlink Data Notification from SGW to MME, but the SGW based on operator policy may not forward this data to the UE to avoid possible attempts at fraud if this data were received for free at the eNodeB.  Even if this is not forwarded and this is a downlink stream (or a downlink packet that is shortly retransmitted) the UE will still regain access to the downlink stream for subsequent packets as soon the UE is in ECM connected any time after being paused. 
It is proposed below to add a new Indication IE flag added to the Modify Bearer Request. That will allow for a Release 12 PDN GW to “pause” the PDN GW charging and to still trigger downlink pages at the SGW based on new downlink data received on the SGi interface.  

To minimize traffic on S5/S8-U for data that is not revenue generating and will not be delivered it may be desirable that the PGW limit the downlink user plane traffic rate on S5/S8-U based on operator policy. 
Basic proposed procedure to trigger the PGW charging pause function is as shown in figure below :
Note in next figure the downlink user plane entering the SGi interface is not shown in the interest of space and assumption is that the SGW is configured not to deliver downlink packets to the UE that are not charged for at the PGW . 
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The inclusion of the Indication=”PGW Charging Pause” is added in the Modify Bearer Request so a Release 12 PGW knows to pause the PDN.   The inclusion of the Indication in the Modify Bearer Response is for the SGW to know if downlink data from PGW was not charged at the PGW (hence subject to possible discard towards the UE).
The basic procedure to restore back to normal handling is:
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Charging also returns to normal at PGW for any other S5/S8 Modify Bearer Request received by the PGW  (e.g. inter SGW idle mode TAU/RAU).  There is no need to impact existing call flow message content for those procedures. Note this is also the same mechanism used to return a UE from suspension from the PGW point of view (see 3GPP TS 23.272 or 3GPP TS 29.274 clause 7.2.7). 
During S1 Release procedure it is proposed to also add an Indication to the S11 Release Access Bearer Request message to indicate abnormal radio release. The purpose is to allow the SGW to trigger PGW charging pause immediately or sooner than it normally would be without the Indication, this is to handle the problem in the section above. 
Finally note that some APNs are not charged for (e.g. APN used for OMA OTA).   Home users may not need this  feature for some APN (e.g. SGW charging used only and no PGW charging).  Devices configured for NAS signalling low priority have different needs and so on.  So this function may not apply to every PDN.  
Stage 3 shall provide a flag to indicate support of the function in the PGW towards the SGW in Attach, PDN activations and TAU/RAU/HO with SGW change.  This is to maintain backwards compatibility and to avoid any attempts to pause a PDN that is not supported at the PGW.

SA2 CR example on TS 23.401 is introduced with this discussion paper to show the actual approximate scope of changes needed. CRs for actual approval can be submitted at next meeting. 
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