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Introduction

Subclause 8.2.3 of TR 23.852 captures the solution 3 based on the control plane mechanism with stateful IP address configuration (DHCPv4 or DHCPv6) for connection, handover, and disconnection of PDN connections.

This contribution adds an alternative PDN connection/disconnection solution for IPv4v6 dual stack scenario into Solution 3. In this scenario, only DHCPv4 message is used as the signalling protocol to trigger PDN connection/disconnection and handover etc, which is same as the proposal in Solution 2 submitted and agreed in SA2#95. By the method, the stateful DHCPv6 for the IPv6 address allocation isn’t required for IPv4v6 dual stack scenario.
There is a Note with FFS in Subclause 8.2.3.2.3.1.1 which has been resolved in SA2#95, it is proposed to remove “NOTE:
For PDN type is IPv4v6, it is FFS.”
In addition, the clause 8.2.3.2.3.2.2 “UE/TWAN requested multiple PDN Disconnection Procedure in WLAN on PMIP S2a” is replaced by “UE/TWAN requested one IPv4 Address or one IPv6 address release for a dual stack PDN in WLAN on PMIP S2a”.
Conclusion

It is proposed to agree and include in the revision of TR 23.852 the updates to the solution outlined above:

* * *First Change * * * 
8.2.3
Solution 3: DHCP-based Solution
8.2.3.1
Functional Description
Editor's note:
It should be described whether and how the solution fulfils the requirements in clause 8.1.
NOTE:
The solution has two alternatives for IPv6 scenario: one  is based on stateless auto-configuration DHCPv6; the other one is based on stateful DHCPv6. It is suggested to select one during the evaluation and conclusion phase, then the negotiation between these two alternatives is not needed.
* * *Second Change * * * 
8.2.3.1.2.2
Connection related control plan interface

DHCP protocol is used as the connection related control plane interface between the UE and the TWAG. It is the control plane protocol for UE to trigger the setup/maintain and release of any PDN or NSWO access among multiple connections:
-
Allows the UE to set-up (or Handover) and release a specific PDN or multiple PDNs.

-
Allows the UE to set-up and release the NSWO access.

NOTE 1:
For DHCPv4 Forcerenew message used for releasing an individual PDN, RFC 6704 [27] "DHCP Forcerenew nonce authentication" shall be used to provide secure client/server signalling exchange .
NOTE 2:
For DHCPv6, RFC 3315 [23] specifies security mechanism to protect client/server signalling exchange.
NOTE 3: 
In case that IPv6 Stateless Address Auto-Configuration (SLAAC) is used for IPv6 prefix allocation, only DHCPv4 release message is used to release PDN or NSWO access.
-
Allows the UE to have multiple simultaneous (TWAN) connectivity services.

-
Allows the UE to indicate the desired connectivity service (NSWO access/PDN), whether an initial attach or a handover is required, the PDN type, etc.

NOTE 3:
3GPP Vendor-specific Information that has been assigned by IETF for 3GPP for DHCPv4 and DHCPv6 can be used to provide DHCP enhancement as required by this solution. Hence, there is no impact to IETF.
* * *Third Change * * * 
8.2.3.2.1.1
Initial Attach in WLAN on GTP/PMIP S2a
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Figure 8.2.3.2.1.1-1: Initial attachment in WLAN on GTP/PMIP S2a for roaming, LBO and non-roaming scenarios

The scenario is defined as the TWAN using the layer 3 attach request, including a DHCPv4 or DHCPv6 message, sent by the UE as the attach trigger.

1.
The step is same as step 1 in TS 23.402 [3] clause 16.2.1.
2.
In this step, the UE indicates its capability (i.e. Rel-12 SaMOG capability) to the AAA server during the authentication procedure. Based on the UE capability provided by AAA server, the TWAN decides to use L3 trigger.
3.
The UE shall send a DHCPv4 Discover as per IETF RFC 2131 [9], or DHCPv6 Solicit according to IETF RFC 3315[23] to TWAN, including the following information.

-
The requested APN
-
An indication on the requested access (EPC via S2a access or the use of NSWO access)

-
And in the former case, an APN optionally.
-
For alternative 1, downlink GRE key may be inserted in 3GPP Vendor Specific information for IPv4, IPv6 or IPv4v6 connection.

-
Requested PDN type – one of IPv4, IPv6 or IPv4v6

Based on HSS/AAA authorization and the received UE EPC/NSWO access indication whether or not to establish S2a, TWAN can decide to allow EPC access or not. All the UE traffic through the TWAG is blocked unless the UE is granted NSWO/PDN access.  The following steps 4-8 proceed according to the considerations below.

If UE doesn't provide an APN to TWAN, then:

A.
If the TWAN decides NSWO access, steps 4-8 below are skipped. Instead, the TWAN assigns an IPv4 address and/or IPv6 address from its local address pool to the UE (depending on the L3 attach request in step 3) and the NSWO traffic will be forwarded/received without traversing EPC.

B.
If the TWAN decides S2a access, the TWAN assigns an IPv4 address and/or IPv6 address from its local address pool to the UE (depending on the L3 attach request in step 3).  The TWAN shall request to PDN GW for an IPv4 address and/or IPv6 address and PDN GW shall return an IPv4 address and/or IPv6 address to the TWAN during steps 4-8.

If UE provides its requested APN to TWAN, and the TWAN determines that S2a shall be established, the TWAN assigns an IPv4 address and/or IPv6 address from its local address pool to the UE (depending on the L3 attach request in step 3). The TWAN proceeds according to steps 4-8 below.
4.
TWAN decides PDN type according to requested PDN type and subscribed PDN type from HSS, and sets the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN sends a Create Session Request/PBU message to the PDN GW, including PDN type, Dual Address Bearer Flag.
5.
The step is same as step 10 in TS 23.402[3] clause 16.2.1.
6.
The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.

7-8.
These steps are the same as steps 6-7 in TS 23.402[3] clause 16.2.1. If Dual Address Bearer Flag is set, the PDN GW shall return IPv4 address and IPv6 address to TWAN.
9a.
For DHCPv4, TWAN returns DHCP offer message to UE, TWAG virtual MAC address is included if alternative 2 is used.
9b.
For DHCPv6, TWAN returns Advertise message to UE, TWAG virtual MAC address is included if alternative 2 is used.
10a.
UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE, including the indication on whether EPC access or NSWO access has been granted to the UE and UE IP allocated by PDN GW.

(a)
Alternative 1: For EPC access,  GRE tunnelling information is included to UE,  where GRE tunnel information includes uplink GRE key and UE's local IP address which are allocated by TWAN for tunnelling data for the given PDN. For NSWO, GRE tunnelling information isn't required.

(b)
Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address. For NSWO, no dedicated virtual MAC address is needed.


All NSWO traffic and control messages between UE and TWAG use TWAG's MAC address.10b. UE sends Request (for DHCPv6) to TWAN, and TWAN returns Reply message to the UE, including the indication on whether EPC access or NSWO access has been granted to the UE and UE IP allocated by PDN GW.

(a)
Alternative 1: For EPC access, GRE tunnelling information is included to UE where GRE tunnel information includes uplink GRE key and UE's local IP address which are allocated by TWAN for tunnelling data for the given PDN. For NSWO, GRE tunnelling information isn't required..
(b)
Alternative 2: Both UE and TWAN will maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address. For NSWO, no dedicated virtual MAC address is needed.


All NSWO traffic and control messages between UE and TWAG are using TWAG's MAC address.When PDN type is IPv4, steps 9a and 10a apply.

When PDN type is IPv6, steps 9b and 10b apply.


When PDN type is IPv4v6, there are two subsequent cases:
-
Alternative 1:
1)
If UE requests IPv4 address first, TWAN shall implement steps 9a and 10a and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send solicit message encapsulated by the GRE key which is allocated in step 10a to TWAN, TWAN and UE shall implement steps 9b and 10b which are encapsulated by the GRE key which is allocated in step 10a.

2)
If UE requests IPv6 address first, TWAN shall implement steps 9b and 10b and return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message encapsulated by the GRE key which is allocated in step 10b to TWAN, TWAN and UE shall implement steps 9a and 10a which are encapsulated by the GRE key which is allocated in step 10b.
-
Alternative 2:

1)
If UE requests IPv4 address first, TWAN shall implement steps 9a and 10a and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send solicit message with TWAG virtual MAC address which is allocated in step 9a to TWAN, TWAN and UE shall implement steps 9b and 10b.

2)
If UE requests IPv6 address first, TWAN shall implement steps 9b and 10b and return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message with TWAG virtual MAC address which is allocated in step 9b to TWAN, TWAN and UE shall implement steps 9a and 10a.
NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix.  For IPv6, the UE shall trigger S2a session setup based on Stateless DHCPv6 signalling and get IPv6 prefix by SLAAC message, Detailed procedure refers to clause 8.2.3.2.8.1.
8.2.3.2.2
UE-initiated Connectivity to Additional PDN
8.2.3.2.2.1
UE-initiated Connectivity to Additional PDN on GTP S2a
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Figure 8.2.3.2.2.1-1: UE-initiated connectivity to additional PDN from Trusted WLAN Access with GTP
The scenario is defined as the TWAN using the layer 3 attach request, including DHCPv4 or DHCPv6 message, sent by the UE as the PDN trigger. NSWO is a special PDN.
For DHCPv4 messaging and security handling, RFC 6704 shall be applied.
1.
The UE shall send layer 3 attach request to the TWAN, (e.g. a DHCPv4 discover as per IETF RFC 2131 [9]， DHCPv6 Solicit as per IETF RFC3315 [23]),including requested APN, requested PDN type and an indication on the requested access (EPC via S2a access or the use of NSWO access), and for alternative 1, the downlink GRE key if EPC via S2a access.


If UE doesn't send UE requested APN to TWAN, the TWAN determines whether or not to grant NSWO connectivity based on the authorization result during initial attach:

-
If TWAN determines NSWO and there isn't a existing NSWO access, TWAN forwards the traffic without traversing EPC. Otherwise, the NSWO access isn't allowed.

-
If UE provides its requested APN to TWAN, and the TWAN determines that S2a shall be established, the TWAN proceeds according to steps 2-6 below.
2.
TWAN decides PDN type according to requested PDN type and subscribed PDN type from HSS, and sets the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN sends a Create Session Request message to the PDN GW, including PDN type, Dual Address Bearer Flag.
3.
The step is same as step 10 in TS 23.402[3] clause 16.2.1.
4.
The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.
5-6.
These steps are the same as steps 6-7 in TS 23.402[3] clause 16.2.1. If Dual Address Bearer Flag is set, the PDN GW shall return both IPv4 address and IPv6 address to TWAN.
7a.
For DHCPv4, TWAN returns DHCP offer message to UE, TWAG virtual MAC address is included if alternative 2 is used.
7b.
For DHCPv6, TWAG returns Advertise message to UE, TWAG virtual MAC address is included if alternative 2 is used.
8a.
UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE, including the indication on whether EPC access or NSWO access has been granted to the UE and UE's IP allocated by its serving PDN GW.

1)
Alternative 1: For EPC access, GRE tunnelling information included to UE where GRE tunnel information includes uplink GRE key allocated by TWAN for tunnelling data for the given PDN.  For NSWO, GRE tunnelling information isn't required.
2)
Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address.  For NSWO, no dedicated virtual MAC is needed.


All NSWO traffic and control messages between UE and TWAG are using TWAG's MAC address.
8b.
UE sends Request (for DHCPv6) to TWAN, and TWAN returns Reply message to the UE, including the indication on whether EPC access or NSWO access has been granted to the UE and UE's IP address allocated by its serving PDN GW.

1)
Alternative 1: For EPC access, GRE tunnelling information and UE's IP address allocated by its serving PDN GW are included to UE where GRE tunnel information includes uplink GRE key which is allocated by TWAN for tunnelling support in the case of multiple PDNs. For NSWO, GRE tunnelling information isn't required.

2)
Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address etc.. For NSWO, no dedicated virtual MAC address is needed.


All NSWO traffic and control messages between UE and TWAG are using TWAG's MAC address.

When PDN type is IPv4, steps 7a and 8a apply.


When PDN type is IPv6, steps 7b and 8b apply.


When PDN type is IPv4v6, there are two following cases:
-
Alternative 1:
1)
If UE requests IPv4 address first, TWAN shall implement steps 7a and 8a and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send solicit message encapsulated by the GRE key which is allocated in step 8a to TWAN, TWAN and UE shall implement steps 7b and 8b which are encapsulated by the GRE key which is allocated in step 8a.

2)
If UE requests IPv6 address first, TWAN shall implement steps 7b and 8b and return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message encapsulated by the GRE key which is allocated in step 8b to TWAN, TWAN and UE shall implement steps 7a and 8a which are encapsulated by the GRE key which is allocated in step8b.
-
Alternative 2:

1)
If UE requests IPv4 address first, TWAN shall implement steps 9a and 10a and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send solicit message with TWAG virtual MAC address which is allocated in step 9a to TWAN, TWAN and UE shall implement steps 9b and 10b.

2)
If UE requests IPv6 address first, TWAN shall implement steps 9b and 10b and return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message with TWAG virtual MAC address which is allocated in step 9b to TWAN, TWAN and UE shall implement steps 9a and 10a.
NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix. For IPv6, the UE shall trigger S2a session setup based on Stateless DHCPv6 signalling and get IPv6 prefix by SLAAC message. Detailed procedure refers to clause8.2.3.2.8.3.
8.2.3.2.2.2 
UE-initiated Connectivity to Additional PDN on PMIP S2a
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Figure 8.2.3.2.2.2-1: UE-initiated connectivity to additional PDN from Trusted WLAN Access with PMIP
The procedure is similar to GTP S2a call flow in clause 8.2.3.2.2.1 above, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 5 in clause 8.2.3.2.2.1.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 6 in clause 8.2.3.2.2.1.

NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix. For IPv6, the UE shall trigger S2a session setup based on Stateless DHCPv6 signalling and get IPv6 prefix by SLAAC message. Detailed procedure refers to clause8.2.3.2.8.3.
8.2.3.2.3
Detach and PDN disconnection in WLAN on S2a
8.2.3.2.3.1
Detach and PDN disconnection in WLAN on GTP S2a
8.2.3.2.3.1.1
UE/TWAN requested single PDN Disconnection Procedure in WLAN on GTP S2a
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Figure 8.2.3.2.3.1.1-1: UE/ TWAN requested single PDN Disconnection on GTP S2a
1.
If the PDN Type is IPv4, UE releases the IPv4 address using DHCPv4 release message or IPv4 address lease time expires in TS 23.402 [3] clause 16.3. And if the PDN Type is IPv6, UE releases the IPv6 address using DHCPv6 release message or IPv6 address lease time expires. If the PDN Type is IPv4v6, UE shall releases the IPv4 address and IPv6 address by the first DHCP release session, i.e. DHCPv4 release message or DHCPv6 release message, with PDN Type for IPv4v6 is included in the message.

-
Alternative 1:


For DHCPv4 release message, a specific GRE key or a client id is used for identifying specific PDN.


For DHCPv6 release message, a specific GRE key or IAID is used for identifying specific PDN.

-
Alternative 2:


For DHCPv4 release message, TWAG virtual MAC address is used for identifying specific PDN.


For DHCPv6 release message, TWAG virtual MAC address is used for identifying specific PDN.


If there is no traffic received from the UE for a configurable duration and the TWAN detects the UE has left based on unanswered probes (e.g., ARP Request, Neighbour Solicitation message), the TWAN triggers PDN disconnection.

2-5. After TWAN receives DHCP release message, it shall detect if the PDN supports IPv4v6 dual stack and PDN type for IPv4v6 is included in the message. If so, TWAN shall send delete session request message to PDN GW, in order to indicate PDN GW for deleting the PDN. Steps 3-5 are same as the steps 2-5 in TS23.402 [3] clause 16.3.1.1.
6.
TWAN shall remove the associated contexts corresponding to specific PDN, and send Reply messageto inform UE of removing associated contexts in the case of DHCPv6.

7.
If TWAN requested Single PDN Disconnection, TWAN shall send a DHCPv4 FORCERENEW message as per IETF RFC 3203 [24] and RFC6704[27], and/or DHCPv6 Reconfigure message as per IETF RFC 3315 [23]. When the UE proceeds with renewing the address lease for single PDN, the TWAN shall in turn refuse the request and notify to the UE that the PDN has been disconnected.

NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix.  In this case, the UE or the network shall signal the will to tear down a PDN connection and/or NSWO access based solely on DHCP signalling for the IPv4 address. Detailed procedure refers to clause 8.2.3.2.8.4.
8.2.3.2.3.1.2
UE/TWAN requested one IPv4 Address or one IPv6 address release for a dual stack PDN in WLAN on GTP S2a
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Figure 8.2.3.2.3.1.2-1: UE/ TWAN initiated release for one IPv4 Address or one IPv6 Address for dual stack PDN in WLAN on GTP S2a

When the PDN Type is IPv4v6, UE shall release the IPv4 address using DHCPv4 release message or IPv4 address lease time expires in TS23.402 [3] clause 16.3, and release the IPv6 address using DHCPv6 release message or IPv6 address lease time expires separately.

The scenario applies that UE/TWAN deletes one IPv4 address or one IPv6 address for a Dual Stack PDN first, and subsequently, UE/TWAN deletes the PDN.

1.
UE sends DHCPv4 release message to TWAN if UE releases IPv4 address first including PDN Type for IPv4.

-
Alternative 1:


Specific GRE key or client id is used for identifying specific PDN to be deleted, and TWAN can detect that only IPv4 address shall be deleted according to PDN Type for IPv4 in DHCPv4 release message.

UE sends DHCPv6 release message to TWAN, specific GRE key or IAID is used for identifying specific PDN to be deleted, if UE releases IPv6 address first.

-
Alternative 2:


TWAG virtual MAC address is used for identifying specific PDN to be deleted, and TWAN can detect that only IPv4 address shall be deleted according to PDN Type for IPv4 in DHCPv4 release message.


UE sends DHCPv6 release message to TWAN, TWAG virtual MAC address is used for identifying specific PDN to be deleted, if UE releases IPv6 address first.
2.
In case that TWAN receives DHCPv4 release message, then, IP type is IPv4 and TWAN indicates PDN GW for deleting IPv4 address from the PDN. In case that TWAN receives DHCPv6 release message, then, IP type is IPv6 and TWAN indicates PDN GW for deleting IPv6 address from the PDN.


If TWAN requested IP release, TWAN decides the order of deleting IPv4 address and IPv6 address, If TWAN decides to delete IPv4 first, TWAN sets the IP type to be IPv4 and indicates PDN GW for deleting IPv4 address from the PDN. If TWAN decides to delete IPv6 address first, TWAN sets the IP type to be IPv6 and indicates PDN GW for deleting IPv6 address from the PDN.

TWAN checks there are two associated IPv4 address and IPv6 address for the PDN, and sends modify Bearer Request to PDN GW, including the indication for IP type to be deleted, in order to indicate PDN GW for deleting this type of IP from the PDN.
3.
PDN GW initiates the IP‑CAN Session Modification Procedure with the PCRF.

4.
PDN GW sends modify Bearer response to TWAN.


If there are multiple bearers corresponding to the PDN, then steps 2-4 are repeated.
5.
TWAN shall remove the associated contexts corresponding to specific PDN, send Reply message in the case of DHCPv6, and inform UE of removing associated contexts.
6.
If TWAN requested IP release, TWAN shall send a DHCPv4 FORCERENEW message as per IETF RFC 3203 [24] and RFC 6704 [27], or DHCPv6 Reconfigure message as per IETF RFC 3315 [23]. When the UE proceeds with renewing the IPv4 address or IPv6 address lease, the TWAN shall in turn refuse to do so, notifying to the UE that the IPv4 address or IPv6 address has been released.

Subsequently, when UE sends DHCPv6 release (if DHCPv4 release is sent in step 1) or DHCPv4 release (if DHCPv6 release is sent in step 1) message, TWAN shall disconnect the PDN. If TWAN requested IP release, then TWAN shall send delete session request message to PDN GW, in order to disconnect the PDN.

NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix. In this case, the UE or the network can only signal the will to delete IPv4 addresses for a PDN connection and/or NSWO access. Detailed procedure refers to clause 8.2.3.2.8.6.
8.2.3.2.3.1.3
UE/TWAN requested Detach Procedure in WLAN on GTP S2a
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Figure 8.2.3.2.3.1.3-1: UE/ TWAN requested Detach on GTP S2a
1.
If the PDN Type is IPv4, UE releases the IPv4 address using DHCPv4 release message or IPv4 address lease time expires in TS23.402 [3] clause 16.3. And if the PDN Type is IPv6, UE releases the IPv6 address using DHCPv6 release message or IPv6 address lease time expires. If the PDN Type is IPv4v6, UE shall releases the IPv4 address and IPv6 address by the first DHCP release session, i.e. DHCPv4 release message or DHCPv6 release message.

For DHCPv4 release message, the UE MAC address is included in the option of "chaddr". By the option, UE indicates detach to TWAN.


For DHCPv6 release message, the UE MAC address is included in the option of "client id". By the option, UE indicates detach to TWAN.
2-5.
TWAN sends delete Session Request to PDN GW, in order to indicate PDN GW for deleting one PDN. The steps 2-5 are same as steps 2-5 in TS 23.402 [3] clause 16.3.1.1.
6.
Repeat steps 2-5 above for remainder PDNs if multiple PDNs are established.

7.
TWAN shall de-authenticate and de-associate the UE at layer 2 according to IEEE STD 802.11-207 [5] , send Reply message to UE in the case of DHCPv6 and informing UE of removing associated contexts.
8.
If TWAN requested Detach, the TWAN locally removes the UE contexts and de-authenticates and disassociates the UE at Layer 2 according to IEEE Std. 802.11-2007 [5].
NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix.  In this case, the UE or the network shall signal the will to detach based solely on DHCP signalling for the IPv4 address. Detailed procedure refers to clause8.2.3.2.8.8.
* * *Fourth Change * * * 
8.2.3.2.3.2.1
UE/TWAN requested single PDN Disconnection Procedure in WLAN on PMIP S2a
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Figure 8.2.3.2.3.2.1-1: UE/ TWAN requested single PDN Disconnection on PMIP S2a
The procedure is similar to GTP S2a call flow in clause 8.2.3.2.3.1.1, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.3.2.3.1.1.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 5 in clause 8.2.3.2.3.1.1.
NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix.  In this case, the UE or the network shall signal the will to tear down a PDN connection and/or NSWO access based solely on DHCP signalling for the IPv4 address. Detailed procedure refers to clause8.2.3.2.8.5.
8.2.3.2.3.2.2
UE/TWAN requested one IPv4 Address or one IPv6 address release for a dual stack PDN in WLAN on PMIP S2a
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Figure 8.2.3.2.3.2.2-1: UE/ TWAN initiated release for one IPv4 Address or one IPv6 Address for dual stack PDN in WLAN on PMIP S2a

The procedure is similar to GTP S2a call flow in clause 8.2.3.2.3.1.2, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.3.2.3.1.2.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 5 in clause 8.2.3.2.3.1.2.

NOTE: The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix.  In this case, the UE or the network can only signal the will to delete IPv4 addresses for a PDN connection and/or NSWO access. Detailed procedure refers to clause 8.2.3.2.8.7.






8.2.3.2.3.2.3
UE/TWAN requested Detach Procedure in WLAN on PMIP S2a
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Figure 8.2.3.2.3.2.3-1: UE/ TWAN requested Detach on PMIP S2a
The procedure is similar to GTP S2a call flow in clause 8.2.3.2.3.1.3, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.3.2.3.1.3.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 5 in clause 8.2.3.2.3.1.3.

NOTE: 
The UE may request allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix. In this case, the UE or the network shall signal the will to detach based solely on DHCP signalling for the IPv4 address. Detailed procedure refers to clause8.2.3.2.8.9.
* * *Fifth Change * * * 
8.2.3.2.7
Handover from 3GPP Access to Trusted WLAN Access

8.2.3.2.7.1
Handover from 3GPP Access to Trusted WLAN Access on GTP S2a
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Figure 8.2.3.2.7.1-1: Handover from 3GPP Access to Trusted WLAN Access on GTP S2a
1-2)
These steps are the same as steps 1-3 in TS 23.402 [3], clause 8.2.2.

3.
In this step, indication on whether the UE indicates its capability (i.e. Rel‑12 SaMOG capability) to the AAA server during the authentication procedure. Based on the UE capability provided by AAA server, the TWAN decides to use L3 trigger. 
4.
The UE shall send a DHCPv4 Discover as per IETF RFC 2131 [9], or DHCPv6 confirm as per IETF RFC 3315 [23] to TWAN with "requested IP address" included in DHCPv4 Discover message (option 50) / DHCPv6 Confirm message (option IA_NA) with all previously assigned UE IP addresses prior to its handover. TWAN determines IP address preservation by the presence of the "requested IP address" option. APN, PDN Type and downlink GRE key (for alternative 1) shall also be included.

5.
The TWAN sends a Create Session Request (APN PDN address, Handover Indication) message to the PDN GW. The PDN Address shall be set according to requested IP address for DHCP request message in step 4 and sent to the PDN GW. The TWAN sets the 'Handover Indication' to allow the PDN GW to re-allocate the same IPv4 address and/or IPv6 address that was assigned to the UE while it was connected to 3GPP IP access and to initiate an IP‑CAN Session Modification Procedure with the PCRF. Both the APN and PDN Address are used by the PDN GW to determine which PDN to establish connectivity for, in the case that the PDN GW supports multiple PDN connectivity.

6)
This steps is same as steps 7A-7B in TS 23.402 [3], clause 8.2.2.

7) The PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN and obtains authorization information from the 3GPP AAA Server. The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.

8.
The PDN GW responds with a Create Session Response to the TWAN. The Create Session Response contains the IPv4 address and/or the IPv6 address that were assigned to the UE while it was connected to the 3GPP IP access.

9.
GTP tunnel is setup between TWAN and PDN GW.

10.
For DHCPv4, TWAN returns DHCP offer message to UE, TWAG virtual MAC address is included if alternative 2 is used.

11.
UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE and UE IP allocated by PDN GW.

a)
Alternative 1: GRE tunnelling information is included to UE, where GRE tunnel information includes uplink GRE key and UE's local IP address which are allocated by TWAN for tunnelling support in the case of one or multiple PDNs.

b)
Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address.

12.
TWAN returns Reply message to the UE, and UE IP allocated by PDN GW.
a)
Alternative 1: GRE tunnelling information is included to UE, where GRE tunnel information includes uplink GRE key and UE's local IP address  which are allocated by TWAN for tunnelling support in the case of one or multiple PDNs.
b)
Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address.


When PDN type is IPv4, steps 10-11 apply.


When PDN type is IPv6, step 12 apply.


When PDN type is IPv4v6, there are two following cases:

-
Alternative 1:

(a)
If UE requests IPv4 address first, TWAN shall implement steps 10-11 and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send confirm message encapsulated by the GRE key which is allocated in step 11 to TWAN, TWAN shall implement steps 12 which are encapsulated by the GRE key which is allocated in step 11.

(b)
If UE requests IPv6 address first, TWAN shall implement steps 12 and return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message encapsulated by the GRE key which is allocated in step 12 to TWAN, TWAN and UE shall implement steps 10-11 which are encapsulated by the GRE key which is allocated in step 12.

-
Alternative 2:

(a)
If UE requests IPv4 address first, TWAN shall implement steps 10-11 and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send confirm message with TWAG virtual MAC address which is allocated in step 10 to TWAN, TWAN shall implement steps 12.

(b)
If UE requests IPv6 address first, TWAN shall implement steps 12 and return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message with TWAG virtual MAC address which is allocated in step 12 to TWAN, TWAN and UE shall implement steps 10-11.


Both uplink and downlink GRE key corresponds to the specific PDN. And subsequently, user data for the PDN shall be encapsulated by corresponding GRE tunnel.

13.
For connectivity to multiple PDNs, the UE establishes connectivity to all the remain PDNs that are being transferred from 3GPP access besides the PDN, and steps 3 to 12 are repeated for per PDN, with the following exception:
-
Handover indication isn't included in step 5.

14.
The PDN GW shall initiate the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in clause 5.6.2.2 in TS 23.402 [3] for PMIP S5/S8 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [6], clause 5.4.4.1 for GTP-S5/S8.
NOTE: 
The UE may requests allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix. For IPv6, the UE shall trigger S2a session setup based on DHCPv4 signalling or Stateless DHCPv6 signalling, Detailed procedure refers to clause8.2.3.2.8.10.1.
8.2.3.2.7.2
Handover from 3GPP Access to Trusted WLAN Access on PMIP S2a
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Figure 8.2.3.2.7.2-1: Handover from 3GPP Access to Trusted WLAN Access on PMIP S2a
The procedure is similar to GTP S2a call flow in clause 8.2.3.2.7.1, with the following differences:

-
Step 5 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 5 in clause 8.2.3.2.7.1.

-
Step 8 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 8 in clause 8.2.3.2.7.1.

NOTE: 
The UE may requests allocation of an IPv4 address via DHCPv4 message but still perform IPv6 Stateless Address Auto-Configuration (SLAAC) for configuration of its IPv6 prefix. For IPv6, the UE shall trigger S2a session setup based on DHCPv4 signalling or Stateless DHCPv6 signalling, Detailed procedure refers to clause8.2.3.2.8.10.2.
8.2.3.2.8 Alternative Solution
8.2.3.2.8.1 Initial Attach in WLAN on GTP/PMIP S2a 
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Figure 8.2.3.2.8.1-1: Initial attachment in WLAN on GTP/PMIP S2a for roaming, LBO and non-roaming scenarios

The scenario is defined as the TWAN using the layer 3 attach request, including a DHCPv4 or a Stateless DHCPv6 request, sent by the UE as the attach trigger.

For PDN type IPv4, DHCPv4 shall be used. For PDN type IPv6, Stateless DHCPv6 shall be used. For IPv4v6, the UE may use DHCPv4 or Stateless DHCPv6 message.

1.  The step is same as step 1 in TS 23.402 [3] clause 16.2.1. 

2. 
In this step, the UE indicates its capability (i.e. Rel-12 SaMOG capability) to the AAA server during the authentication procedure. Based on the UE capability provided by AAA server, the TWAN decides to use L3 trigger. 

3. 
The UE shall send a DHCPv4 Discover as per IETF RFC 2131 [9], or Stateless DHCPv6 Information request as per IETF RFC3736 [19]) to TWAN, including the following information,

· The requested APN

· An indication on the requested access (EPC via S2a access or the use of NSWO access) 

· And in the former case, an APN optionally. 

· For alternative 1, downlink GRE key may be inserted in 3GPP Vendor Specific information. 

· Requested PDN type –– one of IPv4, IPv6 or IPv4v6.
Based on HSS/AAA authorization and the received UE EPC/NSWO access indication whether or not to establish S2a, TWAN can decide to allow EPC access or not. All the UE traffic through the TWAG is blocked unless the UE is granted NSWO/PDN access.  The following steps 4-8 proceed according to the considerations below. 
If UE doesn’t provide an APN to TWAN, then:

A. 
If the TWAN decides NSWO access, steps 4-8 below are skipped. Instead, the TWAN assigns an IPv4 address and/or IPv6 address from its local address pool to the UE (depending on the L3 attach request in step 3) and the NSWO traffic will be forwarded/received without traversing EPC. 
B. 
If the TWAN decides S2a access, the TWAN assigns an IPv4 address and/or IPv6 address from its local address pool to the UE (depending on the L3 attach request in step 3).  The TWAN shall request to PDN GW for an IPv4 address and/or IPv6 address and PDN GW shall return an IPv4 address and/or IPv6 address to the TWAN during steps 4-8.

If UE provides its requested APN to TWAN, and the TWAN determines that S2a shall be established, the TWAN assigns an IPv4 address and/or IPv6 address from its local address pool to the UE (depending on the L3 attach request in step 3). The TWAN proceeds according to steps 4-8 below. 

4.  TWAN decides PDN type according to requested PDN type and subscribed PDN type from HSS, and sets the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN sends a Create Session Request/PBU message to the PDN GW, including PDN type, Dual Address Bearer Flag.
5.  The step is same as step 10 in TS 23.402[3] clause 16.2.1.
6.
The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.

7-8. These steps are the same as steps 6-7 in TS 23.402[3] clause 16.2.1. If Dual Address Bearer Flag is set, the PDN GW shall return IPv4 address and IPv6 address to TWAN.

9a.
For DHCPv4, TWAN returns DHCP offer message to UE, TWAG virtual MAC address is included if alternative 2 is used.
9b.
For DHCPv6, TWAN returns Reply message to UE, including the indication on whether EPC access or NSWO access has been granted to the UE. And also, GRE tunnelling information (alternative 1) or TWAG virtual MAC address (alternative 2) is included, and detailed description are as follows.

1) Alternative 1: For EPC access, GRE tunnelling information included to UE where GRE tunnel information includes uplink GRE key allocated by TWAN for tunnelling data for the given PDN.  For NSWO, GRE tunnelling information isn’t required.
2) Alternative 2: TWAG virtual MAC address is included. Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN.  For NSWO, no dedicated virtual MAC is needed. 
10. UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE, including the indication on whether EPC access or NSWO access has been granted to the UE and UE IP allocated by PDN GW. 

(a) Alternative 1: For EPC access, GRE tunnelling information is included to UE,  where GRE tunnel information includes uplink GRE key and UE’s local IP address which are allocated by TWAN for tunnelling data for the given PDN. For NSWO, GRE tunnelling information isn’t required.

(b) Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address. For NSWO, no dedicated virtual MAC address is needed. 

All NSWO traffic and control messages between UE and TWAG use TWAG’s MAC address. 
11. UE may send RS message to request IPv6 address with the following information:

· Alternative 1: 

RS message is encapsulated by the GRE key which is allocated in step 10. 

· Alternative 2: 

RS message is sent with unicast TWAG virtual MAC address[16] which is allocated in step 10.

12. TWAN send RA message to IPv6 address with above the following information:

· Alternative 1: 

RA message is encapsulated by the GRE key which is allocated in step 10. 

· Alternative 2: 

RA message is sent with unicast TWAG virtual MAC address[16] which is allocated in step 10.
When PDN type is IPv4, steps 9a and 10 apply.

When PDN type is IPv6, step 9b, , 11 and 12 apply.


When PDN type is IPv4v6, there are two subsequent cases:
-
Alternative 1:
1)
If UE requests IPv4 address first, TWAN shall implement steps 9a and 10 and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it may send DHCPv6 information request message encapsulated by the GRE key which is allocated in step 10 to TWAN, TWAN and UE shall implement steps 9b, 11 and 12 which are encapsulated by the GRE key which is allocated in step 10.

2)
If UE requests IPv6 address first, TWAN shall implement steps 9b, 11 and 12, return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message encapsulated by the GRE key which is allocated in step 9b to TWAN, TWAN and UE shall implement steps 9a and 10 which are encapsulated by the GRE key which is allocated in step 9b.
-
Alternative 2:

1)
If UE requests IPv4 address first, TWAN shall implement steps 9a and 10 and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send DHCPv6 information request message with TWAG virtual MAC address which is allocated in step 9a to TWAN, TWAN and UE shall implement steps 9b, 11 and 12.

2)
If UE requests IPv6 address first, TWAN shall implement steps 9b, 11 and 12, return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message with TWAG virtual MAC address which is allocated in step 9b to TWAN, TWAN and UE shall implement steps 9a and 10.
8.2.3.2.8.2 UE-initiated Connectivity to Additional PDN on GTP S2a
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Figure 8.2.3.2.8.2-1:UE-initiated connectivity to additional PDN from Trusted WLAN Access with GTP

The UE can request additional PDN connectivity or NSWO access by sending a DHCPv4 request or a Stateless DHCPv6 request. 
For PDN type IPv4 DHCPv4 shall be used. For PDN type IPv6 Stateless DHCPv6 shall be used. For IPv4v6 the UE may use DHCPv4 or Stateless DHCPv6 message.

For DHCPv4 messaging and security handling, RFC 6704 shall be applied.

1. The UE shall send DHCPv4 discover message, or Stateless DHCPv6 Information request as per IETF RFC3736 [19]) to the TWAN, including requested APN, requested PDN type and an indication on the requested access (EPC via S2a access or the use of NSWO access), and for alternative 1, the downlink GRE key if EPC via S2a access.

If UE doesn’t send UE requested APN to TWAN, the TWAN determines whether or not to grant NSWO connectivity based on the authorization result during initial attach:

· If TWAN determines NSWO and there isn’t a existing NSWO access, TWAN forwards the traffic without traversing EPC. Otherwise, the NSWO access isn’t allowed.

· If UE provides its requested APN to TWAN, and the TWAN determines that S2a shall be established, the TWAN proceeds according to steps 2-6 below. 

2. TWAN decides PDN type according to requested PDN type and subscribed PDN type from HSS, and sets the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN sends a Create Session Request message to the PDN GW, including PDN type, Dual Address Bearer Flag.

3.  The step is same as step 10 in TS 23.402[3] clause 16.2.1.
4.
The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.

5-6. These steps are the same as steps 6-7 in TS 23.402[3] clause 16.2.1. If Dual Address Bearer Flag is set, the PDN GW shall return both IPv4 address and IPv6 address to TWAN.

7a. For DHCPv4, TWAN returns DHCP offer message to UE, TWAG virtual MAC address is included if alternative 2 is used.
7b.
For DHCPv6, TWAN returns Reply message to UE, including the indication on whether EPC access or NSWO access has been granted to the UE. And also, GRE tunnelling information (alternative 1) or TWAG virtual MAC address (alternative 2) is included, and detailed description are as follows.
3) Alternative 1: For EPC access, GRE tunnelling information included to UE where GRE tunnel information includes uplink GRE key allocated by TWAN for tunnelling data for the given PDN.  For NSWO, GRE tunnelling information isn’t required.
4) Alternative 2: TWAG virtual MAC address is included. Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN.  For NSWO, no dedicated virtual MAC is needed. 
8. UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE, including the indication on whether EPC access or NSWO access has been granted to the UE and UE’s IP allocated by its serving PDN GW.

5) Alternative 1: For EPC access, GRE tunnelling information included to UE where GRE tunnel information includes uplink GRE key allocated by TWAN for tunnelling data for the given PDN.  For NSWO, GRE tunnelling information isn’t required.
6) Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address.  For NSWO, no dedicated virtual MAC is needed. 

All NSWO traffic and control messages between UE and TWAG are using TWAG’s MAC address. 
9. UE may send RS message to request IPv6 address with the following information:

· Alternative 1: 

RS message is encapsulated by the GRE key which is allocated in step 8. 

· Alternative 2: 

RS message is sent with unicast TWAG virtual MAC address[16] which is allocated in step 8.

10. TWAN send RA message to IPv6 address with above the following information:

· Alternative 1: 

RA message is encapsulated by the GRE key which is allocated in step 8. 

· Alternative 2: 

RA message is sent with unicast TWAG virtual MAC address[16] which is allocated in step 8.

When PDN type is IPv4, steps 7a and 8 apply.

When PDN type is IPv6, step 7b, 9 and 10 apply.


When PDN type is IPv4v6, there are two subsequent cases:
-
Alternative 1:
1)
If UE requests IPv4 address first, TWAN shall implement steps 7a and 8, return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it may send DHCPv6 information request message encapsulated by the GRE key which is allocated in step 8 to TWAN, TWAN and UE shall implement steps 7b, 9 and 10 which are encapsulated by the GRE key which is allocated in step 8.

2)
If UE requests IPv6 address first, TWAN shall implement steps 7b, 9 and 10, return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message encapsulated by the GRE key which is allocated in step 7b to TWAN, TWAN and UE shall implement steps 7a and 8 which are encapsulated by the GRE key which is allocated in step7b.
-
Alternative 2:

1)
If UE requests IPv4 address first, TWAN shall implement steps 7a and 8 and return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send DHCPv6 information request message with TWAG virtual MAC address which is allocated in step 7a to TWAN, TWAN and UE shall implement steps 7b, 9 and 10.

2)
If UE requests IPv6 address first, TWAN shall implement steps 7b, 9 and 10, return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message with TWAG virtual MAC address which is allocated in step 7b to TWAN, TWAN and UE shall implement steps 7a and 8.
8.2.3.2.8.3 UE-initiated Connectivity to Additional PDN on PMIP S2a
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Figure 8.2.3.2.8.3-1:UE-initiated connectivity to additional PDN from Trusted WLAN Access with PMIP

The procedure is similar to GTP S2a call flow in clause 8.2.3.2.8.2 above, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 5 in Figure 2.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 6 in Figure 2.

8.2.3.2.8.4 UE/TWAN requested single PDN Disconnection Procedure in WLAN on GTP S2a
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Figure 8.2.3.2.8.4-1: UE/ TWAN requested single PDN Disconnection on GTP S2a

1. UE shall indicate to release specific PDN by DHCPv4 release message, for PDN Type IPv4.
UE shall indicate to release specific PDN by stateless DHCPv6 message, for PDN Type IPv6.
UE shall indicate to release specific PDN by the first DHCP release session, i.e. DHCPv4 release message or stateless DHCPv6 message (DHCP Information Request message), with PDN Type for IPv4v6 included in the message.
For DHCP Information Request message, an indication for disconnecting PDN is included.
a) Alternative 1: 

A specific GRE key or a client id is used for identifying specific PDN.

· Alternative 2:

TWAG virtual MAC address is used for identifying specific PDN.

If there is no traffic received from the UE for a configurable duration and the TWAN detects the UE has left based on unanswered probes (e.g., ARP Request, Neighbour Solicitation message), the TWAN triggers PDN disconnection.
2-5. After TWAN receives DHCP release message or stateless DHCPv6 message , it shall detect if the PDN supports IPv4v6 dual stack. If so, TWAN shall send delete session request message to PDN GW, in order to indicate PDN GW for deleting the PDN. Steps 3-5 are same as the steps 2-5 in TS23.402 [3] clause 16.3.1.1. 
6.TWAN shall remove the associated contexts corresponding to specific PDN locally, and send Reply message to inform UE of removing associated contexts in the case of DHCPv6.
7.For PDN type IPv4 or IPv4v6, if TWAN requested Single PDN Disconnection, TWAN shall send a DHCPv4 FORCERENEW message as per IETF RFC 3203 [24] and RFC6704[27]. When the UE proceeds with renewing the address lease for single PDN, the TWAN shall in turn refuse the request and notify to the UE that the PDN has been disconnected.
NOTE: For PDN Type IPv6, if TWAN requested Single PDN Disconnection, how the TWAN indicate UE to disconnect single PDN is FFS.
8.2.3.2.8.5
UE/TWAN requested single PDN Disconnection Procedure in WLAN on PMIP S2a
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Figure 8.2.3.2.8.5-1: UE/ TWAN requested single PDN Disconnection on PMIP S2a
The procedure is similar to GTP S2a call flow in clause 8.2.3.2.8.4, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.3.2.8.4.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 5 in clause 8.2.3.2.8.4.
NOTE: For PDN Type IPv6, if TWAN requested Single PDN Disconnection, how the TWAN indicate UE to disconnect single PDN is FFS.
8.2.3.2.8.6 UE/TWAN requested one IPv4 Address release for a dual stack PDN in WLAN on GTP S2a
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Figure 8.2.3.2.8.6-1: UE/ TWAN initiated release for one IPv4 Address for dual stack PDN in WLAN on GTP S2a

When the PDN Type is IPv4v6, UE shall release the IPv4 address using DHCPv4 release message or IPv4 address lease time expires in TS23.402 [3] clause 16.3.

The scenario applies that UE/TWAN deletes one IPv4 address for a Dual Stack PDN first, and subsequently, UE/TWAN deletes the PDN.

1.
UE sends DHCPv4 release message to TWAN if UE releases IPv4 address including PDN Type for IPv4.

-
Alternative 1:


Specific GRE key or client id is used for identifying specific PDN to be deleted, and TWAN can detect that only IPv4 address shall be deleted according to PDN Type for IPv4 in DHCPv4 release message.

-
Alternative 2:


TWAG virtual MAC address is used for identifying specific PDN to be deleted, and TWAN can detect that only IPv4 address shall be deleted according to PDN Type for IPv4 in DHCPv4 release message.

2.
In case that TWAN receives DHCPv4 release message, then, IP type is IPv4 and TWAN indicates PDN GW for deleting IPv4 address from the PDN.

If TWAN requested IP release, and TWAN decides to delete IPv4 only, TWAN sets the IP type to be IPv4 and indicates PDN GW for deleting IPv4 address from the PDN. 

TWAN checks there are two associated IPv4 address and IPv6 address for the PDN, and sends modify Bearer Request to PDN GW, including the indication for IP type to be deleted, in order to indicate PDN GW for deleting this type of IP from the PDN.
3.
PDN GW initiates the IP‑CAN Session Modification Procedure with the PCRF.

4.
PDN GW sends modify Bearer response to TWAN.


If there are multiple bearers corresponding to the PDN, then steps 2-4 are repeated.

5.
TWAN shall remove the associated contexts corresponding to specific PDN, and inform UE of removing associated contexts.
If TWAN requested IPv4 release, TWAN shall send a DHCPv4 FORCERENEW message as per IETF RFC 3203 [24] and RFC 6704 [27]. When the UE proceeds with renewing the IPv4 address lease, the TWAN shall in turn refuse to do so, notifying to the UE that the IPv4 address has been released.
8.2.3.2.8.7 UE/TWAN requested one IPv4 Address release for a dual stack PDN in WLAN on PMIP S2a
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Figure 8.2.3.2.8.7-1: UE/ TWAN initiated release for one IPv4 Address for dual stack PDN in WLAN on PMIP S2a

The procedure is similar to GTP S2a call flow in clause 8.2.3.2.8.6, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.3.2.8.6.

-
Step 4 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 4 in clause 8.2.3.2.8.6.
8.2.3.2.8.8 UE/TWAN requested Detach Procedure in WLAN on GTP S2a
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Figure 8.2.3.2.8.8-1: UE/ TWAN requested Detach on GTP S2a

1. UE shall detach by DHCPv4 release message, for PDN Type IPv4.

UE shall detach by stateless DHCPv6 message (DHCP Information Request message), for PDN Type IPv6.
UE shall detach by the first DHCP release session, i.e. DHCPv4 release message or stateless DHCPv6 message (DHCP Information Request message), for PDN Type IPv4v6.
For DHCP Information Request message, an indication for detach is included.
The UE MAC address is included in the option of “chaddr”. By the option, UE indicates detach to TWAN.

2-5. TWAN sends delete Session Request to PDN GW, in order to indicate PDN GW for deleting one PDN. The steps 2-5 are same as steps 2-5 in TS23.402 [3] clause 16.3.1.1.
6. Repeat steps 2-5 above for remainder PDNs if multiple PDNs are established.

7.TWAN shall remove the associated contexts corresponding to specific PDN locally, and send Reply message to inform UE of removing associated contexts in the case of DHCPv6.
8. TWAN shall de-authenticate and de-associate the UE at layer 2 according to IEEE STD 802.11-207 [5]. If TWAN requested Detach, the TWAN locally removes the UE contexts and de-authenticates and disassociates the UE at Layer 2 according to IEEE Std. 802.11-2007 [5].
8.2.3.2.8.9 UE/TWAN requested Detach Procedure in WLAN on PMIP S2a
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Figure 8.2.3.2.8.9-1: UE/ TWAN requested Detach on PMIP S2a

The procedure is similar to GTP S2a call flow in clause 8.2.3.2.8.8, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.3.2.8.8.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 5 in clause 8.2.3.2.8.8.
8.2.3.2.8.10
Handover from 3GPP Access to Trusted WLAN Access

8.2.3.2.8.10.1
Handover from 3GPP Access to Trusted WLAN Access on GTP S2a
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Figure 8.2.3.2.8.10.1-1: Handover from 3GPP Access to Trusted WLAN Access on GTP S2a
1-2)
These steps are the same as steps 1-3 in TS 23.402 [3], clause 8.2.2.

3.
In this step, indication on whether the UE indicates its capability (i.e. Rel‑12 SaMOG capability) to the AAA server during the authentication procedure. Based on the UE capability provided by AAA server, the TWAN decides to use L3 trigger.

4.
For IPv4, the UE shall send a DHCPv4 Discover as per IETF RFC 2131 [9], to TWAN with "requested IP address" included in DHCPv4 Discover message (option 50) which are all previously assigned UE IP addresses prior to its handover. TWAN determines IP address preservation by the presence of the "requested IP address" option. APN, PDN Type and downlink GRE key (for alternative 1) shall also be included.
For IPv6, the UE shall send a Stateless DHCPv6 Information request as per IETF RFC3736 [19]) to TWAN with APN, PDN Type and downlink GRE key (for alternative 1) shall also be included. 
5.
The TWAN sends a Create Session Request (APN PDN address, Handover Indication) message to the PDN GW. The PDN Address shall be set according to requested IP address for DHCP request message in step 4 and sent to the PDN GW. The TWAN sets the 'Handover Indication' to allow the PDN GW to re-allocate the same IPv4 address and/or IPv6 address that was assigned to the UE while it was connected to 3GPP IP access and to initiate an IP‑CAN Session Modification Procedure with the PCRF. Both the APN and PDN Address are used by the PDN GW to determine which PDN to establish connectivity for, in the case that the PDN GW supports multiple PDN connectivity.

6)
This steps is same as steps 7A-7B in TS 23.402 [3], clause 8.2.2.

7) The PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN and obtains authorization information from the 3GPP AAA Server. The 3GPP AAA Server decides whether or not to update PDN GW identification according to the UE capability, which has been provided at the authentication phase. If the UE supports IP address preservation, the 3GPP AAA Server shall update PDN GW identity towards the HSS.

8.
The PDN GW responds with a Create Session Response to the TWAN. The Create Session Response contains the IPv4 address and/or the IPv6 address that were assigned to the UE while it was connected to the 3GPP IP access.

9.
GTP tunnel is setup between TWAN and PDN GW.

10a.For DHCPv4, TWAN returns DHCP offer message to UE, TWAG virtual MAC address is included if alternative 2 is used.
10b. For DHCPv6, TWAN returns Reply message to the UE with the following information.
a)
Alternative 1: GRE tunnelling information is included to UE, where GRE tunnel information includes uplink GRE key and UE's local IP address which are allocated by TWAN for tunnelling support in the case of one or multiple PDNs.
b)
Alternative 2: TWAG virtual MAC address is included, and both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN.
11.
UE sends DHCP Request (for DHCPv4) to TWAN, and TWAN returns DHCP Ack message to the UE and UE IP allocated by PDN GW.

a)
Alternative 1: GRE tunnelling information is included to UE, where GRE tunnel information includes uplink GRE key and UE's local IP address  which are allocated by TWAN for tunnelling support in the case of one or multiple PDNs.

b)
Alternative 2: Both UE and TWAN maintain the relations of TWAG virtual MAC address and associated UE information, including IMSI, APN, UE IP address.

12. UE may send RS message to request IPv6 address with the following information:

· Alternative 1: 

RS message is encapsulated by the GRE key which is allocated in step 10. 

· Alternative 2: 

RS message is sent with unicast TWAG virtual MAC address[16] which is allocated in step 10.

13. TWAN send RA message to IPv6 address with above the following information:

· Alternative 1: 

RA message is encapsulated by the GRE key which is allocated in step 10. 

· Alternative 2: 

RA message is sent with unicast TWAG virtual MAC address[16] which is allocated in step 10.

When PDN type is IPv4, steps 10a and 11 apply.


When PDN type is IPv6, steps 10b, 12 and 13 apply.


When PDN type is IPv4v6, there are two following cases:

-
Alternative 1:

(a)
If UE requests IPv4 address first, TWAN shall implement steps 10a and 11, return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send DHCPv6 Information Request message encapsulated by the GRE key which is allocated in step 11 to TWAN, TWAN shall implement steps 10b, 12 and 13, which are encapsulated by the GRE key which is allocated in step 11.

(b)
If UE requests IPv6 address first, TWAN shall implement steps 10b, 12 and 13, return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message encapsulated by the GRE key which is allocated in step 10b to TWAN, TWAN and UE shall implement steps 10a and 11 which are encapsulated by the GRE key which is allocated in step 10b.

-
Alternative 2:

(a)
If UE requests IPv4 address first, TWAN shall implement steps 10a and 11, return IPv4 address to UE. Subsequently, when UE requests IPv6 address, it shall send DHCPv6 Information Request message with TWAG virtual MAC address which is allocated in step 10a to TWAN, TWAN shall implement steps  10b, 12 and 13.

(b)
If UE requests IPv6 address first, TWAN shall implement steps 10b, 12 and 13, return IPv6 address to UE. Subsequently, when UE requests IPv4 address, it shall send DHCP discovery message with TWAG virtual MAC address which is allocated in step 10b to TWAN, TWAN and UE shall implement steps 10a and 11.


Both uplink and downlink GRE key corresponds to the specific PDN. And subsequently, user data for the PDN shall be encapsulated by corresponding GRE tunnel.
13.
For connectivity to multiple PDNs, the UE establishes connectivity to all the remain PDNs that are being transferred from 3GPP access besides the PDN, and steps 3 to 12 are repeated for per PDN, with the following exception:
-
Handover indication isn't included in step 5.

14.
The PDN GW shall initiate the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in clause 5.6.2.2 in TS 23.402 [3] for PMIP S5/S8 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401 [6], clause 5.4.4.1 for GTP-S5/S8.
8.2.3.2.8.10.2
Handover from 3GPP Access to Trusted WLAN Access on PMIP S2a
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Figure 8.2.3.2.8.10.2-1: Handover from 3GPP Access to Trusted WLAN Access on PMIP S2a
The procedure is similar to GTP S2a call flow in clause 8.2.3.2.8.10.1, with the following differences:

-
Step 5 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 5 in clause 8.2.3.2.8.10.1.

-
Step 8 is a Proxy Binding Acknowledgement. The parameters in t he Proxy Binding Acknowledgement message are same as step 8 in clause 8.2.3.2.8.10.1.

* * *Sixth Change * * * 
8.2.3.4
Evaluation

Editor's note:The fulfilment to the requirements in clause 8.1 as well as simplicity of implementation in the UE should be evaluated.

The following aspects are considered and evaluated for the solution:
i) Impacts to existing network deployment:

a)
There is no requirement for WLAN APs compared to Rel‑11.

b)
For TWAG, it shall support DHCP enhancement, EAP enhancement, and the association of IPv4 session and IPv6 session for same PDN for dual stack scenario.

ii) Impacts to UE:

a)
For UE, it shall support DHCP enhancement, EAP enhancement, and the association of IPv4 session and IPv6 session for same PDN for dual stack scenario.

NOTE 1:
Required the support of Stateful DHCP as described in RFC 3315 with also the 3GPP vendor specific extensions . Optionally, stateful DHCPv6 is not required, while DHCPv4/stateless DHCPv6 is used as the signalling protocol and SLAAC is used for the configuration of IPv6 address.
NOTE 2:
Required additional security support for DHCP Force renew as described in RFC 3203 and RFC 6704.

NOTE 3:
The IPv4 and IPv6 sessions association for dual-stack support is common to all SaMOG proposed solutions and is not specific to Solution 3.

a)
UE is required to support GRE-over-IP encapsulation if alternative 1 is used.

iii) Impacts to 3GPP protocols/extensions (e.g. EAP AKA'):


The following protocols are extended:
a)
UE network capability negotiation is enhanced for EAP protocol.

b)
Session Management (APN, PDN type, GRE tunnel information(for alternative 1), UE IP), is enhanced for DHCP protocol.

c)
3GPP Vendor-specific Information can be used for enhanced information in DHCP protocol.
iv) Impacts to protocols defined by other SDOs (e.g. DHCP):


No impact on other SDOs.

v) Control plane

a)
The latency/load can increase in the following procedures:

1)
For first PDN and handover procedures, EAP (once for first PDN) and DHCP messages are implemented.

2)
For additional PDN, DHCP messages are implemented.

b)
There is no impact on other network element, e.g. AAA signalling etc.

vi) Compliance to clause 8.1 SaMOG phase-2 system requirements:

a)
Co-existence with Rel‑11 SaMOG

b)
Support for IP address preservation during handover

c)
Simultaneous support for S2a EPC-routed and NSWO; support of simultaneous multiple PDNs

vii) Other functional limitations:



There is no other functional limitation.

End of changes
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