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Abstract of the contribution: In this paper, we analyse how to integrate PLMN selection into solution 3. 
1. Discussion
1.1  Preferred service providers identifier in solution 3
In solution 3, The enhanced ISRP/ISMP are considered for WLAN selection, with additional preferences such as preferred service providers using realm. Although realm is good identity for preferred service provider, there are some issues on using realm on this release were raise:

· For current Hotspot 2.0 specificaiton and deployment guideline, there are two way to provided service operator identifier: 3GPP Cellular Information (PLMN), and Realm. Realm is used as service provider identifier mainly for to the home service providers which authenticate a mobile device having username / password or certificate credentials, but it can be used as alternative option for USIM base if not 3G Cellular network info is absent. 

· Per latest Hotspot 2.0 definition, the UE can send “NAI Home Realm Query” to identify the WLAN through which can access the service provider who can authenticates UE’s security credential. And the UE only provide the NAI Home Realm Name(s) for which it has credentials. Because current Hotspot2.0 specification support multiple subscription, which is why there is prefer realm list defined in Hotspot 2.0. But for current WLAN-NS work assumption, only one subscription is supported. Therefore the UE’s prefer Realm is the HPLMN’s realm, and UE can using ANQP 3GPP Cellular Information query to derive realm information per TS23.003. 
· Per latest HS2.0 release 2 specification, Home Realm Query may be a security risk for the mobile user as it is transmitting unencrypted NAI realms for which it has security credentials. Therefore, the UE is not required to implement this query. 
Basing on above analysis, and considering 3GPP cellular information ANQP query is main Hotspot 2.0 mechanism for UE to check if the candidate WLAN is a preferred service provider, such as HPLMN or preferred VPLMN, Therefore, we suggest to use PLMN as another possible service provider preference identifier as Realm to be used in the enhanced ISRP/ISMP in solution 3.  
1.2 Introduction of PLMN information to ANDSF

In this paper, we analyse how to integrate PLMN selection information into ANDSF as pre-release 12 ANDSF doesn’t consider WLAN selection basing PLMN preference, as PLMN selection procedure is defined in TS24.234 which is not considered by solution 3. The main aspect of PLMN information is the prioritization between PLMNs which are determined by HPLMN. The PLMN information which will be added into the ANDSF policy should include this PLMN preference.  There are three possible ways to integrated PLMN selection policy into ANDSF as illustrated below with stage 3 examples:
Notes: The following ANDSF MO structure illustrations are examples, it’s up to stage 3 to define the detail leaf structure.  
· PLMNs are prioritized by “AccessNetworkPriority”
The “ServingPLMN” is added inside the “PrioritzedAcess”, as a new leaf specify the PLMN of the SSID. The home operator can prioritize different SSID and PLMN based on a particular time/location with respective “AccessNetworkPriority”.
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Based on the example in solution 3 ,an additional part is illustrated for better understanding of the solution.

Example of enhanced ISRP rule from the H-ANDSF:

· Rule Priority 1: Flow distribution rule for NSWO: Route traffic from YouTube application the following prioritized accesses:

· Access Priority 1: WLAN, SSID = “myOperator” , PLMN = HPLMN
· Access Priority 2: WLAN, any SSID, realm = “example1.com”, minimum backhaul bandwidth = 1000 Kbps

· Access Priority 3: WLAN, any SSID, realm = “example1.com”

· Rule Priority 3: Flow distribution rule for ISMP: Route traffic to specific APN in the roaming cases to the following prioritized accesses: 

· Access Priority 1: WLAN, SSID=“SSID1of VPLMN A”, PLMN = VPLMN A 
· Access Priority 2: WLAN, SSID=“SSID2of VPLMN B”, PLMN = VPLMN B 
· Access Priority3: WLAN, any SSID , PLMN = VPLMN C
Assume a UE has the following active ISRP rule.:

· Rule Priority 1: Flow distribution rule for NSWO: Route traffic from YouTube application the following prioritized accesses:

· Access Priority 1: WLAN, SSID = “myOperator” , PLMN = HPLMN (Preference 101)

· Access Priority 2: WLAN, any SSID, realm = “example1.com”, minimum backhaul bandwidth = 1000 Kbps

· Access Priority 3: WLAN, any SSID, realm = “example1.com”

· Rule Priority 3: Flow distribution rule for ISMP: Route traffic to specific APN in the roaming cases to the following prioritized accesses: 

· Access Priority 1: WLAN, SSID=“SSID1of VPLMN A”, PLMN = VPLMN A (Preference 301)
· Access Priority 2: WLAN, SSID=“SSID2of VPLMN B”, PLMN = VPLMN B (Preference 302)
· Access Priority3: WLAN, any SSID , PLMN = VPLMN C (Preference 303)
Assume also there are the following WLAN networks available:

· WLAN-2: 

· SSID = “myOperator”

· PLMN = HPLMN
· minimum backhaul bandwidth = 500 Kbps

· WLAN-5: 

· SSID = “SSID1of VPLMN A”

· PLMN = VPLMN A
Triggered by the active ISRP/ISMP rule, the UE discovers the available WLAN networks and, for each one, the UE determines the matching Preferences:

· WLAN-1: 

· Matches Preference 201

· WLAN-5:
· Matches Preferences 301
· PLMNs are prioritized by “RulePriority”

The “ServingPLMN” is added in parallel with “PrioritzedAcess”. The home operater prioritizes the roaming partner with the respective “RulePriority”,and specifies the preferable SSIDs( contained in the AccessID) within the specific VPLMN. 


[image: image2.emf]Policy <X>+

RulePriority

PrioritizedAccess <X>+

AccessTechnology

AccessId?(SSID)

ValidityArea

TimeOfDay

UpdatePolicy?

Serving PLMN

SecondaryAccessId?

AccessNetworkPriority

PLMN


· PLMN integrated in Node “ValidityArea”
The “ServingPLMN” is added inside the “ValidityArea”. UE remains to use the rule priority where that validity area is satisfied to associate to the WLAN. Because PLMN information is in validity condition, UE should always query the PLMN info via ANQP, then go to check proritiyaccess rules if PLMN is match.
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For all the alternatives discussed above, when one of the rules becomes active, the SSID(s) and the corresponding PLMN are determined. If there are multiple SSIDs were matched the active rule with highest priority, it will be up to UE or operator implementation to select one SSIDs among those matched SSID.   
2. Proposed Approach

Solution #3: WLAN Selection Based on ANDSF Rules

6.3.1
Overview

This solution describes how a UE selects a WLAN access network (out of many available) based on the preferences included in the “active” ISMP or ISRP rule in the UE. The “active” ISMP / ISRP rule is the rule applied by the UE.

The solution is characterized by the following:
1. The UE (re-)selects a WLAN based on provisioned ISMP / ISRP rules. The WLAN (re-)selection procedure is triggered in the UE after an ISMP / ISRP rule becomes active.

Editor’s Note: How the UE determines the “active” ISMP / ISRP rule is FFS. So, whether the UE prefers HPLMN or VPLMN rules is FFS. 

2. The WLAN selection in the UE is based on the existing (as defined in Rel-11) or enhanced ISMP / ISRP rules. The enhanced ISMP / ISRP rules can include not only SSID preferences but also additional preferences such as realms (i.e. preferred service providers), OUIs, available backhaul bandwidth, connectivity capabilities, etc. The UE can discover the supported realms, bandwidth and other properties of HS2.0 capable WLANs by means of HS2.0 discovery mechanisms (e.g. ANQP). 

3. The enhanced ANDSF should also include the PLMN information. The UE is capable to receive not only the WLAN information of the HPLMN, but also the WLAN information of the preferred VPLMN(s) from the H-ANDSF. The UE selects WLAN based on the priority of these WLAN information, which can be determined by either “RulePriority” or “AccessPriority” values as specified in TS 24.312 [3].It will be up to stage 3 to decide which one to use for PLMN prioritization.
An example of an enhanced ISRP rule is shown below. This example is only provided to aid the understanding of the proposed WLAN selection procedure.

Example of enhanced ISRP rule:

· Rule Priority 1: Flow distribution rule for NSWO: Route traffic from YouTube application the following prioritized accesses:

· Access Priority 1: WLAN, SSID = “myOperator” , PLMN = HPLMN
· Access Priority 2: WLAN, any SSID, realm = “example1.com”, minimum backhaul bandwidth = 1000 Kbps

· Access Priority 3: WLAN, any SSID, realm = “example1.com”

· Rule Priority 2: Flow distribution rule for IFOM: Route traffic to IMS APN to the following prioritized accesses: 
· Access Priority 1: WLAN, any SSID, realm = “example2.com”

· Access Priority 2: 3GPP access
· Rule Priority 3: Flow distribution rule for ISMP: Route traffic to specific APN in the roaming cases to the following prioritized accesses: 

· Access Priority 1: WLAN, SSID=“SSID1of VPLMN A”, PLMN = VPLMN A 
· Access Priority 2: WLAN, SSID=“SSID2of VPLMN B”, PLMN = VPLMN B 
· Access Priority3: WLAN, any SSID , PLMN = VPLMN C
4. For this solution, the WLAN selection procedure does not require the UE to support the I-WLAN and PLMN selection procedures specified in TS 23.234 and TS 24.234. 

6.3.1.1
WLANs that best match the ISMP / ISRP rules

The proposed WLAN selection procedure (see section 6.3.2) requires the UE to identify the available WLANs that best match the active ISMP / ISRP rule. This section explains how the UE can determine these WLANs (the details should be specified by stage-3). 

Assume a UE has the following active ISRP rule. Note that a Preference value is assigned to each preferred access network in the rule. The smaller the Preference value of an access network, the more preferred this access network is. The Preference value is not included in the active rule but is derived by the UE.

Editor’s Note: Whether the UE derives the Preference values as indicated below (i.e. from the Rule Priority and the Access Priority) or with another method is FFS.

· Rule Priority 1: Flow distribution rule for NSWO: Route traffic from YouTube application the following prioritized accesses:

· Access Priority 1: WLAN, SSID = “myOperator”, PLMN = HPLMN (Preference 101)

· Access Priority 2: WLAN, any SSID, realm = “example1.com”, minimum backhaul bandwidth = 1000 Kbps (Preference 102)

· Access Priority 3: WLAN, any SSID, realm = “example1.com” (Preference 103)

· Rule Priority 2: Flow distribution rule for IFOM: Route traffic to IMS APN to the following prioritized accesses: 
· Access Priority 1: WLAN, any SSID, realm = “example2.com” (Preference 201)
· Access Priority 2: 3GPP access
· Rule Priority 3: Flow distribution rule for ISMP: Route traffic to specific APN in the roaming cases to the following prioritized accesses: 
· Access Priority 1: WLAN, SSID=“SSID1of VPLMN A”, PLMN = VPLMN A (Preference 301)
· Access Priority 2: WLAN, SSID=“SSID2of VPLMN B”, PLMN = VPLMN B (Preference 302)
· Access Priority3: WLAN, any SSID , PLMN = VPLMN C (Preference 303)
Assume also there are the following WLAN networks available:

· WLAN-1: 

· SSID = “free-hotspot”

· Realm = “example2.com”

· WLAN-2: 

· SSID = “myOperator”
· PLMN = HPLMN
· minimum backhaul bandwidth = 500 Kbps

· WLAN-3: 

· SSID = “dummyX”

· Realm = “example1.com”

· minimum backhaul bandwidth = 500 Kbps

· WLAN-4: 

· SSID = “dummyY”

· Realm = “example1.com”

· minimum backhaul bandwidth = 2000 Kbps
· WLAN-5: 

· SSID = “SSID1of VPLMN A”

· PLMN = VPLMN A
Triggered by the active ISRP/ISMP rule, the UE discovers the available WLAN networks and, for each one, the UE determines the matching Preferences:

· WLAN-1: 

· Matches Preference 201

· WLAN-2: 

· Matches Preference 101

· WLAN-3: 

· Matches Preference 103

· WLAN-4: 

· Matches Preferences 102, 103

· WLAN-5:
· Matches Preferences 301
The UE then selects the WLAN network that matches the Preference with the smallest value. This is the WLAN access network that best matches the list of preferred access network in the active ISMP / ISRP rule. In the above example, the UE will select WLAN-2. Note that the value of each Preference indicates the relative importance of a WLAN access network with respect to the others. Preference 101 has the highest importance as it corresponds to the flow distribution rule with Rule Priority 1 and Access Priority 1.

It is possible that multiple WLANs best match the preferred WLANs in the active ISMP / ISRP rule. The UE behavior is this case is described in section 6.3.2.

6.3.2
WLAN Selection Based on ANDSF Rules

The proposed WLAN selection procedure is described below: 
1. First, the UE compares the available (discovered) WLANs against the preferred WLANs in the active ISMP / ISRP rule and determines the list of available WLANs that best match the preferred WLANs (section 6.3.1.1 specifies how this can be done). This determination takes into account all preferences in the active ISMP / ISRP rule, including realms, OUIs, PLMN, etc. 
If the active ANDSF rule includes specific preferred SSID, due to then enhanced ANDSF policy rules include PLMN information, the preferred SSID and corresponding PLMN should be determined. But if the match active ANDSF rule doesn’t include specific preferred SSID but other preferred policies, the PLMN should be determined. There is also possibility that multiple SSIDs within same the selected PLMN will match the active rule.
a. When there is only one WLAN that best matches the preferred WLANs, the UE selects this WLAN.

b. When there are multiple WLANs that best match the preferred WLANs,  It will be up to implementation to determine which one as most preferred WLAN within those best match WLAN.
· 

2. If the UE has to perform EAP-AKA authentication over the selected WLAN network (the one selected in the previous step). The UE constructs the NAI that corresponds to the most preferred Service Provider supported by the selected WLAN network.

· Again, the UE uses the list of preferred Service Providers (e.g. PLMNs) provided by the home operator.

3. During power-up the UE is not registered to a PLMN over any access and thus (according to the current specifications) it has no active ISMP / ISRP rule. However, in order to enable WLAN selection with the enhanced ISMP / ISRP rules during power-up, one of the ISMP / ISRP rules provisioned by the HPLMN can be considered active during power-up. This way, the WLAN selection procedure described above can also be applied during power-up.

Editor’s Note: How the UE selects a WLAN after it recovers from WLAN signal loss is FFS. The procedure described for power-up could also apply in this case.
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