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Abstract of the contribution: This paper proposes to add a scenario in order to identify the requirement for GTP-C overload control.
DISCUSSION

The network is typically designed and engineered to user demands. However, it is not economical and often not possible to dimension a network for extreme load peaks, which can lead to overload in the network. These sudden increases of load can be caused by various reasons, e.g., emergency-induced call volume, flash crowds generated by the popular TV show or even denial of service attacks. On the other hand, with the rapidly growing usage of smartphone and multimedia applications, the traffic related to the smartphone and the multimedia applications is different from that of the traditional user and applications. The new traffic combined with the characteristics of burst will cause a significant load on the core network. Therefore, the analysis of overload scenario and overload control related to the new traffic is necessary. 
PROPOSAL

4.x
Scenario x: GTP-C Overload due to flood of bearer activation or modification requests
Scenario-A: in recent years, the growth of smartphone user is extremely high. As a feature of the smartphone, a user can improve user experience by installing various applications. Thus two or more applications can simultaneously yet independently start packet connection, e.g., the user who is surfing the Internet may initiate a SIP call or receive a SIP call. In this case, the dedicated bearer related to the SIP call is activated based on the “Dedicated bearer activation” procedure specified in TS 23.401 section 5.4. This procedure is different from that of 2/3G network, where the voice is carried in the CS while the data traffic is carried in the PS. 

Scenario-B: with the rapidly growing usage of multimedia applications, a user can adopt a multimedia session based on a dedicated bearer. The dedicated bearer may be modified by user/network due to the user preference/network policy. In this case, the dedicated bearer is modified based on the “Bearer modification” procedure specified in TS 23.401 section 5.4.

In both cases, the PGW sends a CBR/MBR request to the SGW, which further forwards the CBR/MBR to the MME. Normally, the capacity of MME is designed to be able to handle the traffic received from PGW. However under catastrophic or special events, the MME may receive a sudden increase of traffic from PGW in a short period which may be an order of magnitude higher than normal traffic, and may be overloaded. For example, (1) When disaster occurs, people tend to try to perform voice call to contact their family or friends. If UEs are connected before the voice calls are performed, the MME will receive a sudden increase of CBRs and tends to be overloaded; (2) When hot event occurs, witnesses may try to update their established bearers simultaneously in order to make their report lively, such as changing the voice to the video. In this case, MME may receive a sudden increase of MBRs and tends to be overloaded; (3) Denial of service attacks. When affected by the mobile virus or malicious users, the UEs may frequently activate or modify the bearer, which causes the MME to receive a large amount of CBR/MBRs and to be overloaded. 

The (E)MM/(E)SM back-off timers enable MME to perform local overload control. However, the (E)MM/(E)SM back-off timers cannot control overload effectively in these cases. This is because PGWs may forward lots of CBR/MBRs to a MME in a short period caused by disaster/hot event/attacks. By using the (E)MM/(E)SM back-off timers, the MME can only control overload until overload occurs.
When overload occurs, the overloaded MME can reject CBR/MBRs by sending the response code (No Resource Available) as specified in TS 29.274. However, the rejection may also consume the processing resource of the overloaded MME and degrade the performance of MME. On the other hand, PGW and SGW will waste resource on forwarding CBR/MBRs which will finally be rejected by the overloaded MME. 

Therefore, if PGW/SGW were to be aware of MME’s load level then overload control could be executed at the PGW/SGW.
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