SA WG2 Temporary Document

Page 11

3GPP TSG SA WG2 Meeting #94
TD S2-124772
12 – 16 November, New Orleans, USA

Source:
Nokia Siemens Networks, NEC, Panasonic
Title:
EAP based solution for SaMOG phase 2
Document for:
Approval
Agenda Item:
8.10
Work Item / Release:
FS_SaMOG / Rel-12
Abstract of the contribution: This contribution proposes an EAP based solution for SaMOG phase 2.
Introduction
This contribution proposes an EAP based solution for SaMOG phase 2. More specifically it proposes that all 3GPP specific signaling between the UE and the network is carried within EAP signaling. Other solutions (e.g. solution 1 in section 8.2.1) use EAP to transfer the necessary signaling elements during initial attach, but for additional PDN connection establishment and release, other signaling mechanisms (e.g. DHCP) are proposed. The drawback of this type of solutions is that they require extension of more than one protocol. 

The solution presented in this paper is based on defining a new attribute for EAP to transfer 3GPP specific information (e.g. APN, handover indication) between the UE and the network. This type of new attribute for EAP is also needed if EAP is used to create the first PDN connection at initial attach, but other mechanisms are used for creating additional PDN connections. The solution works in the following way.
1) How the UE triggers the creation of the new PDN Connections:

The assumption is that the UE has already authenticated to the TWAN. When a new PDN Connection needs to be created the UE sends an IEEE 802.1X EAPOL Start message to the authenticator. The authenticator responds, as it must, with EAP-Request/Identity. The UE responds to this as expected for a re-authentication. The UE indicates the APN and other 3GPP specific parameters within the EAP-Response/AKA’-Reauthentication and EAP-Response/AKA’-Challenge messages in a new EAP attribute. 

2) How the EAP-Server indicates the support for the functionality described in this solution:

The network can indicate the support for the functionality described in this solution within EAP-Request/AKA’-Reauthentication and EAP-Request/AKA’-Challenge messages in a new EAP attribute.

3) How the network indicates to the UE that the creation of the new PDN Connection failed.

A new AT_NOTIFICATION notification code has to be defined. This code is sent by the EAP-server in EAP-Request/AKA’-Notification to the UE. The general rule is that both S and P bits must be set to 0, i.e. indicating an error after a successful authentication, because the APN & PDN specific authorization failed.

4) How the network indicates to the UE that the creation of the PDN succeeded:

A network specific information prior to or during the PDN Connection establishment is sent to the UE using a success indicating EAP-Request/AKA’-Notification (such as VLAN tags, selected APN). 
5) How the UE or the network initiates a deletion of the PDN Connection.

A UE can also trigger the release of a PDN connection using the (fast) re-authentication mechanism. The UE acts like in case 1) but sends different values within the messages to the network. The network initiated PDN Connection release is done by the network requesting a (fast) re-authentication. The indication that the PDN connection is released is included in the EAP-Response/AKA’-Reauthentication or EAP-Response/AKA’-Challenge messages. 

The mechanism proposed does not depend on the selected user plane mechanism selected for SaMOG phase 2 as transporting EAP messages is possible in all of the anticipated solutions. Moreover, as the capability indication from the network side is possible, the support for additional PDN connection establishment can also be optional.
Proposal

It is proposed to add a new solution to TR 23.852 as shown below:
****** 1st Change ******
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8.2.x
Solution x: EAP based signalling solution
8.2.x.1
Functional Description
In this solution all 3GPP specification signaling between the UE and the network is carried within EAP signaling. This solution is based on defining a new attribute for EAP to transfer 3GPP specific information (e.g. APN, handover indication) between the UE and the network. This type of new attribute for EAP is also needed if EAP is used to create the first PDN connection at initial attach, but other mechanisms are used for creating additional PDN connections as it is described e.g. in solution 1 (section 8.2.1). The solution works in the following way.

1) How the UE triggers the creation of the new PDN Connections:

The assumption is that the UE has already been authenticated to the TWAN. When a new PDN Connection needs to be created the UE sends an IEEE 802.1X EAPoL Start message to the authenticator. The authenticator responds, as it must, with EAP-Request/Identity. The UE responds to this as expected for a re-authentication. The UE indicates the APN and other 3GPP specific parameters within the EAP-Response/AKA’-Reauthentication and EAP-Response/AKA’-Challenge messages in a new EAP attribute. 

2) How the EAP-Server indicates the support for the functionality described in this solution:

The network can indicate the support for the functionality described in this solution within EAP-Request/AKA’-Reauthentication and EAP-Request/AKA’-Challenge messages in a new EAP attribute.

3) How the network indicates to the UE that the creation of the new PDN Connection failed:
A new AT_NOTIFICATION notification code has to be defined. This code is sent by the EAP-server in EAP-Request/AKA’-Notification to the UE. The general rule is that both S and P bits must be set to 0, i.e. indicating an error after a successful authentication, because the APN & PDN specific authorization failed.

4) How the network indicates to the UE that the creation of the PDN succeeded:

A network specific information prior to or during the PDN Connection establishment is sent to the UE using a success-indicating EAP-Request/AKA’-Notification (such as VLAN tags, selected APN). 

5) How the UE or the network initiates a deletion of the PDN Connection.

A UE can also trigger the release of a PDN connection using the (fast) re-authentication mechanism. The UE acts like in case 1) but sends different values within the messages to the network. The network initiated PDN Connection release is done by the network requesting a (fast) re-authentication. The indication that the PDN connection is released is included in the EAP-Response/AKA’-Reauthentication or EAP-Response/AKA’-Challenge messages. 

The mechanism proposed does not depend on the selected user plane mechanism selected for SaMOG phase 2 as transporting EAP messages is possible in all anticipated solutions. 

As the capability indication from the network side is possible, the implementation of supporting additional PDN connection establishment in the network can also be optional. As there might be deployments where the additional PDN connection support is not needed, it is proposed to make this feature optional in the specification, however the proposed solution can also be specified in a way that the support of additional PDN creation in the network is mandatory.
8.2.x.2
Procedures
8.2.x.2.0
General
8.2.x.2.0.1
Protocol stack
The authentication procedure used in this solution follows the Authentication and key agreement procedures specified in section 6 of TS 33.402 [y]. Beyond the proposed additional parameters no other change is needed.
Figure 8.2.x.2.0.1-1 shows the protocol stack that can be used together for authentication, capability negotiation and signaling for PDN connection management.
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Figure 8.2.x.2.0.1-1 Protocol stack for authentication related signalling
3GPP access authentication based on EAP-AKA’ as defined in IEEE RFC 5448 [x] (together with still necessary, 3GPP defined extensions) is performed end-to-end between UE and 3GPP AAA Server. Between UE and the TWAN/authenticator the information is transported over EAPoL (see IEEE 802.1X [5]). Between TWAN/authenticator and 3GPP AAA Server the EAP-AKA’ payload is transported within Diameter messages. The following information is assumed to be exchanged newly, i.e. in addition to Rel. 11:

- handover indication (from UE to NW);

- APN (requested one from UE to NW, selected one from NW to UE):

- success/failure of PDN connection request (from NW to UE):

- PDN connection identifier (from NW to UE at PDN connection establishment or teardown. from UE to NW at PDN connection teardown)
- User plane connection identifier (e.g. VLAN tag)
However the solution is not limited in transferring the above listed parameters, other parameters could also be sent.
Some examples how EAP procedures can be used for sending session management information between the UE and TWAN are presented. The principle is that the TWAN can read the parameters sent by the UE from EAP messages, but cannot modify them. This is possible as during EAP-AKA’ the EAP messages are integrity protected, but not encrypted. When the TWAN needs to send a parameter to the UE, it inserts it in the Diameter message sent to the 3GPP AAA server and then the 3GPP AAA server moves the received parameter from the Diameter message to the consecutive EAP message.
8.2.x.2.0.2
Signaling information from UE to the network
In Figure 8.2.x.2.0.2-1 an example is presented how the UE can send the requested APN to the TWAN during a fast re-authentication when a new PDN connection is established and how the network can send back the selected APN to the UE. Other session management parameters (e.g. handover indication, VLAN tags) can be sent in a similar manner
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Figure 8.2.x.2.0.1-1 Sending the requested APN to the TWAN
· Step 0. The UE triggers a new EAP authentication.
.Editor’s Note: 
It is FFS how the UE can trigger a new authentication, especially if IEEE 802.1X EAPoL Start message can trigger a new EAP authentication.
· Step 1-3: These steps are performed as in 3GPP TS 33 402 [y].
· Step 4: The UE adds the requested APN (and other session management parameters) into the EAP message into a new EAP information element. The TWAN reads the requested APN from the EAP message and adds the selected APN (and other session management parameters including the indication of success or failure of the PDN connection establishment) as a Diameter information element to the Diameter message sent to the 3GPP AAA server. Note that the requested APN is not removed from the EAP message as the TWAN cannot modify the EAP message.
· Step 5: The 3GPP AAA server extracts the selected APN from the Diameter message and inserts it into the EAP message in a new information element. Note that the 3GPP AAA server ignores the requested APN received in the EAP message and does not interpret the selected APN received in Diameter, it just copies the Selected APN value from the received Diameter message into the EAP message to be sent. The UE receives the selected APN (and other session management parameters) within the EAP message.
· Step 6-7: these steps are performed as in 3GPP TS 33 402 [y].
8.2.x.2.0.3
Signaling information from the network to the UE
In Figure 8.2.x.2.0.3-1 an example is presented how the network can send an indication to the UE that a PDN connection is released during a fast re-authentication. Other parameters (e.g. handover indication) can be sent in a similar manner.
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Figure 8.2.x.2.0.3-1 Sending the PDN connection release to the UE
· Step 1-2a: These steps are performed as in 3GPP TS 33 402 [y]. 

· Step 2b-2c: The TWAN adds the indication of the PDN connection release into the Diameter message within a Diameter information element. This indication shall contain an identifier of the release PDN connection to be released. 
· Step 3a: The 3GPP AAA server extracts the Release Indication from the Diameter message and inserts it into the EAP message in a new information element. Note that the 3GPP AAA server does not interpret the Release Indication, it just copies it from the received Diameter message into the EAP message. 

· Step 3b-3c: The UE receives the Release Indication within the EAP message. 

· Step 4-8: These steps are performed as in 3GPP TS 33 402 [y]. After the successful EAP procedure the UE shall consider the PDN connection released.
In the procedures described below the principles presented in this section are used to carry session management information within EAP signaling, but for the sake of simplicity the details are not presented within the procedures.
8.2.x.2.1
Initial Attach in WLAN on S2a

The initial attach procedure is the same as (or similar to) the initial attach procedure described in section 8.2.1.2 with the following addition:

In step 2 of Figure 8.2.1.2.1.1-1 during the EAP authentication within the capability indication the TWAN shall also indicate if it supports the creation of additional PDN connections or a simultaneous NSWO connection. This additional capability indication is only needed if the support of additional PDN connections or simultaneous NSWO connection creation is optional.

8.2.x.2.2
UE-Initiated Connectivity to Additional PDN in WLAN on S2a

8.2.x.2.2.1
UE-Initiated Connectivity to Additional PDN in WLAN on GTP S2a

This procedure is used to create additional PDN connections or when the UE is authenticated to the network (via EAP-AKA’) and has a NSWO session.
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Figure 8.2.x.2.2.1-1 UE-Initiated Connectivity to Additional PDN in WLAN on GTP S2a
The procedure is as in section 8.2.1.2.1.1 (Initial Attach in WLAN on GTP S2a for solution 1) with the following additions:

· Step 0: The precondition of this procedure is that the UE has valid authentication with the TWAN. The UE might have an existing PDN connection or might use NSWO capability of the TWAN. 

· Step 1. The UE triggers a new EAP authentication by sending an IEEE 802.1X EAPoL Start message to the authenticator.

· Step 2. An EAP authentication is performed using Fast Reauthentication is performed if possible, otherwise a full authentication is performed. The UE indicates the APN and other 3GPP specific parameters within the EAP-Response/AKA’-Reauthentication and EAP-Response/AKA’-Challenge messages in a new EAP attribute in a similar way as it is indicated during initial attach.

· Step 8: After the successful PDN connection establishment the EAP procedure is completed. Within this step the TWAN sends back information about the established PDN connection (e.g. success indication, necessary user plane parameters, such as VLAN tag). 
· During the procedure a new virtual point-to-point between the UE and the TWAG is created for the new PDN connection (on NSWO session). When and how this is performed depends on the mechanism used for point-to-point link creation.

8.2.x.2.2.2
UE-Initiated Connectivity to Additional PDN in WLAN on PMIP S2a

The required additions to the procedure are the same as the ones described for GTP S2a (see previous section) as the proposed additions to the EAP procedures do not depend on the protocol used over S2a.
8.2.x.2.3
Handover procedure between 3GPP access and WLAN on S2a

8.2.x.2.3.1
Handover from 3GPP access to WLAN on GTP S2a
This procedure is used to hand over a PDN connection from 3GPP access to WLAN on GTP S2a. If multiple PDN connections are handed over then this procedure is invoked for each PDN connections separately. 
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Figure 8.2.x.2.3.1-1 Handover from 3GPP access to WLAN on GTP S2a
During the steps of Figure 8.2.x.2.3.1-1 the following should be taken into account:

· Step 0: The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5/S8 interface.

· Step 1: If the UE has no valid authentication with the TWAN, i.e. the UE has neither a PDN connection nor a NSWO connection then this step is the same as step 1 of 8.2.x.2.1.1-1. If the UE has a valid authentication with the TWAN either due to the UE having an existing PDN connection or using NSWO capability of the TWAN, then this step is the same as step 1 of 8.2.x.2.2.1-1.

· Step 2: As step 2 in 8.2.x.2.2.1with the following addition: the UE indicates handover via EAP to the 3GPP AAA Server.

· Step 3: The same as step 3-15 in 8.2.x.2.2.1 with the addition that handover is performed: the handover indication is set in the Create Session Request to allow the PDN GW to re-allocate the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP IP access and to initiate a PCEF-Initiated IP CAN Session Modification Procedure with the PCRF.
· Step 4: The PDN GW shall initiate the PDN GW Initiated PDN Disconnection procedure in 3GPP access as defined in TS 23.402 subclause 5.6.2.2 or the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401, subclause 5.4.4.1.

8.2.x.2.3.2
Handover from 3GPP access to WLAN on PMIP S2a

The required additions to the procedure are the same as the ones described for GTP S2a (see previous section) as the proposed additions to the EAP procedures do not depend on the protocol used over S2a.
8.2.x.2.3.3
Handover from TWAN to 3GPP access

This procedure can be performed as specified in 3GPP TS 23.402 [3]. Solution specific changes are needed when after the handover the PGW initiates the removal of the resources in the TWAN. These changes can be found in section 8.2.x.2.4.
8.2.x.2.4
PDN GW initiated Resource Allocation Deactivation

8.2.x.2.4.1
PDN GW initiated Resource Allocation Deactivation in WLAN on GTP S2a

This procedure applies when the PDN GW would like to release a PDN connection. 
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Figure 8.2.x.2.4.1-1 PDN GW initiated Resource Allocation Deactivation in WLAN on GTP S2a

During the steps of Figure 8.2.x.2.4.1-1 the following should be taken into account:

· Step 3: An EAP authentication is triggered by the TWAN. Preferably a Fast Reauthentication is performed, but if it is not possible due to any reason then a full authentication is performed. The TWAN indicates that it requests a release of an existing PDN connection within the EAP-Request/AKA’-Reauthentication and EAP-Request/AKA’-Challenge messages in a new EAP attribute.
NOTE: 
Step 3 and steps 4 and 5 can be performed simultaneously.

4.2
PDN GW initiated Resource Allocation Deactivation in WLAN on PMIP S2a

The required additions to the procedure are the same as the ones described for GTP S2a (see previous section) as the proposed additions to the EAP procedures do not depend on the protocol used over S2a.
8.2.x.2.5
TWAN requested PDN Disconnection Procedures

8.2.x.2.5.1
TWAN requested PDN Disconnection Procedure in WLAN on GTP S2a

This procedure applies when multiple PDN connections have been established or when the UE has at least one PDN connection and simultaneously uses NSWO. 
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Figure 8.2.x.2.4.1-1 TWAN initiated Resource Allocation Deactivation in WLAN on GTP S2a

During the steps of Figure 8.2.x.2.3.1-1 the following should be taken into account:

· Step 2. An EAP authentication is triggered by the TWAN. Preferably a Fast Reauthentication is performed, but if it is not possible due to any reason then a full authentication is performed. The TWAN indicates that it requests a release of an existing PDN connection within the EAP-Request/AKA’-Reauthentication and EAP-Request/AKA’-Challenge messages in a new EAP attribute.
NOTE: 
An NSWO session that is simultaneously used with PDN connection(s) can also be terminated in this way. If the NSWO offload session is terminated then steps 3-6 are not performed.
8.2.x.2.5.2
TWAN Initiated Detach and requested PDN Disconnection Procedure in WLAN on PMIP S2a

The required additions to the procedure are the same as the ones described for GTP S2a (see previous section) as the proposed additions to the EAP procedures do not depend on the protocol used over S2a.
8.2.x.2.6
UE requested PDN Disconnection Procedures

8.2.x.2.6.1
UE requested PDN Disconnection Procedure in WLAN on GTP S2a

This procedure applies when multiple PDN connections have been established or when the UE has at least one PDN connection and simultaneously uses NSWO. 
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Figure 8.2.x.2.6.1-1 UE requested PDN Disconnection Procedure in WLAN on GTP S2a
During the steps of Figure 8.2.x.2.3.1-1 the following should be taken into account:

· Step 1. The UE triggers a new EAP authentication.
.Editor’s Note: 
It is FFS how the UE can trigger a new authentication, especially if IEEE 802.1X EAPoL Start message can trigger a new EAP authentication.
· Step 2. An EAP authentication is performed. Preferably a Fast Reauthentication is performed, but if it is not possible due to any reason then a full authentication is performed. The UE indicates that it requests a release of an existing PDN connection within the EAP-Response/AKA’-Reauthentication and EAP-Response/AKA’-Challenge messages in a new EAP attribute.
NOTE: 
An NSWO session that is simultaneously used with PDN connection(s) can also be terminated in this way. If the NSWO offload session is terminated then steps 3-6 are not performed.
· Step 3-6: Step 3 is triggered by the PDN connection release request indication received in step 2. 
8.2.x.2.6.2
UE requested PDN Disconnection Procedure in WLAN on GTP S2a on PMIP S2a

The required additions to the procedure are the same as the ones described for GTP S2a (see previous section) as the proposed additions to the EAP procedures do not depend on the protocol used over S2a.
8.2.x.2.7
Detach Procedures

There is nothing special in the detach procedures, they are in principle the same as specified in TS 23.402 [3] for Trusted Non-3GPP Access Networks. If the detach procedure requires to perform PDN connection release procedures then the procedures described above are applicable.
8.2.x.3
Impacts on existing nodes or functionality
Editor's Notes: Impacts to UE and network elements within TWAN as well as EPC to support backward compatibility and co-existence with Rel-11 in this subclause.
The UE shall support an enhanced EAP-AKA’ scheme with new attributes in EAP messages.

The 3GPP AAA server shall support:

- an enhanced EAP-AKA’ scheme with new attributes in EAP messages; 

- additional Diameter AVP for parameters sent from TWAN to the UE.
NOTE:
The 3GPP AAA server does not process the new parameters, their values are simply ignored or copied between messages.
8.2.x.4
Evaluation
Editor's Notes: The fulfilment to the requirements in Subclause 8.1 as well as simplicity of implementation in the UE should be evaluated.

****** End of Changes ******
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