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1 Introduction
It is proposed to add following solution in 23.852.
2 Proposal

8.2.x
Solution x
8.2.x.1
Functional Description: Overview

A (TWAN) connectivity service refers to an individual PDN connection or to a NSWO access established for an UE over a TWAN access.

This solution is characterized by following main attributes:
· User plane: Use of Layer 2 multiplexing allowing to disambiguate flows of an UE that belong to different TWAN connectivity services for this UE but that may correspond to the same IP address, e.g. due to overlapping IPv4 PDN addresses between different simultaneous PDN connections.
· Connection related Control Plane (between UE and TWAG): The protocol on this control plane must be able to setup/maintain/release any PDN connection (or NSWO access if required) among multiple connections. Technically, Stateful DHCP (with modifications to carry the relevant parameters) could support this capability but it is not commonly implemented in terminals, and even if it were, it is not desirable to modify such layer. This is why a dedicated TSM (TWAN Session Management) protocol is proposed between the UE and the TWAG.
Regardless of whether stateful DHCP or a dedicated TSM is used, the Connection related control Plane interface between the UE and the TWAG: 

· Allows the UE to set-up (or hand-over) and release a specific PDN connection possibly to a specific APN

· Allows the UE to set-up, and release the NSWO access if required.

· Allows an UE to have multiple simultaneous (TWAN) connectivity services

· Allows the TWAG to release any individual connectivity service (e.g. PDN connection, or NSWO access if required) w/o releasing the others
· Allows the UE to indicate the desired connectivity service (NSWO access/ PDN connection to a specific APN), whether an initial attach or a handover is required, the PDN type, the PCO, signalling low priority indication, etc.
· Does not need to support bearer related procedures as 24.301 ESM.
· UE-Network capability exchange: it is needed for the UE (resp. the TWAG) to know which of the SAMOG phase 2 features the TWAG (resp. the UE) supports. As this capability exchange is UE related, the exchange of capabilities is carried out via EAP-AKA and AAA protocols during the phase of UE Authentication and Authorization to the TWAN. 
8.2.x.2
Functional Description: User plane

8.2.x.2.1 Overview

Due to the possibility of several PDN GWs to allocate the same private IP(v4) address to an UE (or to a PGW to allocate the same private IP(v4) address to an UE as used by this UE for NSWO), an user plane connection identifier is introduced at the user plane interface between the UE and the TWAG to identify a (TWAN) connectivity service i.e. a PDN connection or a NSWO access.

Following user plane identifiers are possible with the solution, based on per PDN Connection/NSWO access Virtual Point-to-Point Link Model: 

· distinct VLAN ID

· distinct layer 2 TWAG MAC addresses
Editor's Notes: For the specification phase only one of these alternatives should be defined. 

As there is no need to manage bearers over the WLAN access, the user plane connection identifier at the user plane interface between the UE and the TWAG, maps to a whole PDN connection. When different GTP-u bearers are used on S2a for a given PDN connection, the same mechanism than for SAMOG Rel11 is used to determine the GTP-u bearer to be used to carry a given packet i.e. the usage of UL-TFT at the TWAG and DL-TFT at the PGW. 

NOTE: the figures of the next sections depict the case of a PDN connection using a single bearer over S2a. 

8.2.x.2.2 Per PDN connection/NSWO access Virtual Point-to-Point Link Model based on distinct VLAN ID
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 Figure 8.2.x.2.2 -1: Point-to-point link model for PDN connection and NSWO access based on distinct VLAN ID

In this link model the virtual point-to-point link required to transport traffic for a given PDN connection, or for Non-Seamless WLAN Offload (NSWO) is realized via the TWAG reserving a distinct VLAN ID that uniquely (on a per-UE basis) corresponds to a TWAN connectivity service (PDN connection or NSWO access). These distinct VLAN ID's are negotiated on the UE-TWAG interface via the TSM. As the VLAN-ID is defined per UE, only a maximum of 11 PDN connections + 1 = 12 NSWO VLAN ID's are needed. On the TWAG side, a VLAN corresponds to the couple (VLAN ID, UE MAC address). 
As depicted in the Figure 8.2.x.2.2 -1, the virtual point-to-point link corresponding to a given connectivity service is realized as follows: enforcing forwarding of uplink and downlink IP packets between distinct PDN connections and NSWO access into their corresponding VLANs via marking layer 2 frames conveying these IP packets with the appropriate VLAN ID.
· The VLAN marking is performed over the IEEE Std 802.11 air link per 802.11 appendix M and the solution relies on this information to be carried un-modified to the TWAG.) 

· As described in 23.402 §16, the WLAN AN enforces upstream and downstream forced-forwarding between the UE's WLAN IEEE 802.11 association and the TWAG. The way this forced-forwarding is enforced ensures that the VLAN ID used to multiplex TWAN connectivity services is in a different protocol stack layer than VLAN ID potentially used on the transport interface between the UE and the TWAG.

The solution works as described in section 8.2.2.1.1.1 but for following points:

· The VLAN tag used on the interface between the UE and the TWAG to identify a given connectivity service (a PDN connection or a NSWO service) is negotiated between the UE and the TWAG at the set-up of the PDN connection.

· Hence multiple PDN connections to the same APN are supported (as they correspond to different VLAN tags)
8.2.x.2.3
Per PDN connection/NSWO access Virtual Point-to-Point Link Model based on distinct layer 2 TWAG MAC addresses
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 Figure 8.2.x.2.3-1: Point-to-point link model for PDN connection and NSWO access based on distinct layer 2 TWAG MAC addresses

In this link model the virtual point-to-point link required to transport traffic for a given PDN connection, or for a Non-Seamless WLAN Offload (NSWO) access is realized via the TWAG reserving a distinct MAC address that uniquely (on a per-UE basis) corresponds to an APN or a NSWO access. These distinct layer 2 MAC addresses are configured on the TWAG interface, i.e., the TWAG can receive and send layer 2 frames from each of these MAC addresses. The UE only requires a single MAC address on its side.
As depicted in Figure 8.2.x.2.3-1, the virtual point-to-point link is realized via enforcing a forced forwarding of uplink and downlink IP packets respectively to and from the corresponding layer 2 TWAG MAC address located in the layer 2 header of the frame containing the IP packets. 
Otherwise the solution works as described in section 8.2.2.1.1.1 but for following points:

· The TWAG MAC address used on the interface between the UE and the TWAG to identify a given connectivity service (a PDN connection or a NSWO service) is negotiated between the UE and the TWAG at the set-up of the PDN connection.

Editor's Notes: When a TWAG MAC address identifies an APN then multiple PDN connections to the same APN is not supported. When each TWAG connectivity service is identified by a distinct MAC address then multiple PDN connections to the same APN may be supported. The latter approach may mean a lot of MAC address to manage at the TWAG and is FFS
.
Editor's Notes: For uplink broadcasts signalling (e.g. IPv6 RS, IPv6 ND, ARP, and service discovery requests (e.g. DLNA)) generally sent using a L2 (MAC) broadcast address:  
· when the destination MAC address used over WLAN is a broadcast address and not the TWAG MAC address associated with a TWAN connectivity service, a specific handling would be required at the TWAN to handle such traffic or 

· the UE uses an unicast MAC addressing for such traffic as described in RFC 6085 “Address Mapping of IPv6 Multicast Packets on Ethernet “ for the IPv6 case. Using such technique for IPv4 is FFS. 

8.2.x.3
Functional Description: Connection related control plane

A user plane connection identifier is used between an UE and the TWAN to identify a connectivity service at user plane level. The association between a user plane connection identifier and a connectivity service is negotiated between the UE and the TWAG during the connectivity service set-up i.e. during establishment of a PDN connection or of a NSWO access, and during a hand-over of a PDN connection. As the TWAN cannot know in advance the APN supported by roaming partners or as the TWAN may serve UE that have a subscription allowing the access to any (wildcard) APN, this association is established dynamically to allow the TWAN to serve any APN requested by an UE.
The connection related control plane protocol between the UE and the TWAG allows the UE to request:
· The set-up of a TWAN connectivity service that may correspond to the activation or handover of a PDN connection, or to the activation of a NSWO service. 
The UE is able to request a connectivity service with following parameters: NSWO/EPC access, PDN type, Access Point Name, Protocol Configuration Options, hand-over indication (only in case of EPC access), signalling low priority indication, user plane connection identifier, control plane connectivity service identifier
Editor's Notes: If the TWAG MAC address is used as user plane connection identifier, then there is no need for the UE to indicate a user plane connection identifier in the request for setting-up a TWAN connectivity service.

· The release of a TWAN connectivity service
The connection related control plane protocol (TSM) between the UE and the TWAG allows the TWAN to:
· Accept or Reject a TWAN connectivity service from the UE. In case the TWAG accepts a TWAN connectivity service request from the UE, the TWAG may indicate following parameters: NSWO/EPC access, PDN type, Access point name, Protocol configuration options, allocated IP address, user plane connection identifier.
· Notify the release of a TWAN connectivity service

The TSM may be carried

· Over Layer 2: in this case, 

· a new EtherType needs to be defined to carry the TSM over layer 2, and

· the TSM may be used to set-up / release either a NSWO service or a PDN connection. 

· Over IP: in this case,

· The UE needs to get a baseline IP connectivity before it can run a TSM exchange with the TWAG;

· This baseline IP connectivity corresponds to the NSWO access;

· Possible Solutions for the UE to get the TWAG IP address may be:

· Via a dedicated DHCP option, or

· Via the UE sending a DNS request using a well known TWAG FQDN to be defined e.g. in TS 29.303;

· The TSM is used only to set-up / release a PDN connection;

Editor's Notes: For the specification phase, only one of these alternatives should be defined. Further details at protocol level will be defined at stage 3.
8.2.x.4
Functional Description: UE-Network capability exchange 
The UE – Network capability exchange takes place during the phase of UE Authentication and Authorization to the TWAN, thus before any IP connectivity service (NSWO or PDN connection) is established for the UE. This allows the UE and the network to determine whether, in order to establish an IP connectivity service (NSWO or PDN connection) for the UE, 
· a SAMOG Rel11 behaviour applies, e.g. the UE cannot request a specific APN value

· a SAMOG phase 2 behaviour applies, e.g. in case of IPv6 in order to establish a NSWO access or a PDN connection with possibly a specific APN value, the UE issues a dedicated signalling to the TWAN

The UE sends its SAMOG phase 2 capabilities to the network together with EAP-AKA’ signalling sent during the UE Authentication and Authorization to the TWAN. The TWAN sends its SAMOG phase 2 capabilities in STa signalling to the 3GPP AAA server. The 3GPP AAA server takes a decision on which capabilities may apply to the UE session on the TWAN based on common received UE and TWAN capabilities and on local HPLMN policies. This decision is reported:
· To the UE via EAP-AKA’ signalling; 

· To the TWAN via STa signalling (at the end (success) of the UE Authentication and Authorization procedure).
Examples of SAMOG phase 2 capabilities are: support for handover, support for access to a non-default APN, support for access to multiple PDN connections, … . Sets of consistent capabilities could also be defined. 
8.2.x.5
Procedures
8.2.x.5.1
UE-Network capability exchange and UE attach to the network
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1.
The step is same as step 1 in TS 23.402 [3] clause 16.2.1. 

2. The UE indicates its SAMOG phase 2 capabilities in EAP signalling sent to the TWAN. 

Editor's Notes: How this is done is up to stage 3 to define but a dedicated AT_** parameter may be defined by 3GPP as has been done for e.g. NBM/DSMIPv6/.. negotiation (AT_IPMS_IND) 

3.
The TWAN (TWAP) adds the TWAN SAMOG phase 2 capabilities in STa (Authentication and Authorization) signalling sent to the 3GPP AAA server. This signalling may be relayed by a 3GPP AAA proxy in case of roaming.
4
The 3GPP AAA server takes a decision on which capabilities may apply to the UE session on the TWAN based on common UE and TWAN capabilities and on local HPLMN policies.
5
When the 3GPP AAA server decides to grant the TWAN access to the UE, the 3GPP AAA server indicates which capabilities may apply to the UE session. This decision is reported: 

· To the UE via EAP-AKA’  signalling;  
· To the TWAN via STa (and possibly SWd) signalling at the end (success) of the UE Authentication and Authorization procedure.
8.2.x.5.2
Setup of a PDN connection / NSWO access
8.2.x.5.2.1
Setup of a PDN connection / NSWO access on GTP S2a
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1.
The UE sends a TWAN Connectivity Service Setup Request (EPC/NSWO indication, APN, handover indication, PDN type, PCO, Low priority indication, user plane connection identifier, control plane connectivity service identifier, .. ) message to the TWAN. EPC/NSWO indication indicates whether the UE is requesting an EPC access via S2a or NSWO access. “Handover indication” indicates an initial attach. APN may be present if EPC access is requested. Signalling low priority indication indicates whether the UE is configured for signalling low priority. 
Editor’s Note: User plane connection identifier is present if VLAN ID is chosen as user plane connection identifier. In this case, the control plane connectivity service identifier might be avoided as the user plane connection identifier can be used to identify the session in signalling messages; this is a stage 3 matter.
2a.
If the UE requested NSWO access, the TWAN determines based on HSS/AAA indication whether NSWO access is allowed or not for the UE. If NSWO access is not allowed for the UE, the TWAN returns a TWAN Connectivity Service Reject (control plane connection identifier, cause) to the UE. If it is allowed, the TWAN assigns an IPv4 address and/or IPv6 prefix from its local address pool to the UE, steps 2-6 are skipped and forwards the traffic without traversing EPC.
2b.
If the UE requested EPC access, it determines based on previous HSS/AAA indication whether or not to establish S2a. If the TWAN determined that S2a shall not be used, the TWAN returns a TWAN Connectivity Service Reject (control plane connection identifier, cause) to the UE.
Otherwise, the TWAN selects the S2a protocol variant (either GTP or PMIP; GTP in this case). The TWAN may be configured with the S2a protocol variant(s) on a per HPLMN granularity, or may retrieve information regarding the S2a protocol variants supported by the PDN GW (PMIP or/and GTP) from the Domain Name Service function.

The TWAN selects the PGW as per the PGW selection procedure in clause 4.5.1 of TS 23.402 [3].

If the APN was not present in the TWAN Connectivity Service Request, the TWAN selects the default APN according the subscription data received over STa. The TWAN sends a Create Session Request (IMSI, APN, RAT type, TWAN TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS, TWAN Address for the user plane, TWAN TEID of the user plane, APN-AMBR, Selection Mode, Dual Address Bearer Flag, Trace Information, Charging Characteristics, PCO) message to the PDN GW. The RAT type indicates the non-3GPP IP access technology type. The PDN Type may change the requested PDN type according to the subscription data for this APN received during authentication step. The TWAN shall set the Dual Address Bearer Flag when the PDN type is set to IPv4v6. The TWAN shall include Trace Information if PDN GW trace is activated.


The PDN GW creates a new entry in its bearer context table and generates a Charging Id. The new entry allows the PDN GW to route user plane PDUs between the TWAN and the packet data network and to start charging.

NOTE 3:
The EPS Bearer Identity and Default EPS Bearer QoS parameters convey the S2a bearer identity and the default S2a bearer QoS.

3.
The PDN GW initiates the IP‑CAN Session Establishment Procedure with the PCRF, as specified in TS 23.203 [x]. The PDN GW provides information to the PCRF used to identify the session. The PCRF creates IP‑CAN session related information and responds to the PDN GW with PCC rules and event triggers. The PCRF may modify the APN-AMBR and send the APN-AMBR to the PDN GW in the response message.

4.
The selected PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN Connection. The message includes information that identifies the PLMN in which the PDN GW is located. This information is registered in the HSS as described in clause 12 of TS 23.402 [3].


When informing the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates the selected S2a protocol variant (GTP in this case); this allows the option for the 3GPP AAA Server or 3GPP AAA Proxy not to return to the PDN GW PMIP specific parameters (e.g. static QoS Profile, Trace Information, APN-AMBR) if GTP is used over S2a; the PDN GW shall ignore those parameters if received from the 3GPP AAA Server or 3GPP AAA Proxy.

5.
The PDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, PCO, Cause) message to the TWAN, including the IP address(es) allocated for the UE.


The PDN GW may initiate the creation of dedicated bearers on GTP based S2a (as it does on GTP based S5/S8 for an Attach on 3GPP access).

6.
The GTP tunnel is set up between the TWAN and the PDN GW.

7.
The TWAN sends a TWAN Connectivity Service Setup Accept (APN, PDN Type, PCO, user plane connection identifier, control plane connection identifier) message to the UE.
8. Regular IP address/prefix configuration then takes place per regular IP procedures i.e. a DHCPv4 exchange (steps 8a, 9a) and/or SLAAC (steps 8b, 9b). The Router solicitation is optional, i.e. the TWAG may send a spontaneous Router Advertisement.

8.2.x.5.2.2
Setup of a PDN connection / NSWO access on PMIP S2a
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The procedure is similar to GTP S2a call flow in clause 8.2.x.3.2.1.1, with the following differences:

-
Step 2 is a Proxy Binding Update. The parameters in the Proxy Binding Update message are same as step 2 in clause 8.2.x.3.2.1.1.

-
Step 5 is a Proxy Binding Acknowledgement. The parameters in the Proxy Binding Acknowledgement message are same as step 5 in clause 8.2.x.3.2.1.1.
8.2.x.5.3
Release of a single PDN connection / NSWO access by the UE or the TWAG
8.2.x.5.3.1
Release of a PDN connection / NSWO access on GTP S2a
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1.
If UE-initiated: The UE sends a TWAN connectivity service Release Required (control plane connection identifier) to the TWAG.
If TWAG-initiated: The release of the connectivity service may be locally decided by the TWAG, requested by the PGW or requested by the AAA server (to be detailed)
2-5. 
If the connectivity service corresponds to a PDN connection, same as steps 2-5 in TS23.402 [3] clause 16.3.1.1. If the connectivity service corresponds to NSWO access, steps 2-5 are skipped.
6. 
The TWAG sends a TWAN connectivity service Release Request (control plane connection identifier, cause) message to UE.

7. 
The UE returns a TWAN connectivity service Release Complete (user plane connection identifier) message to the TWAG.

8.
If this is the last TWAN connectivity service for the UE, the TWAN may de-authenticate and de-associate the UE at layer 2 according to IEEE STD 802.11-207 [x]..

8.2.x.5.3.2
Release of a PDN connection / NSWO access on PMIP S2a
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1.
Same as step 1 of clause 8.2.x.3.3.1.
2-5. If the connectivity service corresponds to a PDN connection, same as steps 2-5 in TS23.402 [3] clause 16.3.2.1. If the connectivity service corresponds to NSWO access, steps 2-5 are skipped.
6-8. Same as steps 6-8 of clause 8.2.x.3.3.1.
8.2.x.5.4
Detach 
8.2.x.5.4.1 UE initiated Detach
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This procedure applies to the Non-Roaming, Home Routed Roaming and Local Breakout cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the Home Routed Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming and Home Routed Roaming case, the vPCRF is not involved at all.

If dynamic policy provisioning is not deployed, the optional steps of interaction between the PDN GW and PCRF do not occur. Instead, the PDN GW may employ static configured policies.

1)
To detach from EPC, the UE can send a disassociation or de-authentication notification according to IEEE Std 802.11-2007 [x]. 

2)
The TWAN releases all the TWAN connectivity services i.e. PDN connections and NSWO access, as described in clause 8.2.x.3.3.1 steps 2-5.

3)
The TWAN locally removes the UE context and de-authenticates and disassociates the UE at Layer 2 according to IEEE Std. 802.11-2007 [x].
NOTE:
The L2 disassociation serves as an indication to the UE that the previous IPv4 address/IPv6 prefix might no longer be valid. When UE connects to the network next time, the UE proceeds with re-validation or re-acquisition of its IPv4 address / IPv6 prefix.

8.2.x.5.4.2 HSS/AAA server initiated Detach
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This procedure applies to the Non-Roaming, Home Routed Roaming and Local Breakout cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the Home Routed Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming and Home Routed Roaming case, the vPCRF is not involved at all.

1)
The HSS/AAA sends a Session Termination Request message to the TWAN to detach a specific UE.

2)
The step 2 to 3 of the UE/TWAN Initiated Detach procedure described in clause 8.2.x.3.4.1 are followed.

3)
TWAN sends a Session Termination Response message to 3GPP AAA Server. If the detach procedure was initiated from the 3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server communicates the HSS as described in clause 12.1.2. If the detach procedure was initiated by HSS, the 3GPP AAA Server replies to the HSS as described in clause 12.1.3.

NOTE:
The HSS/AAA may also send a detach indication message to the PDN GW. The PDN GW does not remove the GTP tunnels on S2a, since the TWAN is responsible for removing the GTP tunnels on S2a. The PDN GW acknowledges the receipt of the detach indication message to the 3GPP AAA Server.

8.2.x.5.5
Handover from 3GPP access to Trusted WLAN on S2a

The procedure of Handover from 3GPP access to Trusted WLAN on S2a mostly consists in

· UE-Network capability exchange and UE attach to the network as described in section 8.2.x.3.1
·  When the UE desires a NSWO access over TWAN), the procedure described in section 8.2.x.3.2 “Setup of a PDN connection / NSWO access” is initiated by the UE with the EPC/NSWO indication set to “NSWO”

· For each PDN connection that the UE desires to hand-over to TWAN, the procedure described in section 8.2.x.3.2 “Setup of a PDN connection / NSWO access” is initiated by the UE with the EPC/NSWO indication set to “EPC” and the hand over indication set with the value “Hand-Over”

Editor's Notes: To be further detailed in a future version of the document.
8.2.x.5.6
Handover from WLAN on S2a to 3GPP access
Editor's Notes: To be provided in a future version of the document.
8.2.x.5.7
Release of a single PDN connection / NSWO access by the PGW

Editor's Notes: To be provided in a future version of the document.
8.2.x.6
Impacts on existing nodes or functionality
Editor's Notes: Impacts to UE and network elements within TWAN as well as EPC to support backward compatibility and co-existence with Rel-11 in this subclause.
8.2.x.7
Evaluation
Editor's Notes: The fulfilment to the requirements in Subclause 8.1 as well as simplicity of implementation in the UE should be evaluated.
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