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Abstract of the contribution: This discussion paper provides an overview of he SA3 requirements on H(e)NB ID and related identities verification requirements and recommends the creation of a WID in REL 12 to provide stage-2 specifications  and architecture alternatives.
1.  Introduction

SA3 determined that information sent to the network by the H(e)NB  after the IPSec tunnel establishment cannot be trusted. In order to verify the HeNB ID and related identities SA3 TS 33.320, section 4.4.9  includes the following:

The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

-
The network shall implement a verification that the H(e)NB is allowed to operate in the access mode (i.e. closed, hybrid or open mode) indicated by the H(e)NB. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, the above verification shall be implemented in the MME.

-
For all H(e)NBs operating in closed access mode, the above verifications should be applied.”

The H(e)NB ID verification feature  requires that the H(e)NB/GW and MME (if the HeNB GW is not deployed)  have access  to binding information  available at the SeGW. The SeGW binds the H(e)NB inner IP address associated with the H(e)NB ID at IPSec tunnel establishment time .

This new work item will provide stage-2 specification to enable the H(e)NB GW/MME (if the HeNB GW is not available) access to the binding information  available  at the SeGW and to verify related identities (e.g. CSG)
2.  Discussion
2.1   HeNB related identity verification requirements
The table below lists the messages subject to verification of the “related identity” i.e. CSG-ID
	S1-AP

	S1-Setup message (HeNB-ID, CSG ID list)

	Initial UE Message (CSG-ID)

	Path Switch Request (CSG-ID)


The HeNB GW or the MME (If the HeNB GW is not deployed)  to verify  that the CSG-ID received  in the UE Initial Message and Path Switch Request message is in the  list of CSG-IDs  associated with the HeNB ID. (The verification is  is performed as part of the UE Initial Message and Path Switch Request procedures per TS 23.401

The HeNB sends its list of CSG-IDs to the HeNB GW/MME in the S1-Setup message  that must be verfied as part of the S1-Setup procedures per  TS 36.300 and 36.413.
2.2   HNB related identity verification requirements

The HNB GW has to verify that  the  list of CSG-IDs stored in he network for a HNB  is the same as the list the HNB sends in the HNB registration  message. The verification must performed as part of the in the HNB registration  procedures per  TS 25.467)

The HNB GW to verify that the CSG-ID received  in the UE registration message is in the  list of CSG-IDs  associated with the HeNB ID. (The verification is  performed as part of the UE registration procedure per TS 25.467).
2.3   H(e)NB ID verification Requirement:

The SeGW shall  bind the H(e)NB  inner IP address with the H(e)NB  ID at  IPSec tunnel establishment and make this binding available to the H(e)NB GW and MME (If the HeNB GW is not deployed).

The H(e)NB GW/MME have to verify that the inner IP address the H(e)NB presents  to the network when it requests service from the  network is the same as the one bound to the H(e)NB ID at IPSec tunnel establishment.
3. Proposal 

1. Create a new WID in REL 12  
This new work item will provide stage-2 specification  and architecture alternatives to enable the H(e)NB GW/MME (if the HeNB GW is not deployed ) to verify the H(e)NB ID and related identities  in order to support SA3’s requirements in TS 33.320.

2. Create a new section in TR 23.830 to documents the requirements and architecture alternatives
TR 23.830 is the only SA2 documents that includes the H(e)NB subsystem architecture  variants  and as  such  it  is preferable to include in a new section the requirements and architecture alternatives for  the H(e)NB ID verification WID instead of creating a new TR.
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