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Abstract of the contribution: Proposes alternative requirement for group based policy enforcement.

Discussion

This paper aims to propose a possible solution for UL group policy enforcement.

This paper aims to justify and propose the solution “event reporting when exceeding threshold” for group policy enforcement on the UL.

“Editor’s Note:
How to do policing in the uplink is FFS. Possible solutions include: per policy group UL APN AMBR, Event reporting when exceeding threshold, policing number of connections/bearers.”
Group APN-AMBR enforcement on the UL has several limitations and adds significant complexity to the already complicated system. Furthermore it comes with significant limitations and drawbacks:

· Group APN-AMBR enforcement can reliably happen only for non-roaming users. 
· For roaming users, the enforcement happens in the home PCEF and this may be too late. When the home PCEF tries to enforce group APN-AMBR and the group has exceeded APN-AMBR and the PCEF is required to drop the packets received after this, it is unclear how inter-operator charging should be done. Radio resources have already been consumed in the visited network to transport the traffic till the home PCEF and if the Home PCEF drops the packets, it is unclear how visited network operator can enforce charging for the consumed resources.
· Group APN-AMBR can be enforced only for downlink. 

· UL could be enforced at the PCEF but there is no savings at the radio / back-haul achieved. If the packet is dropped when the maximum limit is reached, faulty UE(s) could keep re-trying to send packets and eventually cause a storm
· UE(s) within the group may be spread out across different eNB(s) and enforcement of a group APN-AMBR is not possible within the eNB in the UL.
· Consequence due to roaming users / enforcement action should be considered seriously.
· If the PCEF detects the threshold has exceeded Group APN-AMBR caused by a single UE, will the enforcement action taken apply to the given UE or all UE(s) in the group?
· Both roamers and non-roamers could be connected to the same PCEF. Should the enforcement of Group APN-AMBR and enforcement upon exceeding threshold be differentiated for roamers and non-roaming users? For instance, if the UL enforcement is done at the PCEF for roamers and PCEF drops packets, who will pay for the data usage? Charging needs to be taken into consideration.
Thus, our proposal is to replace the group policing requirement on the UL with Group based usage monitoring. . Monitoring takes place at the PCEF, results are reported to PCRF and it leads to change of PCC rules potentially. Usage monitoring doesn't have most of the limitations stated above. For instance, users within the group can be connected to any PCEF and it is sufficient if they are allocated the same PCRF. Both UL and DL usage monitoring can happen at the PCEF. Monitoring the usage can help detect and isolate the application that is misbehaving. We also propose to remove the concept of “policy groups” and talk only about groups to avoid inconsistencies with the group concept introduced for charging.
Proposed changes

8
Group Based Feature (GROUP)

8.3
Key Issue – Group based Policy Control

8.3.1
Description

MTC applications generally involve a group of devices. Typically applications today involve more than 1000 subscriptions for a single customer. From both customer and operator points of view, there is benefit in optimised handling of groups of MTC devices.

Group based policing can be used to enforce a policy for a group of MTC devices. This allows greater flexibility to the MTC application or MTC application owner compared to individual policies for each of the devices, while at the same time ensuring the operator that the particular group of MTC devices does not unduly load the network.

8.3.2
Architectural Requirements

Editor's Note:
The requirements for group based policing are FFS.

8.3.2.1
Group Based Policing Assumptions and Limitations
In the context of Group Based Policing, the architectural scope should consider issues surrounding:

· Centralized or Distributed Architectural Approaches

· Method of group membership determination.

· Coexistence of individual subscriber and group policies

8.3.2.2
Architectural Assumptions

The following are the agreed architectural assumptions for defining overall architectural requirements:

· Group members are subscribed to same HPLMN

· Group members are associated to the same APN

· Roaming shall be supported for members of a group.

· Enforcement for a group is within a common PCEF; the same PCEF shall be selected for all members in the group.
· PDN GW/GGSN selection will always select the gateway in the HPLMN

· Policy controls for individual policy group members should co-exist with the introduction of the new group level maximum aggregate bit rate control.
· Solutions for group based policing should at least cater for groups of in the order of 1000 group members. 

NOTE:
The minimum and maximum number of policy group members, which takes into account relevant core network capacity, is defined by operator.
· A UE can be associated with more than one policy group.

Editor’s Note:
Whether multiple group policies cause conflicts, what to do about such conflicts and whether resolving them through administrative means will help is FFS.

· Support of dynamic policy control over the Rx interface is not required with group based policy control.

Editor’s Note:
The following remaining items for consideration are FFS.

-
means by which a UE is associated to a policy group

8.3.2.3
Overall Architectural Requirements

The following are the agreed overall architectural requirements:

· A per policy group DL APN AMBR shall be supported with group based policy control. 
· Group based policy enforcement in the UL shall be performed by either policing number of connections / bearers per group or enforcing data usage threshold per group at the PCEF.
· A per device DL APN AMBR may be supported in conjunction with group based policy control.

· A per device UL APN AMBR may be supported in conjunction with group based policy control.
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