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1. Overall Description
· In LS R3-111825/S2-112800, SA2 informed RAN3 about the ongoing work on the Release-11 work item on BBF Access Interworking (BBAI) Building Block I. In that liaison SA2 was asking RAN3 feedback on a solution where Tunnel Information need to be signalled from the H(e)NB to CN in some of the RANAP/S1AP messages. 
In-between, RAN3 was informed at RAN3#75 that SA3 agreed on a mandatory requirement to verify the HeNB Identity and the CSG Id used by a HeNB in R3-120358/S3-120205 on which SA2 was not copied. 
The H(e)NB-GW shall implement a verification that the identity used by the H(e)NB for communicating with the H(e)NB-GW is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the H(e)NB-GW, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW.
RAN3 would like to provide the following feedback to SA2 on the liaison received on BBAI:

· SA2 solution involves the untrusted or potentially compromised H(e)NB in the transfer of this information to the CN. In particular, this exchange of information held in a secure node (the SeGW) through an untrusted or potential compromised node (the H(e)NB) raises security concerns

· SA2 solution exposes the IP address of the H(e)NB
Note also that the SA2 solution uses an extension of IKE V2 protocol (between H(e)NB and SeGW thus impacting HNB, HeNB, SeGW) and would need to wait for a Standards Track RFC to be available.

RAN3 feels it might be beneficial for SA2 to analyze the above issues more thoroughly as RAN3 cannot accept the SA2 solution as it is. 

2. Actions 
To SA2: RAN3 kindly ask SA2 to take into account the above feedback.
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