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0. Merge description
This is a merge paper of S2-123544(ZTE) and S2-123822(Intel):

· Use S2-123544 as base document

· Take from S2-123822 the following parts:

· Port procedures from 3822, and address the SGSN/MME gets MTC Monitoring configuration from the HSS.
· Impacts: Includes the impacts on SCS and MTC-IWF
· Editorial changes are made to re-structure the paper.
1. Discussion
Kinds of solutions for MTC Monitoring feature have already been addressed in TR23.888. This contribution analyzes these solutions and proposes a way forward.
1.1 Early solutions captured in TR23.888

During the early study of MTC, several solutions for MTC Monitoring were discussed and captured in TR23.888, which are listed in the table below:
	Aspect
	Solution
	Content of solution

	MTC Monitoring - General
	6.9, MTC Monitoring – General
	General description of MTC Monitoring solution.

	MTC Monitoring – Detection
	6.10, SGSN/MME based detection
	- The MTC Monitoring configuration is downloaded to the SGSN/MME.

- The SGSN/MME performs the MTC event detection.

	
	6.11, HLR/HSS based detection
	- The SGSN/MME or GGSN/PGW provides the necessary information to the HLR/HSS, such as IMEI, location, MTC APN removal etc.
- The HLR/HSS performs the MTC event detection.

	
	6.12, GGSN/PGW based detection
	- The MTC Monitoring configuration is delivered to the GGSN/PGW.

- The GGSN/PGW performs MTC event detection.

	MTC Monitoring - Reporting
	6.13, Reporting by SGSN/MME
	- Only used for SGSN/MME based detection.

- The SGSN/MME sends the MTC event to the MTC Server.

NOTE: For GGSN/PGW based detection, it is possible for the GGSN/PGW to report to the MTC event to the SGSN/MME.

	
	6.14, Reporting by HLR/HSS
	- Used for SGSN/MME based detection and HLR/HSS based detection.
- The HLR/HSS sends the MTC event to the MTC Server.

	
	6.15, Reporting by GGSN/PGW
	- Used for SGSN/MME based detection and GGSN/PGW based detection.

- The SGSN/MME delivers the detected MTC event to the GGSN/PGW in the GTP-C messages.
- The GGSN/PGW sends the MTC event to the MTC Server.

	
	6.16, Reporting by PCRF
	- Used for SGSN/MME based detection and GGSN/PGW based detection.
- The GGSN/PGW sends the MTC events collected to the PCRF, and the PCRF sends the MTC events to MTC Server.

	
	6.24, Directly Reporting to MTC Server from CN Entity
	- Address how the reporting entities get the MTC Server address.

	
	6.25, Reporting to MTC Server through the intermediate node
	- Used for the SGSN/MME based detection and reporting.
- The SGSN/MME reports MTC events to the MTC Server via intermediate node (e.g. MTC-IWF).


1.2 Develop MTC monitoring solution based on existing architecture
Solutions captured in TR23.888 were approved earlier before TS23.682 introduced enhancements to normal EPS architecture. So the earlier solutions have not considered the architecture enhancement nor the new entities such as MTC-IWF or the corresponding new interfaces such as Tsp/T4/T5 interfaces.
The figure below shows the sub-functionalities of MTC Monitoring based on the new architecture, where the circled C means MTC Monitoring configuration functionality, D means MTC event detection functionality, and R means MTC event reporting functionality.
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Figure 1. MTC Monitoring functionalities

Four alternatives can be used to report the detected MTC event to the SCS/AS: 
(A) HSS reports detected MTC events to MTC-IWF via S6m interfaces; 

(B) MSC/SGSN/MME reports MTC events to MTC-IWF via T5 interfaces; 

(C) GGSN/PGW reports MTC events to SCS/AS directly on Gi/SGi interfaces, i.e. directly sending IP packets including formatted MTC event report;

(D) PCRF reports MTC events to the upper layer entity.

Alternative A is HSS based reporting, and the detection may be either on the SGSN/MME or the HSS. The HSS based detection requires that the SGSN/MME provide sufficient information including UE IMEI, UE location etc to the HSS. The detecting and/or reporting by HSS add more functionality to the HSS, which may cause heavy load to the HSS, especially when the UE location changes frequently. 
Alternative B is SGSN/MME based detection and reporting, and the detection can be either on the SGSN/MME or the GGSN/PGW. It is facilitated easily because the SGSN/MME can get sufficient information for detecting and report detected MTC events conveniently using the T5/Tsp interface. If the MTC events are detected by the GGSN/PGW, such MTC events can be delivered to the SGSN/MME via GTP-C message. 
Alternative C is GGSN/PGW based reporting, and the detection may be either on the SGSN/MME or the GGSN/PGW. The GGSN/PGW constructs the IP packets to carry the formatted MTC event report, but it may be not able to cache these IP packets if the SCS/AS is temporarily unavailable.
Alternative D is PCRF based reporting, and the detection may be either on the SGSN/MME or the GGSN/PGW. The main issue is that there is no Rx interface between the PCRF and the MTC-IWF/SCS/AS currently, so alternative D is not possible for the time being.
According to the analysis above, the alternative B above for MTC Monitoring feature abundantly utilizes the enhanced architecture including MTC-IWF and T5/Tsp interfaces. Hence, it is proposed to consider alternative B as a prioritized candidate solution. 
Additionally, the MTC Monitoring configuration can be dynamically requested by the SCS. The SCS sends such MTC Monitoring configuration to the MTC-IWF over Tsp interface. And the MTC-IWF sends such configuration to the SGSN/MME over T5 interface.
It is also proposed to agree the updated solutions in TR23.888 which have considered the enhanced architecture specified in TS 23.682.
2. Proposal

It is proposed to agree the following combined solution and document it to MTCe TR 23.887:

· The MTC Monitoring configuration can be get by the SGSN/MME by following ways:

· The MTC Monitoring configuration is stored in the UE subscription, and downloaded to the SGSN/MME. 
· The MTC Monitoring configuration can be dynamically requested by the SCS. The SCS sends such MTC Monitoring configuration to the MTC-IWF over Tsp interface. And the MTC-IWF sends such configuration to the SGSN/MME over T5 interface.
The SGSN/MME may also indicate certain MTC Monitoring configuration e.g. Loss of user plane connectivity, to the GGSN/PGW if needed; 

· The SGSN/MME keeps monitoring the following MTC event s: match of IMSI/IMEI, alignment of activated features, change of point of attachment, loss of connectivity (e.g. signalling connectivity); and 
If the following MTC events: loss of connectivity (e.g. user plane connectivity) is detected in the GGSN/PGW; then 

The GGSN/PGW reports detected MTC event to the SGSN/MME, e.g. via GTP-C messages; and
· The SGSN/MME collects the MTC event(s) either reported by the GGSN/PGW, or detected by itself; and,
· The SGSN/MME sends the MTC event(s) report to the MTC-IWF based on the local pre-configuration or UE subscription; and 
· The MTC-IWF dispatches the MTC event(s) report to the appropriate SCS/AS(s) whose address is obtained by the HSS interrogation over the S6m interface.
In the above solution, the SGSN/MME can easily collect MTC events detected by network entities, and deliver the MTC event(s) report over the T5/Tsp interface. The combined solution has minimal impact on the system.
******************************* Start of changes *************************************
6.1
Key Issue - Monitoring
6.1.1
Description

Monitoring is intended for monitoring of configured events. This comprises of means that allow for activating monitoring of specific events, the event detection and the reporting to authorised users, e.g. for use by applications or logging. For MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
This key issue aim at studying and providing solutions for enhancements to 3GPP procedures for configuration of monitoring events, monitoring event detection and reporting.

6.1.2
Architectural Requirements

The following architectural requirements shall be met –

Configuration of Monitoring Events and actions: 
-
It shall be possible to configure monitoring events in the 3GPP system (UE or Network Nodes), for example - monitoring the association of the MTC Device and UICC, change in the point of attachment, loss of connectivity, alignment of subscribed feature etc.
-
It shall be possible to configure the action to be executed by the network when configured monitoring event is detected, for example - reduce services provided to the UE, restrict access of the UE, detach the UE etc. 
-
It shall be possible to configure the maximum time between the actual loss of connectivity and its detection.
Detection of Monitoring Events:
-
It shall be possible for the network to detect monitoring events. On detection of the monitoring event UE or Network may execute a configured action.

Reporting of Monitoring Events:
-
It shall be possible for the UE or network to report the detected events to the Services Capability Server or Application server. Application layer reporting of monitoring events is outside the scope.
The figure below shows the possible positions of sub-functionalities of MTC Monitoring based on the architecture described in sub-clause 4.2 of TS23.682. In the figure, the circled C means MTC Monitoring configuration functionality, D means MTC event detection functionality, and R means MTC event reporting functionality.
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Figure 6.1.2-1 Possible positions of MTC Monitoring functionalities

********************************** Next changes *************************************

6.1.3.X
Solution – Report MTC Events via MTC-IWF

6.1.3.x.1
General description

This solution utilizes the architecture as described in clause 4.2 of TS23.682 to support MTC Monitoring, i.e. the SGSN/MME uses the T5/Tsp interfaces to transfer the MTC event(s) report to the SCS/AS. 

In this solution, the MTC Monitoring configuration can be performed in the following ways:

(a) The MTC Monitoring configuration is statically stored as part of UE subscription, and downloaded to the SGSN/MME. This is be done by the normal UE subscription download procedure. Or,
(b) 
(c) The MTC Monitoring configuration is dynamically provided by the SCS. The SCS sends requests to the MTC-IWF to configure, activate, deactivate or trigger report delivery for a particular monitoring event. The MTC-IWF instructs the serving SGSN/MME to perform corresponding actions.
If necessary the GGSN/PGW may also be instructed by the SGSN/MME with certain MTC Monitoring configuration e.g. loss of user plane connectivity; or

After getting the MTC Monitoring configuration, the network entities (e.g. SGSN/MME) start detecting of MTC events. The SGSN/MME collects all MTC events either detected by itself or by the GGSN/PGW, so the existing architecture as described clause 4.2 of TS23.682 and T5/Tsp interfaces can be utilized to support MTC Monitoring feature. 

To support MTC Monitoring feature in roaming scenario, roaming agreement shall be made between HPLMN and VPLMN, and the T5 interfaces shall be designed to support roaming.
6.1.3.x.2
MTC Monitoring Configuration
The SGSN/MME gets the MTC Monitoring configuration from the HSS or the SCS, and installs the monitoring rules. The Tsp/T5 reference points are enhanced for monitoring events configuration, activation, deactivation, reporting etc. 

Figure 6.1.3.x2-1 illustrates the procedure of MTC Monitoring configuration.
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Figure 6.1.3.X.2-1: Report MTC event over Tsp and T5 
1.  The SCS sends a Monitoring Action Request message to the MTC-IWF with Action Type set to configure, activate, deactivate or trigger report delivery for a particular monitoring event. SCS will provide other monitoring data as part of Monitoring Action Request message to MTC-IWF over Tsp such as Monitoring Event ID and associated parameters, Monitoring Event Priority, Monitoring Destination node etc. 
2,3. The MTC-IWF checks that the SCS is authorised to send monitoring requests and that the SCS has not exceeded its quota or rate of submitting monitoring requests over Tsp. If this check fails the MTC-IWF sends a Monitoring Action Answer message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.
4-6. The MTC-IWF sends a Subscriber Information Request message to the HSS/HLR to authorize the Monitoring configuration details (e.g.: Monitoring Event ID). Monitoring events are configured in HSS as part of UE subscription data. The HSS verifies the monitoring event information and authorizes the MTC-IWF to configure the network element for monitoring. 

7.  Based on type of event action requested MTC-IWF determines the destination node for monitoring event based on the information received from SCS and HSS. For example in case of monitoring event configuration (or activation/deactivation) at MME, MTC-IWF sends a message over T5 to MME with the monitoring event data. MME on receiving submit request determines monitoring event data is intended for it based on destination node it configures (or activates/deactivate) monitoring event.
Alternatively, SGSN/MME can get MTC Monitoring configuration downloaded from HSS as part of UE subscription download procedure, e.g. during Attach/RAU/TAU/HO procedure etc.  
8.  If monitoring event data is intended for UE, MME sends it to UE using generic NAS transport for small data transmission defined in section 5.1.1.3.3. In response to the received trigger for monitoring event, the UE takes specific actions that take into consideration the content of the monitoring event data.
10, 11. The UE responds with the delivery status (cause). The MME sends an enhanced Delivery Report message to the MTC-IWF. Cause indicates whether the Trigger-Message was successfully delivered to the UE or if failed, the reason for the failure. The MTC-IWF sends a report to the SCS of the monitoring event by sending a Monitoring Action Answer message.

6.1.3.x.3
Detection of monitoring events
When receiving the MTC Monitoring configuration, the SGSN/MME or GGSN/PGW installs the rules for monitoring the MTC events accordingly, and keeps monitoring the sensitive MTC event(s). 

When MTC event(s) are detected, the MTC event reports are generated and sent out. If specific actions are bound with the detected MTC event(s), such actions shall be performed.

If MTC event(s) are detected by the GGSN/PGW, the GGSN/PGW delivers the detected MTC event(s) to the SGSN/MME, so that the MTC event(s) can be reported by using T5/Tsp interfaces. 

6.1.3.x.4
Reporting of monitoring events from SGSN/MME
The SGSN/MME takes the responsibility to collect MTC events and report them to the upper layer. The MTC-IWF and T5/Tsp interfaces are involved to report MTC event(s) to the SCS/AS. 

The following figure illustrates the procedure flow of reporting MTC events to the SCS/AS.
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Figure 6.1.3.x.4-1 Reporting MTC events from the SGSN/MME to SCS/AS

Step 1. The SGSN/MME collects MTC event(s) detected either by itself or the GGSN/PGW. If the MTC event is detected by the GGSN/PGW, the GGSN/PGW reports such MTC event to the SGSN/MME via appropriate GTP-C message. 

Step 2. The SGSN/MME sends collected MTC event(s) report to the MTC-IWF. A default MTC-IWF may be configured in the UE’s MTC subscription or locally configured in the visited network. The SGSN/MME includes the information of SCS(s)/AS(s) which subscribe the MTC events if such information are included in UE’s MTC subscription.
Step 3. If SCS(s)/AS(s) information is not obtained from the SGSN/MME, the MTC-IWF interrogates HSS to get the SCS(s)/AS(s) information.
Step 4. The HSS returns the SCS(s)/AS(s) information corresponding to the MTC event type. External Identifier of the MTC device may be returned. 

Step 5. The MTC-IWF sends the MTC event(s) report to appropriate SCS(s)/AS(s) which subscribes the specific MTC event(s).

6.1.3.x.5
Impacts on existing nodes and functionality
The impacts to the network entities are listed as following: 

Impacts to HSS:

· Store the MTC Monitoring configuration as part of the UE subscription data.

· Respond to MTC-IWF interrogation.

Impacts to SGSN/MME: 

· Dispatch PDP/PDN related MTC Monitoring configuration to GGSN/PGW.

· Keep monitoring of UE status and detect pre-defined MTC event(s).

· Collect MTC event(s) detected by GGSN/PGW.

· 
· Report MTC event(s) to MTC-IWF.

Impacts to GGSN/PGW:

· Detect pre-defined MTC event(s) and report to SGSN/MME.

Impacts to MTC-IWF:

· 
· Dispatch MTC event(s) report to appropriate SCS(s)/AS(s).
Additional impacts if MTC Monitoring configuration is provided by the HSS:
Impacts to HSS:

· Store the MTC Monitoring configuration as part of the UE subscription data.

· Respond to MTC-IWF interrogation to providing MTC Monitoring information (e.g. SCS/AS information).

Impacts to MTC-IWF:

· Interrogate HSS to get MTC Monitoring information (e.g. SCS/AS information).

Additional impacts if MTC Monitoring configuration is provided by the SCS:
Impacts to SCS:

· Send MTC Monitoring Action request to the MTC-IWF, e.g. MTC event configuration, activation, deactivation, reporting etc.

Impacts to MTC-IWF:

· Receive MTC Monitoring action requests from the SCS and store the information;

· Forward MTC Monitoring actions to the SGSC/MME.

Impacts to MTC-IWF:

· Receive MTC Monitoring Action requests from the SCS, and sends such actions to the SGSC/MME.

6.1.3.x.7
Solution evaluation
******************************** End of changes *************************************
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