
SA WG2 Meeting #92
S2-123256
Barcelona, Spain - 09 - 13 July 2012
Source: Alcatel-Lucent, NEC
Title:
WID for H(e)NB –ID verification and  local IP address propagation(HiVAP)
Document for:
Discussion and Approval

Agenda Item:
10.1
Work Item / Release:
Rel-12

Abstract of the contribution: SA3 determined that information such as the H(e)NB ID and related  identities(e.g. CSG)  sent to the network by the H(e)NB  after the IPSec tunnel establishment cannot be trusted and  therefore it must be verified by the H(e)NB GW/MME. The BBAI and P4C-H(e)NB features requires the H(e)NB GW/MME to propagate the  H(e)NB local IP address towards the PCRF.
This new work item will provide stage-2 specification requirements and alternative solution  to enable the H(e)NB GW/MME access to binding information IEs available  at the SeGW at IPSec establishment time to meet the needs of both features.
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Justification *

   SA3 determined that information sent to the network by the H(e)NB  after the IPSec tunnel establishment cannot be trusted. In order to verify the HeNB ID and related identities SA3 TS 33.320, section 4.4.9  includes the following (excerpt):

The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.



The  H(e)NB ID verification feature  requires that the H(e)NB/GW and MME (if the HeNB GW is not deployed)  have access  to binding information (H(e)NB inner IP address associated with the H(e)NB ID)  available at the SeGW at IPSec tunnel establishment time .
SA2 decided to defer  H(e)NB support  for BBAI until Rel-12 and  “determine the possibility of  new network-based solution to transport the H(e)NB’s Local-IP address and to support the H(e)NB’s identity verification.The  BBAI and  P4C-H(e)NB feature requires that the H(e)NG GW/MME have access to the  H(e)NB local IP address and UDP port information elements  that are also available at the SeGW at IPSec tunnel establishment time.
This new work item will provide stage-2 specification to enable  the H(e)NB GW/MME (if the HeNB GW is not available) access to the binding information  available  at the SeGW.
4
Objective *

The objective of this work item is to provide stage 2 requirements and evaluate architecture alternatives to enable:
· The SeGW to bind the H(e)NB  inner IP address  and local IP address with the H(e)NB  ID at  IPSec tunnel establishment and make this binding available to the H(e)NB GW and MME (If the HeNB GW is not deployed).
· The H(e)NB GW or MME (If the HeNB GW is not deployed) to verify that the inner IP address the H(e)NB presents  to the network when it requests service from the  network is the same as the one bound to the H(e)NB ID at IPSec tunnel establishment
· The HeNB GW or the MME (If the HeNB GW is not deployed)) to verify that  its list of CSG-IDs  is the same as the list the HeNB sends in the S1-Setup message. (The verification is  is performed as part of the S1-Setup procedures per  TS 36.300 and 36.413.)

· The HeNB GW or the MME (If the HeNB GW is not deployed)  to verify  that the CSG-ID received  in the UE Initial Message and Path Switch Request message is in the  list of CSG-IDs  associated with the HeNB ID. (The verification is  is performed as part of the UE Initial Message and Path Switch Request  procedures per TS 23.401
· The HNB GW to verify that  its list of CSG-IDs  is the same as the list the HNB sends in the HNB registration  message. (The verification is  is performed as part of the in the HNB registration  procedures per  TS 25.367)

· The HNB GW to verify that the CSG-ID received  in the UE registration message is in the  list of CSG-IDs  associated with the HeNB ID. (The verification is  is performed as part of the UE registration procedure per TS 25.467
· The H(e)NB GW or MME (If the HeNB GW is not deployed) to propagate the H(e)NB address towards the PCRF using existing messages and procedufres.
5
Service Aspects

None
6
MMI-Aspects

None.

7
Charging Aspects

None
8
Security Aspects

Any necessary security analysis will be undertaken by SA3 with support from SA2.
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Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 23.830
	Architecture aspects of Home Node B (HNB) / Home enhanced Node B (HeNB)
	SA2
	RAN3
	SA# 59 (June 2013)
	
	Addition of a dedicated section on H(e)NB ID and related identities verification .

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	23.401
	
	
	SA#62 (Dec 2013)
	CR will be generated to verify the CSG-ID in UE initial attach and path switch messages  

	36.300
	
	
	SA#62 (Dec 2013)
	CR will be generated to verify the list of CSG-IDs in the S1-Setup message

	36.413
	
	
	SA#62 (Dec 2013)
	CR will be generated to verify the list of CSG-IDs in the S1-Setup message

	25.467
	
	
	SA#62 (Dec 2013)
	CR will be generated to verify the list of CSG-IDs  and the CSG-ID in the HNB registration and UE registration messages, respectively.
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SA2: konstantin.livanos@alcatel-lucent.com
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Secondary: SA5
13

Supporting Individual Members *

	Supporting IM name

	Alcatel-Lucent

	NEC

	AT&T

	CISCO

	

	

	

	

	

	

	


�Consider the title of the work item carefully, and keep the text reasonably brief.  Avoid titles already in use, including in previous Releases.  Do not mention the intended Release in the title, since timescales may change and move the item to a later Release. Once assigned, avoid changing the title in any substantive way, even if this means the title no longer embraces the full scope of the intended work, as the contents of that work becomes clearer with the passage of time.


�This code will appear in the work plan and is to be used on Change Requests relating to this work item; see�"A word on WI codes/acronyms" at http://www.3gpp.org/Management/WorkPlan.htm . The code proposed by the originator of the work item may be changed at approval time by the TSG if the original proposal is deemed inappropriate.


�Leave this blank for new work items. For revisions, insert the unique_id value allocated by the Work Plan Coordinator; see �http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm .


�Put an X in one or more of the boxes.


�Put an X in one of the boxes in the table below. A work item must be classed as one and one only of the listed categories.  For more guidance, see 3GPP TR 21.900 §6.0.2.


�WIs are identified by their�	title: see guidance above �	unique_id: a numeric value which, once allocated, never changes�	alphabetic (or alphanumeric) code (acronym): for guidance, see "A word on WI codes/acronyms" at http://www.3gpp.org/Management/WorkPlan.htm .


�Identify any work, possibly in a previous Release, which gave rise the current Feature.


�Normally, put an X in one box only.  In simple cases, a single WID can be used to specify two or more stages. For guidance on the definition of stages, see 3GPP TR 21.900 §4.1.


�Identify any requirements specified in, eg, an OMA specification, and which need to be considered during the elaboration of the current stage 1 work.


�It is recommended that the stage 1 specification justifying the stage 2 work be identified. This will typically be in a 3GPP stage 1 TS (give the TS number if already allocated) or, if no TS is yet available, in the corresponding WID (give the Unique_ID value).  Alternatively, it is possible that the stage 1 is to be found in the publication of another body, in which case the second table should be used; be as explicit as possible in identifying the stage 1.


�Briefly explain why no stage 1 is necessary. If the stage 1 is specified by a body other than 3GPP, then identify the source and explain why stage 1 harmonization with 3GPP is not needed.  This situation is exceptional.


�It is recommended that the stage 2 be identified, or, if none, the stage 1 work which gives rise to the stage 3 WID being specified. Occasionally a stage 3 work item will arise from implicit provisions of another stage 3 TS, or even a Change Request to an existing stage 3 TS (which must itself be associated with a work item).


�Briefly explain why no stage 2 is necessary. If the stage 21 is specified by a body other than 3GPP, then identify the source and explain why stage 2 harmonization with 3GPP is not needed.  This situation is exceptional.


�All testing items must be associated with the provisions of a testable, stage 3, requirement.


�This clause is intended to be used in rare cases where the work does not fit into the foregoing classifications.


�For guidance on the use of work tasks, see 3GPP TR 21.900 §6.0.2


�Explain in sufficient detail why this work is needed.


�Give details of the goals to be achieved under this work item.  The level of detail required is explained in 3GPP TR 21.900 §6.0.2. Generally, the deeper the work item is in the heirarchy, the greater the level of technical detail need in the WID.  For high level items (Study Items, Features), the text of this clause should avoid technical language insofar as possible, and concentrate on the benefits which the work will bring to the 3GPP system or its usrs.


�Put an X in one or more boxes.  Use the "don't know" row only if the impacts are unpredictable at the time of writing the WID, not as an excuse for failure to consider the greater picture.


�The time scale for the work is implied by the plenary TSG meeting at which the resulting deliverables will be seen and approved.  There is no need to revise the WID if these initial estimates change during the course of the work, unless other significant changes (eg a change of objectives) are also required, in which case the plenary meetings can be corrected and, if known, the formal numbers for the new TSs and TRs given in place of the original placeholder numbers.


�List, in the top part of the table:�	the new specification(s) which will be produced under this work item�		if possible, give the spec series intended (see 3GPP TS 21.900 §4.0);�		identify the remaining three digits with a temporary designation - eg 34.tpw�		in the case of TRs, indicate whether the TR is:�			xx9xx = intended for publication by the Organizational Partners; or�			xx.8xx = for interal use of 3GPP and not to be published


�List, in the bottom part of the table:�	existing specifications


�The name of a physical person. If the person is new to 3GPP work, give full contact coordinates, in particular, email address. 


�Identify the lead working group (or parent Technical Specification Group) responsible for coordination of the work.  Mention also any other groups from which input may be required.


�See 3GPP Working Procedures, article 39, which specifies the minimum number of supporting IMs required (four, at the time of creating the present form), and the duties of those organizations. There is no upper limit to the number of supporting IMs.





