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Abstract of the contribution: This paper proposes a way to send SMS from MSISDNless UE to Server taking into account the architecture defined for Server to UE in TS 23.682, and also allow the network to ensure the only those legitimate UE can send SMS to this server, i.e., avoids spoofing.
1. Introduction

In Rel 11, the server (AS/SCS) sends the trigger payload to MTC-IWF via Tsp interface. Then MTC-IWF sends the necessary information along with the trigger payload in order for the SMSC to generate SMS with the correct headers to the terminating UE. 

The following shows the overall procedure for an SMS from server to MSISDNless UE delivery.
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Figure 1: T4 Trigger Delivery Flow to IMS UE

Some keys aspect can be highlighted as below:

1. SCS receives a request from an AS to trigger the device and sends a “Device Trigger Request” to MTC-IWF with (External Identifier or MSISDN, SCS Identifier, trigger reference number, validity period, priority and trigger payload).

2. Since the UE does not have MSISDN, the HSS has the responsibility to map the external identifier + SCS identifier into the UE’s IMSI.

3. The MTC-IWF sends (External Identifier, IMSI, SCS Identifier, trigger reference number, validity period, priority, serving node ID(s), SMS Application port ID, trigger payload) message to the SMS-SC. SMS-SC is then responsible to format the trigger payload into proper SMS-Deliver format to UE.

4-5.The trigger payload is then delivered to the UE’s application. 

It should be possible that the same architecture can be re-used for deliver SMS payload from the UE to server in a trusted manner.

2. Discussion

Any UE can send SMS to the server by using the Server’s MSISDN. Furthermore, any originating network can play with the RP/TP originating address header to spoof the identity of the sender. When server receives an SMS from a device, the server can then start initiating data connection to the device and perform further authentication, etc. However, this is a waste of network resource in this scenario where the device was not the one initiating the SMS earlier. 

Reusing the trigger architecture to delivery SMS payload from UE to server allows the network to guarantee the authenticity of the sender, thus to avoid unnecessary network utilization due to spoofing of the UE identity.

3. Proposal

**** BEGIN CHANGE ****
5.1.2.4
Alternative 4: Reuse MTC-IWF for SMS delivery to Server
5.1.2.4.1
Procedure

This procedure reuses the architecture defined in TS 23.682 for delivering SMS payload from the UE to server in a trusted environment. The network delivers, over the Tsp interface, the UE’s identity using “external Identifier” and the SMS payload that the network has received from the UE. The following figure 5.1.2.4-1 shows the overall solution.
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Figure 5.1.2.4-1: SMS payload delivery via MTC-IWF
1)
During IMS registration (3rd party registration), IP-SM-GW receives MTC-IWF server data for SMS payload delivery to SCS/AS. The following data sets are included from the HSS:

	IMPU-A, IMPU-B,… 
	External ID for IMPU-A, External ID for IMPU-B,… 

	Server’s MSISDN-A, Server’s MSISDN-B,…
	{SMSC, MTC-IWF, and SCS identifiers for Server’s MSISDN-A}, {…for Server’s MSISDN-B}, …


2)
MSISDN-less IMS UE generates a SMS toward Server using Server’s MSISDN address in TP-DA. It uses IMPU-A as its identity in the SIP level.

3)
The TP-OA is filled with a null value (e.g, 0000) because UE does not have MSISDN. IP-SM-GW examines the TP-DA field with the data it has received during step 1. When there is a match in the server’s MSISDN, IP-SM-GW replaces the RP-DA address with SMSC that is corresponded with the server’s data set. Otherwise, IP-SM-GW routes this SMS using procedure defines for SMS delivery to traditional UE methods (subclause 5.3.1).

4)
IP-SM-GW submits the SMS toward the designated SMSC (address received from HSS data) along with the external ID, MTC-IWF, and SCS identifiers.

5-6)SMSC examines the SMS and may wait till all messages has been received (e.g, SMS is segmented from the UE) before forwarding the SMS payload to MTC-IWF via T4. The message to MTC-IWF includes the SMS payload, External ID of UE, SCS identifier, and the server’s MSISDN address from TP-DA field. MTC-IWF forwards the data onward to the designated SCS. 

5.1.2.4.2
Affect / necessary changes in existing functionality

The IP-SM-GW, SMSC, MTC-IWF, HSS and its related interfaces to support the enhancements proposed here. 

5.1.2.4.3
Applicability

Allow the network operator to forward the payload from UE in a trusted / secured manner. This can avoid spoofing from other unknown source toward the server, which can minimize the unnecessary network signalling between server – ue.

Restriction on SM sender: None.

5.1.2.4.4
Advantages / Drawbacks

Pro

-
allow trusted delivery of payload to SCS/AS with existing Server to UE architecture.
Con

-
more system level impact
**** END *****
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