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Abstract of the contribution: The contribution discusses several issues of policy control when the NAT devices are located in the 3GPP network.
Introduction

In clause 4.3.3.2 of TS 23.203, it’s specified that

 “The PCC architecture shall be able to provide policy control in the presence of NAT devices. This may be accomplished by providing appropriate address and port information to the PCRF.”

However, the current stage 3 specifications only support the scenario where the NAT device is located between the UE and the PCEF, and do not support the scenario where the NAT device is located between PCEF and P-CSCF/AF. Due to the scarcity of public IP addresses, the scenario where the NAT device is located between PCEF and P-CSCF/AF is common in operators’ network.

On the other hand, the current IMS procedure also does not support the NAT outside of the PCEF, referring to clause E.6 in TS 23.228:

“There should be no NAT (or its existence should be kept transparent towards the UE) located between the GGSN/P‑GW and the P‑CSCF,”

This document discusses the problem when the NAT devices are located between PCEF and AF/P-CSCF. 

IMS Scenario

1. Scenario 1: IPv6 is deployed

The following figure is based on Figure 5.1 of TS 23.203.
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Figure.1 scenario of IMS using IPv6

Several important points as related to the architecture are provided below:

· (X1:y1) is the (IPv6 address: port) that the UE sends in IP header.

· (X1’:y1’) is the (IPv6 address: port) that the UE sends in SDP packets.
Because of the adequate addresses in IPv6 network, there is no need to use NAT devices. P-CSCF sends (X1, y1) to discover PCRF and PCRF can directly use the IPv6 address (X1:y1) to bind the session. PCRF use IPv6 address (X1’:y1’) as TFT for policy rule.

If the network deploy NAT66, the session binding issue is the same as the scenario 2 that the network deploy NAT44.

2. scenario 2: IPv4 is deployed
2.1. NAT deployed between UE and PCEF
This scenario is discussed in annex E.6 in TS23.228 and mainly used in fixed network and in scenes of UE access the mobile network via WiFi through CPE/MIFI device. When the UE or P-CSCF detects NAT between UE and PCEF, UE can use STUN technology or P-CSCF support ALG function to complete NAT traversal. But there are still some issues. Here we take P-CSCF supporting ALG function as an example to describe the issue. 

The following figure based upon Figure 5.1 of TS 23.203 and Figure G.1 in TS23.228. 
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Figure.2 Scenario of NAT deployed between UE and PCEF in IMS using IPv4
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Figure.3 IMS ALG procedure of NAT deployed between UE and PCEF in IMS using IPv4

Several important points as related to the architecture are provided below:

· (X1:y1) is the (IPv4 address: port) that the UE sends in IP header
· (X1’:y1’) is the (IPv4 address: port) that the UE sends in SDP packets.
· (X2:y2) is the (IPv4 address: port) that NAT transform (X1:y1) into in IP header.
· (X2’:y2’) is the (IPv4 address: port) that NAT transform (X1’:y1’) of media flow into and send to IMS Access GW. X2 is equal to X11

P-CSCF can receive the private address (X1’, y1’) of media flow and the public (X2, y2) address of signalling flow. Therefore, PCRF can receive the public address of UE (X2) from the Frame-IP-Address AVP that P-CSCF sent to complete session binding. 

However, PCRF could not provide the appropriate PCC rules to PCEF to create an dedicated bearer for media flow of the IMS application, because PCRF cannot receive the media flow information of UE (X2’, y2’) from P-CSCF and take (X2’, y2’) as the TFT for PCC rule.
To solve the problem, P-CSCF should receive (X2’, y2’) from IMS-ACCESS-GW and send to PCRF.
2.2. NAT deployed between PCEF and P-CSCF
This scenario is based on Figure 7.1.2 in TS23.975 and Figure 5.1 in TS 23.203. When the UE or P-CSCF detects NAT between UE and PCEF, UE can use STUN technology or P-CSCF support ALG function to complete NAT traversal. But there are still some issues. Here we also take P-CSCF supporting ALG function as an example to describe the issue. 
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Figure.4 Scenario of NAT deployed between PCEF and P-CSCF in IMS using IPv4

Several important points as related to the architecture are provided below:

· (X1:y1) is the (IPv4 address: port) that the UE sends in IP header
· (X1’:y1’) is the (IPv4 address: port) that the UE sends in SDP packets.
· (X2:y2) is the (IPv4 address: port) that NAT transform (X1:y1) into in IP header.
· (X2’:y2’) is the (IPv4 address: port) that NAT transform (X1’:y1’) of media flow into and send to IMS Access GW. 
P-CSCF can receive the private address (X1’, y1’) of media flow and the public (X2, y2) address of signalling flow. Therefore, PCRF can receive the private address (X1’, y1’) of media flow from flow-description AVP that P-CSCF sent and provide the appropriate PCC rules to PCEF to create an dedicated bearer for media flow of the IMS application. 
However, PCRF could not complete the session binding because the PCRF receives different IP address from PCEF and P-CSCF. PCRF receives the public (X2, y2) address of signalling flow from P-CSCF and receives the private (X1, y1) address of signalling flow from PCEF
To solve the problem, UE should send its private address of signalling flow to P-CSCF. P-CSCF should identify the parameter and sent to PCRF via Framed-IP-Address AVP. 
Non IMS Scenario

The following scenarios have the similar issues as the IMS scenarios, but the operators are unable to control the UE and the application (AF) and there are no requirements for UE and third-party AF in standards. Therefore, the scenario referring NAT between PCEF and AF does not work well.

1. scenario 1: IPv6 is deployed
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Figure.5 Scenario of non-IMS using IPv6

Several important points as related to the architecture are provided below:

· (X1:y1) is the (IPv6 address: port) that the UE sends.

Because of the adequate addresses in IPv6 network, there is no need to use NAT devices. PCRF can directly use the IPv6 address to bind the session.

If the network deploy NAT66, the session binding issue is the same as the scenario 2 that the network deploy NAT44.
2. scenario 2: IPv4 is deployed

NAT devices may be deployed in operator’s network because of the scarcity of public IP addresses.

2.1. If the NAT devices are located between UE and PCEF
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Figure.6 Scenario of NAT deployed between UE and PCEF in non-IMS using IPv4

· (X1:y1) is the (IPv4 address: port) that the UE sends in IP header.

· (X2:y2) is the (IPv4 address: port) that NAT transform (X1:y1) into.
AF can receive the public address (X2, y2) from the IP header. The PCRF receives the same IP address (X2:y2) from AF and PCEF and the session binding is no problem.
2.2. If the NAT devices are located between PCEF and AF

The PCRF receives the different IP address from AF and PCEF and cannot make session binding.      

2.2.1. Scenario 1: No DRA is deployed
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Figure.7 Scenario of NAT deployed between PCEF and AF in non-IMS using IPv4 and no DRA deployed

· (X1:y1) is the (IPv4 address: port) that the UE sends in IP header.

· (X2:y2) is the (IPv4 address: port) that NAT transform (X1:y1) into.
When PCRF receives the private address of UE from PCEF, and receives the public address of UE from AF, there are some problems need to be solved:

· PCRF receives (X1:y1) with IMSI from PCEF, and receives (X2:y2) without IMSI from AF. PCRF receives different address from PCEF and AF and cannot make the session binding. 

· The filter of PCC rule cannot be defined for the inconsistent UE IP addresses.
Above all, PCRF can’t make the session binding and provide the appropriate PCC rules to PCEF. The new solution should be considered.

2.2.2. Scenario 2: One DRA is deployed in an operator’s network realm.
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Figure.8 scenario of NAT deployed between PCEF and AF in non-IMS using IPv4 and one DRA deployed

·  (X1:y1) is the (IP address: port) that the UE sends and receives application data; it’s usually the private address of UE.

·  (X2:y2) is the (IP address: port) that NAT transform (X1:y1) into and send to AF, it’s usually the public address of UE.

· IMSI is the subscriber id of UE

When PCRF receives the private address of UE from PCEF, and receives the public address of UE from AF, there are some problems need to be solved:
· The DRA first receives a request for a certain IP CAN Session from PCEF which includes private address of UE X1; the DRA selects a suitable PCRF for the IP CAN Session according to the UE information and stores the PCRF address. Subsequently, the DRA may retrieve the selected PCRF address according to the information carried by the incoming requests from AF. However, the AF will provide the public address of UE X2, where the DRA cannot retrieve the selected PCRF address.
In conclusion, the DRA cannot select the PCRF for the certain IP-CAN session. The new solution should be considered.

2.2.3. Scenario 3: more than one DRA are deployed in an operator’s network realm, etc. a pair of DRAs are deployed
2.2.3.1. The pair of DRAs are deployed by load sharing
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Figure.9 Scenario of NAT deployed between PCEF and AF in non-IMS using IPv4 and a pair of load sharing DRAs deployed

·  (X1:y1) is the (IP address: port) that the UE sends and receives application data; it’s usually the private address of UE.

·  (X2:y2) is the (IP address: port) that NAT transform (X1:y1) into and send to AF, it’s usually the public address of UE.

· IMSI is the subscriber id of UE

When PCRF receives the private address of UE from PCEF, and receives the public address of UE from AF, there are some problems need to be solved:

· It is probably that AF session and IP-CAN session may send to different DRAs if the pair of DRAs for load sharing. DRA1 first receives a request for a certain IP CAN Session from PCEF which includes private address of UE X1. The DRA selects a suitable PCRF for the IP CAN Session according to the UE information and stores the PCRF address. However, DRA2 receives a request from AF without mapping information and can’t make session binding and select suitable PCRF for AF. The problem that DRA receive different address of UE from PCEF (private address and port X1:y1) and AF  (public address and port X2:y2) also exists.

· PCRF receives (X1:y1) with IMSI from PCEF, and receives (X2:y2) without IMSI from AF. PCRF receives different address from PCEF and AF and can’t make the session binding. The filter of PCC rule can’t be defined for the inconsistent UE IP addresses;

In conclusion, PCRF cannot make the session binding and provide the appropriate PCC rules to PCEF. The new solution should be considered.  
2.2.3.2. The pair of DRAs are deployed by active-standby


[image: image10.emf]UE PCEF

PCRF

AF

X1

：

y1

IMSI

IMSI

NAT

X1

：

y1

X2

：

y2

X1

：

y1 X2

：

y2

DRA1

DRA2


Figure.10 Scenario of NAT deployed between PCEF and AF in non-IMS using IPv4 and a pair of active-standby DRAs deployed

·  (X1:y1) is the (IP address: port) that the UE sends and receives application data; it’s usually the private address of UE.

·  (X2:y2) is the (IP address: port) that NAT transform (X1:y1) into and send to AF, it’s usually the public address of UE.

· IMSI is the subscriber id of UE

If the AF and PCEF make the same configuration of DRA, that is DRA1 for active and DRA2 for standby, the issue of this scenario is the same as that of scenario 1. Otherwise, the issue of this scenario is the same as that of scenario 2.

3. Following potential solution could be considered for issues of Non IMS scenario
· Application Clients can attain the private address of UE (X1:y1) by supporting STUN technology for NAT traversal or get information from terminal and send private address and public address  (X1:y1,X2:y2) to AF

· AF receives private and public address (X1:y1,X2:y2) from UE and report both.
· PCRF makes session binding and provides PCC rule with the private X1:y1. However, PCRF can’t make session binding If there are duplicate private network addresses, 

· DRA should support redirect function so that the PCEF/AF can get PCRF address from appropriate DRA if a pair of DRAs with load sharing are deployed.
Proposal
According to the analysis above, there are issues in PCC that need to be solved when NAT exist between UE and AF, especially when NAT is sitting between PCEF and AF. But we believed that the issues should be solved by protocol enhancements, with no impact on current PCC architecture.

Therefore, it is proposed to discuss and agree in SA2 that PCC architecture is not impacted to support NAT and give CT3 a guidance to start stage 3 works.
3GPP

SA WG2 TD


_1402845018.vsd
PCEF


UE-A


PCRF


Signal：IP header X1：y1


X2：y2


P-CSCF（IMS-ALG）


Tr_B


Tr_A=tr(X1',y1')


UE-B


Gx: X2：y2


Need X2, y2 for session binding and X2'：y2' for policy rule


X1'：y1'


SDP


X2'：y2'


X1'：y1'


NAT


X2：y2


IMS ACCESS GW


Tr_B


Tr_A=tr(X1',y1')


B


X2'：y2'


X1'：y1'


Media： X1'：y1'



_1402850996.vsd
PCEF


UE


X1：y1
X1':y1'


PCRF


Signal：IP header: X1：y1
                     SDP: X1':y1'


P-CSCF


X1：y1 for session binding
X1':y1' as TFT for policy rule


X1：y1



_1402855601.vsd
PCEF


NAT


UE


X1：y1


PCRF


X1：y1


X2：y2


AF


X1：y1


IMSI


IMSI


Rx gets X2, y2 but needs X1, y1 for session binding and policy rule



_1402855600.vsd
PCEF


NAT


UE


X1：y1


PCRF


Rx gets X2, y2
but need X1, y1 for session binding and policy rule


X1：y1


X2：y2


AF


X1：y1


IMSI


IMSI


DRA



_1402845174.vsd
NAT


UE-A


PCRF


Signal：IP header X1：y1


X2：y2


P-CSCF（IMS-ALG）


Tr_B


Tr_A=tr(X1',y1')


UE-B


X1：y1


Need X1, y1 for session binding and X1'：y1' for PCC rule


X1'：y1'


SDP


X1'：y1'


X1'：y1'


PCEF


X1：y1


IMS ACCESS GW


Tr_B


Tr_A=tr(X1',y1')


B


X2'：y2'


X1'：y1'


Media： X1'：y1'



_1399391936.vsd
PCEF


UE


X1：y1


PCRF


X1：y1


AF


IMSI


X1：y1


X1：y1



_1402759635.vsd
PCEF


NAT


UE


X1：y1


PCRF


X2：y2


X1：y1


X2：y2


AF


X1：y1


IMSI


IMSI


DRA1


DRA2



_1402759656.vsd
PCEF


NAT


UE


X1：y1


PCRF


X2：y2


X1：y1


X2：y2


AF


X1：y1


IMSI


IMSI


DRA1


DRA2



_1399392027.vsd
PCEF


UE


PCRF


X1：y1


X2：y2


AF


IMSI


X2：y2


X2：y2


NAT


X2：y2



_1187607284.ppt






 UE_A 

P-CSCF

IMS Access GW

1) SDP_offer [c=A]

2) Allocation Request

3) Reserved[c=Tr_A]

5) SDP_offer[c=Tr_A]

6) SDP_answer[c=B]

7) Allocation Request

8) Reserved[c=Tr_B]

8) SDP_answer[c=Tr_B]

 UE_B 

4) Modification of SDP

9) Modification of SDP








