Notes of the Joint meeting between SA WG and SA WG3 (Thursday 24 May 2012)


Notes of the Joint meeting between SA WG2 and SA WG3 on SIMTC Security

The joint meeting was held on Thursday morning (24 May 2012).

The SA WG3 Chairman outlined the documents to be reviewed at this meeting.

The SA WG2 Chairman asked whether it was necessary for SA WG3 to use a 2-step process with endorsement of updates to the specifications. Intel commented that this should not be necessary for changes impacting only the Security aspects. Ericsson added that if the meeting schedules allow SA WG2 review then this should be done. Alcatel-Lucent asked whether the specification could indicate parts which are under SA WG3 responsibility to avoid misunderstandings about SA WG2 doing Security work. 

Security CRs which only impact security text can be agreed by SA WG3 and forwarded to TSG SA in cases where there is no opportunity to allow SA WG2 review first.

Wi-Fi Roaming:

TD S3‑120511 33.402 CR0110R1: Clarification of trusted and untrusted definition (Ericsson, ST-Ericsson, AT&T). Summary of change: Clarification and alignment of definition of trusted and untrusted non-3GPP access networks with SA WG2 TS 23.402.
Discussion and conclusion:

TD S3‑120112 Analysis of GBA Push triggering solution (Huawei, HiSilicon, China Mobile).
This document analyzed GBA Push triggering solution and proposed to exclude this solution from MTC trigger solutions.

Discussion and conclusion:

Draft S3‑120512 Reply LS on Wi-Fi Roaming Task Force.
SA WG3 thanks GSMA Wi-Fi Roaming Task Force for its LS, which has been forward by TSG SA to SA WG3 as SP-120003 and SP-120170. SA WG3 is be happy to address one of the questions, specifically Question 3 related to the definition of "trusted" and "untrusted" access in relation to Wi-Fi networks.

Question 3: "3GPP are requested to clarify the definition of the terms 'trusted' and 'untrusted' when used in relation to Wi-Fi networks, in particular relative to the WFA concepts of 'secure' and 'insecure' link security. These terms are found in 3GPP documents, but it is not clear how networks are classified and what conditions determine the categorisation a network falls into. These terms carry considerable implication, and so GSMA and WBA would like to use them in a manner that is consistent with the intent of 3GPP."

SA3 answer: The terms "trusted" and "untrusted" have been defined by 3GPP in clause 4.3.1.2 of 3GPP TS 23.402 and clauses 4.2 and 4.3 of 3GPP TS 33.402 respectively.

"Trusted" and "Untrusted" Non-3GPP Access Networks are IP access networks that use access technology whose specification is out of the scope of 3GPP. SA WG3 would like to emphasize that whether a Non-3GPP IP access network is regarded as "Trusted" or "Untrusted" is not automatically determined by any characteristic of the access network (e.g. by the security level of the access link), but it is a home operator policy decision.

If the home operator considers a Non-3GPP IP access network as Untrusted, UEs accessing that operator's network via this Non-3GPP IP access network have to use access procedures defined by 3GPP for Untrusted Non-3GPP IP access networks (e.g. an IPSec tunnel needs to be established from the UE to the 3GPP domain). Likewise, if the home operator considers a Non-3GPP IP access network as Trusted, UEs accessing that operator's network via this Non-3GPP IP access network have to use access procedures defined by 3GPP for Trusted Non-3GPP IP access networks. In particular, the WFA concept of "secure" and "unsecure" link security would be only one factor in determination in 3GPP home operator of whether the non-3GPP access network is regarded as trusted or untrusted.

When the home operator makes the policy decision, the 3GPP home operator takes the security features of the Non-3GPP IP access network into account. However, this policy decision may additionally be based on reasons not related to security features.

Based on the LS GSMA Wi-Fi Roaming Task Force sent to 3GPP, SA WG3 has identified that the definition of Trusted and Untrusted Non-3GPP IP access networks may need clarification and SA WG3 has further aligned its definition in TS 33.402 along with SA WG2's definition in TS 23.402 accordingly and has clarified that the decision of the HPLMN operator is based on security and additionally on non-security reasons. The attachment contains the CR that was approved in SA WG3 for clarification and alignment with SA WG2's specification.

Discussion and conclusion:

This LS has not yet been sent even though it was approved in SA WG3. There were no concerns raised 

SIMTC:

These 3 CRs are CRs to TS 23.682, which means that SA WG2 would need to agree them, as they are to an SA WG2 specification (this is because no SA WG3 specification on SIMTC was created in Rel‑11).

TD S3‑120540 23.682 CR0006R1: Updates to TS 23.682 Scope (Samsung).
Summary of change: Updated the scope, to indicate that security mechanisms for device triggering are covered in this specification.
Discussion and conclusion:

Intel asked whether this would impact the Rel‑12 work as this should not be reflected in Rel‑12. It was explained that when Rel‑12 is created by a Rel‑12 CR, the Scope will need to be modified also by a Rel‑12 CR. Alcatel-Lucent suggested removing 'and also' and adding a note that this is in this TS as there is no other specification for it in Rel‑11. Ericsson did not agree that this should be done, as this can be handled by placing the security work in the appropriate place in Rel‑12 and removing it from here. The SA WG2 Chairman suggested debating this in SA WG2 and updating the CR appropriately. This was agreed.
MCC NOTE: The CR number is incorrect as it was allocated in error New allocated CR Number: 23.682 CR0039.

TD S3‑120520 23.682 CR0007R1: External Interface Security (Samsung, Nokia Corporation, Nokia Siemens Networks).
Summary of change: Elaborated the security requirement for secure communication between the MTC-IWF and the SCS. Added new clause for security mechanism between communication between MTC-IWF and SCS. There, an Editor's note points to the need for the final selection of the security protocol once the communication protocol has been finally agreed.

Discussion and conclusion:

It was suggested that, for Rel‑12, the SA WG3 specific text is moved into SA WG3 specifications to avoid the need for SA WG3 to refer SA WG2 to change the text in the future. This TS would then be a reference to the provisions in the SA WG3 TS. For this Rel‑11 TS, it was suggested to replace the editor's notes with a reference to the provisions in a single clause. There was some debate over whether to use a clause 4.x or a new annex for the security functions. SA WG3 can decide on this. Huawei commented that there are other security provisions which should be considered for moving. Alcatel-Lucent commented that alternatively the bullets could be referred to. This debate should be left to SA WG3.
MCC NOTE: The CR number is incorrect as it was allocated in error. New allocated CR Number: 23.682 CR0040.

TD S3‑120531 23.682 CRxxxx: Network based solution for filtering SMS-delivered device trigger messages (Vodafone).
Summary of change: A new security clause is added describing a network based solution for filtering SMS-delivered device trigger messages. The solution addresses the requirement to block trigger indications from unauthorized sources.
Discussion and conclusion:

It was clarified that no requirements on T4 have been specified in SA WG3 at present. It was suggested to put a note that there are no requirements but it is not out of scope. The SMS-delivered device trigger message handling was questioned. It was clarified that this is a two-step procedure which determines whether it is from T4 before making the triggering decision. This should be clarified in the text. The SA WG3 Vice Chairman commented that the Rel‑11 work needs to be completed at this meeting. If more time is needed for this security work, this should be raised at TSG SA. Alcatel-Lucent asked whether the SMS-SC will do the routing or will trigger the SMS filter. It was clarified that the SMS-SC will route the message to a separate filtering infrastructure, although both functions can be implemented in the same box. Huawei commented that there are many options for where the filtering is done and some clarification of this. The current text does not mandate the element doing the filtering and is left general. SA WG2 should consider whether the overall concept is acceptable and SA WG3 can work on the details. Nokia Siemens Networks commented that the cryptographic protection is an end-to-end protection and there will be devices which do not support it, so a network-based encryption will also be needed. The SA WG3 Chairman commented that a risk for MTC devices of high power consumption due to sending of SMs has been identified, which can be reduced by subscription options for filtering of SMs. Huawei commented that the issue with this is that there is currently no MTC subscription defined. The SA WG3 Chairman suggested this would be more of an HSS configuration issue.
MCC NOTE: Allocated CR Number: 23.682 CR0041
TD S3‑120521 SA WG3 Questions to SA WG2 on MTC device triggering procedures (SA WG3).

3GPP SA WG3 would like to ask the following questions related to MTC device triggering procedures and get inputs from SA2 for further work progress on the security aspects. The questions are as follows:

A.
SA WG3 would like to know whether SA WG2 supports device triggering for a roaming MTC device (for e.g. MTC device always attached to a VPLMN).

B.
SA WG3 would like to know the communication model for Tsms, whether only a certain limited number of network entities (for example, network servers) acting as SME can send triggers over Tsms to MTC devices or can it be possible for a large number of devices (for example, normal UEs) acting as SME to send triggers to MTC devices over Tsms interface. SA WG3 believes that it will probably only be possible to standardise a secure SMS triggering solution in Rel‑11 if the number of entities that can legitimately send trigger messages is limited per PLMN. Is such a restriction acceptable to SA WG2?
A more comprehensive solution that can deal with a larger number of sending entities could potentially be introduced in Rel‑12.

C.
SA WG3 would like to know whether "Device triggering using direct model over user plane" and "Triggering with OMA Push" procedure captured in the annex TS 23.682 are within scope of Rel‑11.

D.
Is it possible to send normal SMS (other than trigger SMS) to a MTC device. In case a normal SMS is allowed, then how does the MTC device react when receiving normal SMS?
SA WG3 sees that in this case it may be possible to mount battery drain attack, even when there are mechanisms to filter out fake/unauthorized trigger SMSs.

E.
SA WG3 would like to know if it is possible to differentiate a trigger SMS from a normal SMS when sent over Tsms (for e.g. using SMS application port ID)?

These questions are important for further progress of SA WG3 work. They might help in progress Rel‑11 issues, but are mainly impacting Rel‑12.

Discussion and conclusion:

A:
It was clarified that normal 3GPP roaming principles apply for MTC. It was clarified that the MTC-IWF is always in the HPLMN.

B:
Intel commented that direct communication is outside of the scope of 3GPP specifications. Vodafone commented that DSMS can be seen as a UE connection to an SMS-SC. Ericsson commented that there are a limited number of devices which can generate SMS triggers.

C:
AT&T commented that this was considered within the scope of Rel‑11 and is complete. Ericsson added that the annexes provide examples for trigger transport to provide this functionality. Intel reiterated that Direct mode is outside of the scope of the work. Huawei clarified that the trigger mechanisms are described and the use of this at the application layer is left open. In summary, this is not standardized in Rel‑11 but is not excluded from implementation.

D:
This was discussed when reviewing the CRs to 23.682.

E:
This was discussed when reviewing the CRs to 23.682.

