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Abstract of the contribution: Proposing and documenting IPv6 as the primary solution for MTC devices.
This contribution is proposing a way forward for documenting the IP addressing aspects for MTC in normative stage 2 specifications. 
Considering: A/ The large number of MTC Devices that will be deployed, B/ Additional operational complexity pertaining to middle box communications and C/ public IPv4 address depletion in both global and regional address pools; this contribution proposes IPv6 as the long term IP addressing approach for MTC. A proposal is made on how to document IP addressing approaches in normative stage 2 TSs.
Subclause 5.3 is updated in line with the approved S1-111379 in SA1#54 (May 9th-13th 2011).
**************First change***************

5.3
Key Issue - IP Addressing

5.3.1
Use case description

This key issue focuses on the common service requirements regarding IP addressing as specified in TS 22.368 [1] for communication between UEs used for MTC and MTC servers. The key issue relates to communication in the user plane i.e. the SGi/Gi reference point. 
For some MTC Applications, there is a need for the MTC Server to be the initiator of communications between the MTC Server and the UE used for MTC (e.g. due to the need for centralized control). 
It is expected in Rel-11 timeframe that the UE used for MTC and the MTC Server are assigned IPv6 addresses, and are thus in the same routable address space (see figure 5.3.1-1). For IPv6 addressing, the number of available IPv6 prefixes is abundant and thus there is no limitation for the IPv6 address space. 
When IPv4 addressing is used, the UE used for MTC is normally assigned a private IPv4 address due to the limitation of the public IPv4 address space. The MTC Server may reside in the same private IPv4 address space as the UE, or the MTC Server may reside in public IPv4 address space (see figure 5.3.1-2). In the former case, the UE used for MTC and the MTC Server are in the same routable address space. In the latter case, the UE used for MTC and the MTC Server are located in different non-routable address spaces.



For both IPv4 and IPv6 addressing, the network may employ network topology security techniques that are intended to thwart unauthorized mobile terminated communications over a pre-existing globally routable IP connection. These security techniques are employed by the network operator to address various security goals. These security goals may include, but are not limited to, the desire for end-system privacy (e.g. to prevent device profiling), topology hiding (e.g. to mitigate scanning attacks) and to prevent unauthorized or unwanted communications with the UE used for MTC.
Editor’s Note: The security solutions that may be needed for MTC are specified by TSG SA WG3. 


The following scenarios must be specifically targeted for MTC addressing (the large ovals in the figures depict routable address spaces):
A. The MTC Server and the UE used for MTC are both located in the IPv6 address space. The UE used for MTC is assigned an IP address by the MNO.

[image: image2]
Figure 5.3.1-1: MTC Server and the UE used for MTC in the IPv6 address space

NOTE:
IPv6 based addressing for both UEs used for MTC and MTC Servers is considered the primary addressing solution and is preferred to ensure future proof and scalable deployments.
B. The MTC Server is located in a public IPv4 address space. The UE used for MTC is assigned a private IPv4 address from an address pool that is owned and managed by the MNO. 

C. The MTC Server is located in a private IPv4 address space. The UE used for MTC is assigned by the MNO a private IPv4 address corresponding to the same IPv4 address space the MTC Server belongs to. 
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Figure 5.3.1-2: MTC Server in a public or private IPv4 address space, UE used for MTC in a private IPv4 address space

NOTE:
IPv4 based addressing solutions are considered transition solutions and are deprecated but not precluded.

5.3.2
Required Functionality

-
The system shall provide communication between the MTC Server and the UE used for MTC in the scenarios described in subclause 5.3.1. For any used addressing mechanism: 
-
The mechanism shall be scalable;

-
The mechanism shall minimize the required configuration by the MNO and the MTC User;

-
The mechanism shall minimize the required messaging transactions by the MTC Server to initiate MT communications;

-
The mechanism shall minimize the messaging sent over the air to the UE used for MTC;

-
The mechanism shall minimize any additional user plane latency;

-
The mechanism shall minimize any additional security threats to the UE used for MTC.

**************Next change************

7.2
Conclusions for release 11 specification work 
This clause contains the agreed conclusions corresponding to Key Issues 5.3.

3GPP Release 11 specifications should be developed in the following areas:

a) IPv6 as the primary solution for IP addressing of UEs used for MTC.

b) A few key IPv4 addressing solutions are documented in appropriate annexes as described in sub clause 8.2. IPv4 based solutions are considered transition solutions and are deprecated.
NOTE: The scenario where the MTC Server and/or its end-to-end connection to the mobile operator’s domain is dependent on IPv4 addressing will be reduced as the migration to IPv6 proceeds. However an IPv6 capable MTC Server (i.e. dual-stack) in an IPv4 public address space can still be a valid scenario for some years. For such scenarios where there is no end-to-end IPv6 connectivity, well known transition mechanisms can be used. This is considered normal network design and should be transparent to 3GPP specifications. Therefore an MTC Server using IPv6 addressing connected to IPv6 UE used for MTC over a public IPv4 address space can be considered as an IPv6 scenario (i.e. scenario A in subclause 5.3.1).
Editor's note: It is FFS if well know transition mechanisms will provide the scalability for the number of bindings required per GGSN/PGW and MTC Server/Application combinations
Editor's note: what IPv4 addressing solutions to be documented needs to be decided.

**************Next change************

8.2
Related to conclusions for release 11 specification work 
8.2.1
IP addressing

This section provides a proposed way forward and guiding principles on how to document IP addressing related aspects in normative Stage 2 specifications. 

The guiding principles when to documenting IP addressing solutions are:

A/ Focus on most important deployment scenarios as per Section 5.3.1
B/ Maximize the reuse of existing 3GPP standards and minimize the impact on the 3GPP System
C/ Use of IPv6 addressing as the primary solution for IP addressing of UEs used for MTC. IPv4 based addressing is deprecated but not precluded. 
D/ Avoid documenting the same mechanisms in two different Technical Specifications. If a mechanism has an impact on more than one Technical Specification then it shall be documented in only one and referred from other specifications. This approach shall avoid duplicate maintenance work.

8.2.1.1
Documentation approach

It is proposed that IP addressing aspects are documented in existing specifications (as opposed to a new TS for MTC), preferably in TS 23.221 which already specifies IP addressing, or in TS 23.401 and TS 23.060. The following approach is proposed:

· A normative part giving an overview of IPv6 addressing mechanisms. 

· An informative annex documenting IPv4 addressing mechanisms to serve as implementation guideline for transition solutions. 

**************End of second change***************
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