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Abstract of the contribution:

This contribution proposes MTC devices use of IMSI for addressing and triggering.
1. Introduction

A number of different alternatives have been proposed to address the issue of MTC identifier both external and internal to the 3GPP network.  For external MTC identifiers (termed as “International Service Provider Subscription Identifier”) use of FQDN, dedicated 3GPP URN, SIP URI or ICCID have been proposed as potential MTC identifiers.  Conversely, candidate identifiers for MTC devices internal to the 3GPP network include the use of ICCID, MSISDN sharing and finally re-use of IMSI.
All proposed solutions adequately address the MTC identity key issue with the exception of 3GPP admission control (i.e., Authorization and Authentication performed during Attach or system reselection as per R10 NIMTS) where IMSI is being used by the device to gain access to 3GPP network.  All proposed solutions either implicitly or explicitly assume the mapping of the proposed Identifiers toIMSI which is stored in the HSS/HLR.  In addition to changing the signalling procedures and frame formats, impacting the 3GPP core network and the ME, the ME is required to be updated with new identifiers (internal and/or external) to manage adequately communications, internally to the 3GPP network and externally to the MTC server(s). Nonetheless IMSI is still the only viable solution for admission control into 3GPP.
Since no-other alternative have been identified/proposed to replace IMSI for admission control, charging, and to anchor the mapping of external identifiers; we propose to re-use existing admission control procedures (e.g., Authorization, Authentication, and Attach) based on IMSI.  It is also recommended to re-use IMSI as one of the external identifiers within secure environment.  In addition, as an optimisation it is proposed to allow the IMSI to be assigned to multiple MTC devices under the same subscription. Such feature will be usefull in scenarios where the MTC device(s) location is known and hence multiple device triggering can be carried out.
For external communications, the concerns are that an operator may not want to advertise the IMSI to external PDN(s) due to security reasons.  It is important to note that there is no issue if the MTC model is the Indirect with operator controlled MTC server since the MTCsp interface will be secure enough to convey the IMSI information.  However, the concerns are applicable to the direct model as well as the indirect model where the MTC server is non-operator controlled.  On the other hand this issue can be also addressed by having SLA agreements between the 3GPP operator and the MTC service operator.
2. Proposal

It is proposed to include the following within TR 23.888.
*************  START OF CHANGE *********************

6.X
Solution – Use of IMSI as an identifier for 3GPP Admission Control Procedures

6.X.1
Problem Solved / Gains Provided

See clause 5.13 "Key Issue – MTC Identifiers", clause 5.8 "Key Issue – MTC Device Trigger",.

6.X.2
General

In R10, IMSI is being used as the sole 3GPP identifier for MTC UEs during admission control procedures (e.g., Authentication Authorization, Attach, and System Re-selection). All the proposed solutions thus far assume the mapping of proposed “External Identifiers” to IMSI in the HSS/HLR and the use of IMSI for the charging function.  There is an inherent assumption that IMSI will be used as an Identifier to gain access to 3GPP network and that the additional procedures will be used to register the association between proposed identifiers and IMSI in the HSS/HLR.   A realistic solution is to extend the use of IMSI as a sole 3GPP identifier in R10 to R11.  It is also possible for certain applications/scenarios to use IMSI as an “External Identifier” under certain security constraints.  It is proposed to re-use R10 attach procedures and system re-selection procedures based on IMSI as a sole 3GPP identifier for MTC UE in R11.  This will minimize the impact on the UE and on the Core Network.  It is also proposed to include a solution where the IMSI is used to identify MTC devices internal to the 3GPP network and also externally (i.e. to the MTC server) as an option under secure conditions.  In addition, it is proposed to allow assignment of a single IMSI to multiple MTC device(s) under the same subscriptions.  Such optimisation will be particularly applicable to devices of known location that will allow multipledevice triggering and more efficient usage of the IMSI numbers.
For external communications, the concerns are that an operator may not want to advertise the IMSI to external PDN due to security reasons.  It is important to note that there is no issue if the MTC model is the Indirect with operator controlled MTC server since the MTCsp interface will be secure enough to convey the IMSI information.  However, the concerns are applicable to the direct model as well as the indirect model where the MTC server is non-operator controlled.  On the other hand this issue can be also addressed by having SLA agreements between the 3GPP operator and the MTC service operator.
6.X.3
Impacts on existing nodes or functionality
Advantages:

Re-use of R10 admission control procedures (Authentication, Authorization, Attach, and system re-selection procedures)

No additional impacts to the UE or core network

Disadvatages:

Additional Security issues when IMSI is conveyed (e.g., used as External Identifier) to external PDNs

6.X.4
Evaluation
*************  END OF CHANGE *********************
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