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This contribution proposes two solutions that address some issues related to IPv6 addressing.
1 Discussion
TR 23.888-120 lists two solutions in clauses 6.1 and 6.41 that require the use of statefull address configuration because of the need for GGSN/P-GW to know which address is allocated to the UE. Consequently, if these solutions are selected for specification, TS 23.060 and TS 23.401 would need to be updated to support statefull address allocation since no reference to this mechanism is mentioned on these specifications. With the use of statefull address configuration, the MTC device needs to support a DHCPv6 client, thus IPv6 address allocation becomes a complex procedure for a device with limited resources.
2 Proposal

In order to use efficiently UE resources and avoid unnecessary addition of features, this contribution proposes a solution that enables GGSN/P-GW to be overcome the problem of ignoring the global IPv6 address configured by the UE while using stateless IPv6 address configuration.
* * * Change Begin * * * *
6.1
Solution - FQDN Identifier Solution

6.1.1
Problem Solved / Gains Provided

See Key Issue 5.2 "MTC Devices communicating with one or more MTC Servers".

6.1.2
General

MTC devices relying on IP communications that need to be reachable for mobile terminated communications are assigned a static unique "host name" (i.e. an FQDN identifier specific to the MTC device). The "host name" is assigned in addition to any EPS-level identity (such as IMSI or MSISDN) of the MTC device.

NOTE 1:
The "host name" may be defined via the EPS-level identity. For instance, assuming that the MTC device has an IMSI as the EPS-level identity, the "host name" can be defined as "mtc.IMSI.pub.3gppnetworks.org". The exact definition of the "host name" is a Stage 3 matter.

The "host name" is used as the primary addressing identifier for mobile terminating communications.

Upon attachment to the PLMN the MTC device that relies on IP communications is assigned dynamic IP address. In roaming scenarios the dynamic IP address may be assigned in the Visited PLMN.

The association between the "host name" and the dynamically assigned IP address is stored in the authoritative DNS server in the Home PLMN.

When the MTC device is assigned a dynamic IP address, the authoritative DNS server is kept up-to-date using DNS Update mechanisms.

The entity performing DNS updates is preferably located in the Home PLMN in order to reduce the number of trusted interfaces to the DNS server.

The call flow depicted in Figure 6.1.2-1 describes how MT communication with MTC devices inside public IP address space works in step by step fashion:
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Figure 6.1.2-1: Call flow for MT communication with MTC device inside public IP address space

1.
MTC device performs the EPS Attach procedure as described in TS 23.401. As part of the EPS Attach procedure the MTC device is assigned a public IP address, referred to here shortly as "D". The S5/S8/S11 Create Session Response message (not shown) is used to convey "D" from the PGW to the MME.

NOTE 2:
For IPv6 it is assumed that the MTC device relies on DHCPv6 for stateful address allocation, or uses the solution described in clause 6.X.
2.
As part of the previous step, or at the end of the EPS Attach procedure, the MME notifies the HSS/AAA with "D". Currently there is no direct interface between the PGW and the HSS/AAA, which is why the Notification is sent from the MME.
NOTE 3:
If an interface between the PGW and the HSS/AAA is defined in the future, the MTC device’s IP address “D” can be notified directly without passing through the MME.

3.
The association between the “host name” of the MTC device and the dynamically assigned IP address “D” is stored in the authoritative DNS server in the Home PLMN. The HSS/AAA sends a DNS Update to the authoritative DNS server.

4.
At some point the MTC server wishes to send a Mobile terminated (MT) message to the MTC device whose unique identifier is FQDN.

5.
MTC server sends a DNS query that eventually reaches the authoritative DNS server.

6.
The DNS response of the authoritative DNS server includes "D".

7.
MTC server sets the Destination IP address in the packet it wishes to send to the MTC device to “D”.

8.
The PGW hosting the MTC device's public IP address delivers the packet to the MTC device via an appropriate EPS bearer.

The proposed solution also applies to GERAN and UTRAN devices, in which case MME and PGW are replaced with SGSN and GGSN.

It also applies to MTC device-to-device communications, where both MTC devices are located inside public IP address space. In this case it is the source MTC device itself that performs the DNS query to resolve the FQDN of the target MTC device.

Editor's note: If the MTC device has multiple PDN connections, it is FFS which IP address the MTC Server selects for sending packets to the MTC device.

NOTE 4:
Further details on mobile terminated communications to MTC devices inside a private Ipv4 address space are described as a separate key issue, see clause 5.3 "IPv4 Addressing."

* * * Next Change * * * *
6.41
Solution – Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure

6.41.1
Problem Solved / Gains Provided

See clause 5.8 “Key Issue – MTC Device Trigger”.

6.41.2
General
This solution proposes to trigger the attached MTC Devices by reusing Network-Requested PDP Context Activation procedures. This solution supports the scenario where an MTC Device has a subscribed static IP address and the scenario where only dynamic IP address assignment for MTC Devices is supported. The MTC Device can obtain IP address dynamically during the subsequent PDP context activation procedure in case there is no subscribed static IP address.
The MTC Server initiates DNS query to retrieve the IP address for the MTC Device if it is not available in the MTC Server. The DNS Server can be standalone or the front-end of the AAA Server. The DNS Server lookup the entry based on the query input (i.e. a FQDN, which includes the device identifier) provided by the MTC Server. If there is a valid record in the DNS Server, the DNS Server returns IP address to the MTC Server (e.g. a PDP context or PDN connection has been established) directly, otherwise, it requires the AAA Server to trigger the MTC Device to establish PDP context or PDN connection firstly.

Editor's Note: The device identifier format, e.g. FQDN is FFS.

NOTE 1: For E-UTRAN access, a default PDN connection is established during Attach procedure, so the DNS Server can return the IP address directly.
NOTE 2: The AAA Server and DNS Server can be deployed as standalone physical entities or as functional entities collocated in a Device Trigger Gateway (DT-GW; refer to Figure 6.45.2-1).
There are two alternatives for the AAA Server to trigger the MTC Device.

Alternative 1:
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Figure 6.41.2-1: Illustration of alternative 1

The AAA Server selects the HLR/HSS based on the IMSI, which is derived from the device identifier (i.e. the IMSI is included in the device identifier) or mapped from the device identifier based on local configuration, and sends an information request (IMSI) message to the HLR/HSS. The HLR/HSS returns the serving SGSN address for the MTC Device.

The APN can be provided by the MTC Server (e.g. included in the FQDN for DNS query), or derived from, e.g. the FQDN according to local configuration.

The AAA Server selects a GGSN based on e.g. APN, and initiates Network-Requested PDP Context Activation procedure as specified in TS 23.060, with the exception as follows:

1) In step 3 of above figure, the AAA Server sends a Connectivity Request message (IMSI, APN, SGSN address) to the selected GGSN.

2) In step 4 of above figure, the GGSN sends PDU Notification Request (IMSI, APN, PDP address) message to the SGSN. The PDP address is set to zero or the static IP address configured in the GGSN.

3) In step 7 of above figure, the GGSN registers the MTC Device to the DNS Server via AAA Server as specified in TS 29.061, with providing the device identifier, APN and the IP address (i.e. the subscribed static IP address or the dynamically allocated IP address during the PDP context activation procedure in step 6), which are provided by the MTC Device in PCO IE.

NOTE 3:
For IPv6 it is assumed that the MTC Device relies on DHCPv6 for stateful address allocation, or uses the solution described in clause 6.X
NOTE 4:
Alternative 1 can be combined with the solution described in 6.Y to avoid the use of statefull address allocation.

Alternative 2:
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Figure 6.41.2-2: Illustration of alternative 2

The AAA Server selects a GGSN based on e.g. APN which is provided by the MTC Server (e.g. included in the FQDN for DNS query), or derived from, e.g. the FQDN according to local configuration, and then initiates Network-Requested PDP Context Activation procedure as specified in TS 23.060, with the exception as follows:

1) In step 2 of above figure, the AAA Server sends a Connectivity Request message (IMSI, APN) to the selected GGSN. The IMSI is derived from the device identifier (i.e. the IMSI is included in the device identifier) or mapped from the device identifier based on local configuration.

2) In step 3 of above figure, the GGSN sends MAP_SEND_ROUTING_INFO_FOR_GPRS Service (IMSI) message to the HLR/HSS. The HLR/HSS address is derived from the IMSI. The HLR/HSS returns the serving SGSN address.

3) In step 4 of above figure, the GGSN sends PDU Notification Request (IMSI, APN, PDP address) message to the SGSN. The PDP address is set to zero or the static IP address configured in the GGSN.

4) In step 5 of above figure, the SGSN sends a Request PDP Context Activation (APN, PDP address) message to the MTC Device.

5) In step 7 of above figure, the GGSN registers the MTC Device to the DNS Server via AAA Server as specified in TS 29.061, with providing the device identifier, APN and the IP address (i.e. the subscribed static IP address or the dynamically allocated IP address during the PDP context activation procedure in step 6), which are provided by the MTC Device in PCO IE.

NOTE 5:
For IPv6 it is assumed that the MTC Device relies on DHCPv6 for stateful address allocation, or uses the solution described in clause 6.X .

NOTE 6:
Alternative 2 can be combined with the solution described in 6.Y to avoid the use of statefull address allocation.

Afterwards, the DNS Server returns the IP address of the MTC Device to the MTC Server, so that the MTC Server can transmit packet data to the MTC Device.
Editor's Note: The alternative with using dynamic address allocation needs to solve issues addressed in TR 23.976. The solution with using static IP address allocation needs to detail how static address allocation is performed as it has been removed from 23.060 and 23.401.
* * * Next Change * * * *
6.X
 Solution – UE configured to build its IPv6 address with the provided interface identifier :
6.X.1
Problem Solved / Gains Provided
See clause 5.3 "Key Issue – IP addressing".
6.X.2
General
According to TS 23.401 and TS 23.060, the GGSN/P-GW shall provide an interface identifier to the UE to use it as a link-local address in order to avoid any collision with the link-local address of the GGSN/P-GW. This interface identifier may also be used by the UE to build its global IPv6 address.

In order to have full IP address knowledge, it is proposed in this solution to mandate the UE to use the interface identifier assigned by the GGSN/P-GW to construct its global IPv6 address. Thus, the MTC device will append its interface identifier (64 bits) to the prefix (64 bits) received in the Router Advertisement. 
Consequently, the GGSN/P-GW knows the full IPv6 address used by the MTC device and solutions listed in clauses 6.1 and 6.41 can be realised without any need for a statefull address configuration.
To support this solution, a “UE configured to build its IPv6 address with the provided interface identifier” is introduced. Such UE shall indicate to the SGSN/MME that it will use the interface identifier to construct its global IPv6 address. In addition, MTC device should keep the global address configured and avoid changing its interface ID.
* * * Next Change * * * *
6.Y
 Solution – Use of FQDN Identifier with Dynamic DNS Update:
6.Y.1
Problem Solved / Gains Provided
See clause 5.3 "Key Issue – IP addressing" and clause 5.2 "Key Issue – MTC Devices communicating with one or more MTC Servers".

6.Y.2
General
This solution addresses some aspects of IP addressing related to MT communications initiated by the MTC server. It is based on the FQDN Identifier solution described in clause 6.1 and proposes to use dynamic DNS updates initiated by the UE instead of a network entity. In case of stateless IPv6 addressing, this overcomes the problem of the network ignoring the global IPv6 address used by the MTC device. In this case, DNS updates are performed after the UE configures its IPv6 address via stateless IPv6 address autoconfiguration and when the UE changes its IPv6 address. Hosts with a IPv6 stack that frequently change their address for privacy reasons can use Dynamic DNS Updates (RFC 2136) to allow the authoritative DNS to keep the association between FQDN and the current IP address up to date. This solution is also applicable to IPv4 addressing.

Consequently, the call flow depicted in clause 6.1 becomes:
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Figure 6.Y.2-1: Call flow for MT communication with MTC device using Dynamic DNS Updates
1. MTC device performs the EPS Attach procedure as described in TS 23.401. As part of the EPS Attach procedure, a public IP address is assigned or Stateless IPv6 address autoconfiguration is accomplished, resulting in the MTC device being configured with a public IP address, referred to here shortly as "D", and information about the authoritative DNS is sent in PCO.

2, 3. MTC device stores the association between the FQDN and “D” in the authoritative DNS server. The MTC device performs DNS Updates whenever it changes its interface ID.
4.
At some point the MTC server wishes to send a Mobile terminated (MT) message to the MTC device whose unique identifier is FQDN.

5.
MTC server sends a DNS query to the authoritative DNS server.

6.
The authoritative DNS sends “D” to the MTC server.

7.
MTC server sets the Destination IP address in the packet it wishes to send to the MTC device to “D”.

8.
The PGW serving the MTC device delivers the packet to the MTC device using an appropriate EPS bearer.

* * * Change End * * * *
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