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Abstract of the contribution: This contribution proposes a number of updates to QoS interworking in TR 23.839. 
Introduction
TR 23.839 describes how to achieve QoS for a 3GPP UE in the BBF domain. This contribution proposes a number of updates to the QoS interworking principles in TR 23.839. The updates are a result of the LS response from BBF [xxx]. On a high level, the LS answers two open issues:
(1) Can reflective QoS be done by the RG in certain scenarios? BBF is reluctant to do this (assumption 2). But if the DSCP marking is done by the UE (reflective QoS) or by the H(e)NB, BBF has the means in place to honour that marking (assumption 3 and 4). 
Below, TR 23.839 is proposed to be updated with this input. It is proposed to let the UE do reflective QoS in all scenarios. A more detailed functional description is added on what this implies to the UE.

(2) When the UE does reflective QoS, and it marks the packets incorrectly, then the UE could take more uplink resources then it was entitled to by S9* admission control. Does BBF need mechanisms to detect and act upon such misbehaviour? The LS indicates that protection mechanisms are in place on a per-line granularity (assumption 1a, 5). Although technically possible to do this on a per-UE-and-DSCP granularity (assumption 5, 6), BBF does not see the need to do this since the PGW has this function.
BBF indicates that no additional protection mechanisms are needed to protect the BBF network from misbehaving 3GPP UEs. The remaining question is if 3GPP wants BBF to implement such mechanisms in order to protect the 3GPP network.
Such protection could be a rate limiter in the BNG on a UE-and-DSCP granularity. It could also be a rate limiter in the BNG on another granularity, e.g. a UE-AMBR granularity. We believe that for the home routed traffic case i.e. for building block I, since the PGW already has a rate limiter function, additional rate limiters in the BNG may not be needed. For the building block II,  usage of rate limiters in wirleine access network  shall be analyzed at that time. Below, TR 23.839 is proposed to be updated with this input. 

This contribution also proposes a summary of enhancements needed on the 3GPP side for QoS interworking based on DSCP.
Proposal

It is proposed to update TR 23.839 as shown below:

****** 1st Change ******
5.1.2.2 
Network Elements

The 3GPP network elements are defined in details in 3GPP TS 23.401 and 3GPP TS 23.402.

To support initiation of S9* session from the PCRF when using untrusted access procedures, the ePDG is enhanced to transport the access information of the UE, e.g. the outer header of the IP-sec tunnel, to the PCRF via the Gxb* or the S2b reference points as described in 5.2.2.1.2.
Editor’s Note: It is FFS whether Gxb* or S2b and Gx is used to carry the access information of the UE in case S2b is used.
Editor’s Note: The enhancement of PCRF for supporting interworking with BBF Policy Framework is FFS


The BBF network elements BRAS, BNG, RG, BPCF* are defined in details in BBF TR-058, TR-101, WT-145 [7] and WT-134.
Editor’s Note: It is FFS how to capture the 3GPP assumptions on the BBF access network elements functionalities. 

The BBF device represents any devices defined by broadband Forum or supported by BBF access, as a PC, Media center, etc, and they are considered outside the scope of 3GPP.
NOTE: The definition of BPCF*for enhancements to support Policy & QoS interworking with mobile networks is under discussion in BBF WT-134 [8] 

****** Next Change ******
5.2.2.1.5.2 
QoS interworking principles for DSCP marking
This solution is based on DSCP marking of packets traversing the BBF network. The BBF network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets.

BBF Access network

BBF access network currently supports the DSCP marking as specified in TR-092 [20] for BRAS, in TR-101 [8] for Access Nodes and Aggregation Nodes and in TR-124 Issues 2 for the RG [21]. 
Downlink

For the WLAN case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.402. In un-trusted scenarios where traffic is sent in an IPSec tunnel from ePDG to the UE, the ePDG copies that marking to the new outer header. 
For the H(e)NB case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.401. The SeGW copies that marking to the new outer header.
The BRAS/BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW,  may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header. 
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Figure 5.2.2.1.5-1. Packet classification and packet forwarding treatment in a 3GPP-BBF interworking scenario. Note that the figure is simplified and the intermediate transport network entities are not shown. The details of traffic handling in BBF domain is out of 3GPP scope.

Downlink for control plane traffic of femto case
The QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the relevant network entity (e.g. H(e)MS, MME/SGSN) for downlink. The relevant message traffic thus may be marked with the appropriate DSCP according to the preconfigured QoS. The SeGW copies this DSCP if it exists from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

NOTE: 
It is assumed that the MME/SGSN set the DSCP value of signalling traffic independently whether there’s H(e)NB or not. 

Uplink

For the WLAN case, DSCP marking may be performed by the UE by means of reflective QoS. The UE creates a 5-tuple rule from the corresponding downlink 5-tuple derived from the downlink IP traffic. It associates that uplink rule with the DSCP received in corresponding downlink 5-tuple. Each uplink packet matching that uplink rule is marked with the associated DSCP. Reflective QoS is already used in GAN (GSM CS access tunneled via WLAN), see TS 44.318.


Note that for IP flows initiated from the UE, uplink packets will not be marked until a marked downlink packet is received.

Editor’s note: The impact of unmarked TCP-SYN uplink packets to applications is FFS.

Some clarifications to the function of reflective QoS in the UE (this describes only the logical function, the implementation might be differently):

· The UE needs a table of state information. 
· For each incoming downlink IP packet, a lookup is made in the table. If no entry for the n-tuple of this packet exists, then a new entry is added. Otherwise, the DSCP value and the time stamp for this entry are set.
· A corresponding uplink n-tuple is made from the downlink n-tuple by swapping address (and port) destination and source.

· For each outgoing IP packet, a lookup is made in the table. If the n-tuple of the packet matches an uplink n-tuple in the table, then the DSCP value of the packet is set to the DSCP value in this entry of  the table. The time stamp of this entry is set.
· Note that for tunneled scenarios, the n-tuple in the table is the n-tuple of the inner header of the packet. In all scenarios, the DSCP value in the table is the DSCP value of the outer header of the packet. This in both downlink and uplink direction.
· Entries are removed from the table when a certain period of time has passed since the time stamp.
· The function of reflective QoS will overwrite DSCP markings set by the UE application.
Since BBF at this point in time does not implement a dynamic policy interface between BPCF/BNG and RG, the UE could take more uplink resources between RG and PGW then it was entitled to by S9* admission control (e.g. the UE might set the DSCP incorrectly). BBF does implement resource utilization limiters, but only on a per-line granularity. 
BBF might implement a number of mechanisms to protect the BBF network from a misbehaving UE (note that all these functions are out-of-scope for 3GPP; also, these functions may or may not be implemented depending on the agreement between 3GPP and BBF operator):
· The RG might have pre-configured rules to allow only 3GPP UEs to set DSCP. Distinguishing 3GPP UE from other devices might for example be concluded from authentication (always EAP-AKA for 3GPP UEs) or from packet destination address (always ePDG/PGW for S2b/S2c). 
· The BNG may enforce UE bandwidth limitation based on the information (including QoS rules) received over S9* via the BPCF. These rules may have a different granularity as determined suitable for the BBF network (e.g. in a scenario with user place confidentiality protection). The granularity may be on a per UE and DSCP basis.

Note that the problem of the UE taking too many uplink resources on the link between RG and BNG is the same in QoS interworking based on DSCP as on SPI – it is solely the result of lacking a dynamic policy interface to the RG.
For the H(e)NB case, DSCP marking is performed by the H(e)NB according to the QoS information of the EPS bearer/PDP context. The H(e)NB also copies the marking to the outer header. 
Editor’s note: Use of reflective QoS by the H(e)NB will eliminate the requirement for the H(e)NB to be aware of inter operator DSCP marking agreements. Therefore the use of reflective QoS can by the H(e)NB needs to be evaluated. 

The RG and BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW, they may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header.
Uplink for control plane traffic of femto case
The QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the H(e)NB for uplink. The H(e)NB marks the relevant message traffic with the appropriate DSCP according to the preconfigured QoS. It then copies the DSCP from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

DSCP remapping

Since different domains and operators might use different DSCP values, the scheme above only works if there are agreed re-mappings of the DSCP values. E.g., there might be an edge router in inter-operator domain boundaries that re-maps the DSCPs. 

It is assumed that there are appropriate inter-operator agreements (e.g. SLAs) in place to ensure that such re-mapping is consistent and predictable. If there is no such inter-operator agreement, the DSCP re-mapping may not be consistent and predictable. 
Correlating admission control with DSCP marking

The BPCF performs admission control in fixed access or delegating admission control decision to other BBF nodes. Based on the admission control, the BPCF accepts or rejects the request received over S9*. The BBF operator may also want to verify that the traffic for a specific UE is not exceeding the traffic agreed by admission control that was performed over S9*. In order to do so, the BPCF may provide policies to the BNG. These policies are based on the QoS Rules received over S9* but may have a different granularity as determined suitable for the BBF network. Policies can be sent down by the BPCF to the BNG via the R reference interface. 

Regardless of the access method used, the BPCF needs to be able to translate QCI received on S9* into the DSCP that the BNG will see. To do this, the BPCF needs to know the relation between QCIs and DSCPs for the traffic that enters the BBF domain. This allows the BBF operator to make the appropriate mapping from QCI to DSCP.  

Note that the correlation function mentioned above is BBF-internal and therefore out-of-scope for 3GPP.

****** Next Change ******
5.2.2.1.5.3 
Conclusion
DSCP marking is the method supported by BBF specification. The SPI/SDF-based approach is not supported by BBF specification at present time.


****** Next Change ******
5.2.3 
Conclusion

For traffic routed via EPC, the S9* reference point re-uses procedures defined for the Gxx reference point in TS 23.203. In particular this implies that the PCRF provides QoS information over S9* in the form of QoS Rules as defined in TS 23.203. The BPCF translates the QoS rule as received of the S9* interface (i.e. QCI, bit rates, and ARP) into access specific QoS parameters applicable in the BBF domain (this aspect is out of scope of 3GPP). 
Editor’s note: The above conclusion does not make assumptions about protocol details. Stage 2 TS 23.402 and TS 23.203 use the same message names for Gxx and S9 with home routed traffic but they have been defined using separate Diameter applications on stage 3. How the stage 2 messages on S9* are implemented on stage 3 is out of scope for this document. 

Editor’s note: Enhancements to the Gxx procedures to support S9* are being identified and captured in this TR. 

The existing Gxx procedures need to be enhanced with a possibility to trigger Gateway Control Session Establishment from the PCRF as described in 5.2.2.1.2.2.
For QoS interworking based on DSCP, a number of enhancements are needed:

· In scenarios where traffic is sent in an IPSec tunnel from ePDG/SeGW to the UE/H(e)NB, the ePDG/SeGW shall copy that marking to the new outer header.

· In scenarios where traffic is sent in an IPSec tunnel, the ePDG/PGW/SeGW (downlink) and UE/H(e)NB (uplink) shall map different service data flows of different DSCP values on different child IPsec Security Associations (SAs).

· For WLAN, if uplink QoS needs to be supported, the UE needs to implement reflective QoS. 

****** Next Change ******
5.2.2.1.6 
Assumptions about functionality in the BBF access network

In the above analysis, the following assumptions were made about functionality in the BBF Access Network:

· The BPCF is able to map the QoS information (QCI, bit rates, ARP) received over S9* to access-specific parameters applicable in the BBF access network

· The BBF access network (e.g. BPCF) can perform admission control based on the QoS rules received over S9*

· The BBF access network is able to support 3GPP-based access authentication and forward EAP messages between the UE and EPC..

· Triggered by the access authentication and/or local IP address assignment, the BPCF initiates establishment of the S9* session with the PCRF. This assumes that the BBF Access becomes aware of the 3GPP UE attaching.

· BPCF support for PCRF- initiated establishment of S9* session.
· Assumptions related to QoS interworking based on DSCP (for building block I only):
· 
· 
· In WLAN scenarios with user plane confidentiality protection, the RG needs to honour or translate the DSCP marking set by the UE based on pre-provisioned rules in the RG [TR-059].
· In a femto scenario, the RG needs to honour or translate the DSCP marking set by the H(e)NB based on  pre-provisioned rules in the RG[TR-059].
· 

· In an S2b/S2c scenario with multiple UEs behind the same NATed RG, it is assumed that the BBF is able to use UE local IP address and UDP source port number received over S9* e.g. to perform accounting or policy enforcement on a per-UE granularity.
· 
Editor’s note: Also scenarios where 3GPP-based access authentication is not supported needs to be studied. The BPCF-initiated S9* session for such scenarios will be considered.
****** Next Change ******
5.2.2.1.2.2 Non-Roaming and Roaming Procedures

NOTE: 
The roaming procedure for GTP Home Routed Traffic for H(e)NB interworking architecture alternative 2 and for WLAN UE is described in section 5.2.2.1.2.3.
Gateway Control Session Establishment 
The Gateway Control Session Establishment results in that an S9* session is established. 
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Figure 5.2.2.1.2-1 GW Control Session Establishment
There are two possibilities for how to trigger establishment of an S9* session:

Scenario A: S9* session establishment triggered by the BBF access network 

This scenario is valid for WLAN UEs.

The BPCF can trigger the S9* session establishment if it becomes aware that a 3GPP UE has attached via the BBF access and also learns the IMSI of the subscriber.  The BBF access network may become aware of the UE if 3GPP-based access authentication (EAP-AKA/AKA’) is performed.
In the non-roaming case, the BPCF discovers a suitable PCRF domain based on UE NAI realm part.  
The information contained in the request message includes e.g. IMSI, IP-CAN type and local UE IP address. The reply message contains the result code and may also include QoS Rules as described in TS 23.203.

As a result of the S9* session establishment, the fixed access (BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE with the S9* session towards the PCRF. 
Scenario B: S9* session establishment triggered by the PCRF/H(e)NB PF

This scenario is valid for WLAN UE and all 3GPP Femto options.
For 3GPP Femto the PCRF/H(e)NB PF triggers the GW Control Session Establishment with the BPCF because the signalling between the 3GPP Femto and the EPC network is transparent to the BBF access network. Consequently, the BNG is not in position to trigger the session establishment with the BPCF. For similar reasons the BPCF is not able to initiate session modification requests from the PCRF.

For WLAN access, in case the BBF access network does not perform 3GPP-based access authentication, the BBF access network will not be aware that a 3GPP UE has attached via the BBF access and will not know the IMSI of the subscriber. In this case, it is assumed that the BBF access cannot trigger the S9* session establishment with the PCRF. Instead the S9* session need be triggered by the PCRF.

For WLAN UE. the PCRF can trigger the S9* session establishment if it becomes aware that a 3GPP UE has attached via the BBF access and is able to find a corresponding BPCF based on UE local IP address information or CoA received.Depending on scenario, there are two means to trigger the S9* establishment procedure from the PCRF:
· The establishment of Gxb* session initiated by ePDG triggers the PCRF to trigger S9* session establishment with the BPCF. The PCRF discovers the BPCF serving the UE based on the UE location information provided by the ePDG via Gxb* reference point (e.g. the outer IP header information of IPSec tunnel). This solution applies when untrusted access procedures with S2c are used,

· The IP-CAN session establishment will trigger the PCRF to initiate the S9* session establishment. The PCRF discovers the BPCF serving the UE based on the UE location information provided by the PDN GW via Gx reference point (e.g. the CoA when S2c is used and UE local IP address in case S2b is used). This solution applies when trusted access procedures with S2c are used. 
Editor’s Note: It is FFS whether the first or second solution is used for untrusted access procedures with S2b .
The following clarifications apply for scenario B:

WLAN UE and all 3GPP H(e)NB options: 

- 
The information contained in the request message sending from the PCRF to the BPCF includes e.g. IMSI, IP-CAN type, local IP address (for WLAN UE or H(e)NB) or CoA (WLAN UE only), as described in TS 23.203.

- 
As a result of the S9* session establishment, the fixed access (e.g. BPCF and BNG) is able to associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE or H(e)NB with the S9* session towards the PCRF.

3GPP H(e)NB Solutions:

- 
The PCRF/H(e)NB PF uses a single S9* diameter session with the BPCF for all the UEs that request services via the same 3GPP H(e)NB device. 
H(e)NB interworking architecture alternative 2:
- 
The S9* session for 3GPP H(e)NB is established once when the first UE connected to the 3GPP H(e)NB attaches to the networks. Subsequent IP CAN session establishments   and IP Session Modification requests are handled via the PCRF initiated GW Control and QoS Rules Provisioning procedure.

- 
The V/PCRF determines that the UE is connected to a 3GPP H(e)NB when it receives tunnel information in the IP CAN Session Establishment message over the Gx interface or in the GW Control Session establishment message over Gxc interface.
- 
There may be multiple PCRF initiating S9* sessions with the same BPCF when UEs connected to the 3GPP H(e)NB are served by different PCRFs

H(e)NB interworking architecture alternative 1 and 3:

- 
The H(e)NB PF triggers the S9* session with the BPCF when it receives a message (update H(e)NB binding) from the SeGW.

NOTE: 
The GW Control Session establishment message does not include any QoS parameters and as such does not request allocation of resources in the BBF access for a UE SDF. See NOTE in section 5.5.1

GW Control and QoS Rules Provisioning (admission control request)
WLAN UE and  H(e)NB interworking architecture alternative 2:
- 
For WLAN UE, this procedure would be initiated by the PCRF (non-roaming) or by the V-PCRF (roaming). For H(e)NB interworking architecture alternative 2, this procedure would be initiated by the PCRF (non-roaming) or by V-PCRF (LBO/VA, or home routed PMIP-based S8). The V/PCRF requests the BPCF to perform admission control. 
- 
For H(e)NB interworking alternative 2, the V/PCRF initiates the GW Control and QoS Rules provisioning procedure with the BPCF each time the PCRF receives an IP CAN session establishment or IP CAN session modification/termination requests.

H(e)NB interworking architecture alternative 1 and 3:

- 
The H(e)NB PFrequests the BPCF to perform admission control.
- 
The H(e)NB PF initiates the GW Control and QoS Rules provisioning procedure with the BPCF each time the H(e)NB PF receives bearer activation/modification/deactivation request.

- 
The BPCF takes into account the information contained in the QoS rule but the details for how admission control is performed in the BBF access is out of scope to 3GPP. If the request is accepted the BPCF may provision the BNG with information to allow identification of the traffic flows for a UE and QoS parameters. 
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Figure 5.2.2.1.2-3 GW Control and QoS Rule Provisioning
The GW Control and QoS Rule Provisioning includes the following information:

· QoS-Rule with the QoS information (QCI, GBR, MBR, ARP). 
· Aggregate Resource for non-GBR bearer. 
Editor’s note:
Whether the Aggregate Resource is used and the definition of Aggregate Resource is FFS based on H(e)Nb alternatives architecture and WLAN scenario

· Information (e.g. Session ID) that allows the BPCF to associate the request with the existing S9* session so that the fixed access can identify the traffic plane resources that are affected. For encrypted tunnels (for H(e)NB and untrusted access), there is no immediate need to provide the SDF filters. It is sufficient if the BBF access can associate the request with the right session and perform admission control.
· UE local IP address and UDP source port number if NAT is detected.

The BPCF translates the QoS rule as received of the S9* interface (i.e. QCI, bit rates, and ARP) into access specific QoS parameters applicable in the BBF domain (the details of the mapping from 3GPP QoS parameters on S9* to QoS parameters applicable in the BBF domain is out of 3GPP scope).  

The BPCF may respond with a “counter-offer” in form of acceptable bandwidth and/or QoS for one or more SDFs if it cannot provide the requested QoS from the PCRF. The BPCF provides the acceptable QoS in the BBF access using 3GPP QoS parameters on S9* interface (i.e. QCI, bit rates) in the reply if the QoS validation for admission control fails. The PCRF may make a new policy decision, e.g. decide to modify or remove the affected QoS rules.

BPCF-Initiated Gateway Control Session Termination

This procedure would be initiated by the BPCF to terminate a S9* session. The trigger in BPCF for initiating this procedure may be that the 3GPP UE is no longer connected via the BBF access (e.g. if the lease of the local IP address used by the 3GPP UE expires), if the BBF access network is aware of the UE’s detachment from the BBF access network. The BPCF may also use this procedure if an admission control request causes all resources of a UE to be pre-empted (if allowed by regulations).
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Figure 5.2.2.1.2-4 GW Control Session termination
PCRF-Initiated Gateway Control Session Termination

WLAN and H(e)NB interworking architecture alternative 2 only:
- 
This procedure would be initiated by the PCRF (non-roaming) or V-PCRF (roaming) for S9* to terminate a S9* session.
- 
In case the S9* session is initiated from the PCRF and PCRF-initiated S9* session establishment is triggered by Gxb* session, the Gxb* session termination from ePDG may serve as a trigger for PCRF-initiated GW Control session termination toward BPCF.
- 
For H(e)NB interworking architecture alternative 2, the PCRF initiates the GW Control Session Termination to terminate the S9* session with the BPCF when it receives the IP CAN session termination from the last UE connected to the H(e)NB.

For H(e)NB interworking architecture alternative 1 and 3, the H(e)NB PF initiates the GW Control Session Termination toward BPCF to terminate the S9* session when the H(e)NB deregisters from the 3GPP network.
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Figure 5.2.2.1.2-5 PCRF Initiated GW Control Session Termination

BPCF-Initiated Gateway Control and QoS Rules Request

In a fixed access, there will probably be limited use of this procedure. For example, the fixed accesses typically do not support UE-initiated resource requests and would also not be able to detect most of the events that are defined as event triggers in PCC. This procedure could however be applicable in case the BPCF has pre-empted some resources and wants to report a QoS rule failure to the PCRF, or when the BBF network cannot sustain the BW allocated to a particular traffic class/DSCP aggregate. 
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Figure 5.2.2.1.2-6 Gateway Control and QoS Rules Request

****** End of contribution ******
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