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Abstract of the contribution: This paper discusses whether multiple L-GWs need to be supported and how CSG and APN can be used for LIPA in the enterprise. It proposes to introduce multiple L-GWs  and multiple APNs in the local network for LIPA. 
Introduction
At SA2#83, a contribution from Huawei [1] proposing to introduce the support of multiple APNs in the local network for LIPA and SIPTO at the local network was discussed. It was commented by some companies that the need for APNs to solve the issue described in the tdoc was not clear. 
The use case described in the Huawei contribution was an enterprise with different well-separated services (e.g. finance, R&D, marketing…). Each service would be able to access some common services across the company Intranet, as well as some restricted services (e.g; specific storage or web server). Moreover, some users should be able to access several of these services (e.g. IT managers). Access authorisation can be typically differentiated by using different APNs for the different services.
Another use case is that the enterprise would allow access to certain services/servers to visitors and to other services/servers to employees in a much secured way.
In addition, the support for multiple L-GWs in the local network should not be precluded. 
Discussion

LIPA

Multiple L-GWs
The support of Multiple L-GWs in the local network should not be precluded certain use cases such as in a large enterprise with several sites that might not be on the same subnet e.g. for network resilience and for flexibility reasons. 

CSG 

LIPA access is granted to specific local IP networks (e.g. Intranets) by reusing the CSG concept. It is not possible to use the CSG as a way to restrict the access to services/servers in an enterprise where the visitors and the employees are offered the same coverage, because a cell is assigned only one single CSG. A restriction at CSG level would result in multiplying the number of cells for the same coverage.
The CSG can however be used to restrict a coverage to certain users. It is therefore proposed to also introduce multiple CSG in an enterprise for coverage restrictions.
APN 

In the HSS, a subscriber is configured with a number of APNs authorised for LIPA access for a particular CSG. The support for multiple APNs is thus a simple way to introduce a restriction of the access to services/servers in the enterprise on a per subscriber basis. It allows e.g. visitors and employees to benefit from the same coverage in the enterprise without multiplying the number of cells. 
Other kind of solutions can be implemented for restricting the access authorizations in an enterprise, but all the solutions will require a specific authentication and authorization process at application layer i.e. requiring proprietary client in the UE and in the enterprise network. 
In order that the accesses to the different services/servers of the enterprises are secured enough, it should be possible to assign different APNs to different L-GWs. For redundancy purposes, it should also be possible to allow several L-GWs to be configured with the same APN. Assigning several APNs to a L-GW should also be possible: with several APNs, the L-GW is able to configure differently the accesses, such as attributing different IP addresses, route the traffic to different physical (or virtual) networks, etc.  
Example of access restrictions using CSG and APN
The following figure shows an example where visitors and category-1 employees can access to coverage X, while category-2 employees can access to both coverage X and coverage Y, and where the visitors can access to services A, category-1 employees can access to services B and category-2 employees can access to services C. All mixes are possible. 

[image: image1.emf] 

L - GW  

He NB  

He NB  

He NB  

L - GW  

Services A   Services B   Services C  

L - GW  

L - GW  

He NB  

He NB  

Employee  category 1   Employee  category 2   Visitor  

CSG 1:  coverage  X   CSG 2:  coverage  Y  


Figure 1: Example of access restrictions using CSG and APN in a enterprise
SIPTO at local network
Although it might be possible technically, this paper does not propose the support of multiple APNs for SIPTO at the local network because SIPTO is operator-based i.e. the user does not use a different APN to be offloaded or not as offloading is a decision made by the operator.  
Proposal

It is proposed to make following additions to clause 4 of TR 23.859 [2].
***** START OF CHANGES *****
4
Requirements

4.1
Scenarios

For LIPA:

-
Session continuity of IP data sessions (i.e. IP address preservation) for LIPA considering mobility among H(e)NBs of residential and/or Enterprise networks;
-
Support for coverage restrictions depending on subscription;

-
Support for multiple PDNs within the enterprise and for 3GPP access authorization specific to the PDN, independently from the coverage restrictions.
For SIPTO:

-
Session continuity of IP data sessions (i.e. IP address preservation) for SIPTO at the local network and SIPTO above the RAN considering mobility among H(e)NBs of the same local network;

-
Session continuity of IP data sessions for SIPTO above the RAN considering mobility from the macro network to H(e)NBs; and

-
Session continuity of IP data sessions for SIPTO above the RAN considering mobility from H(e)NBs to the macro network;
4.2
Architectural requirements

The solution proposed for LIPA mobility shall support the following requirements:

-
The solution for LIPA mobility shall allow the UE to maintain session continuity for its PDN connection(s) when moving between H(e)NBs of the local IP network.

NOTE 1:
H(e)NBs of the local IP network can be identified by their CSG.


-
The solution shall support multiple CSGs in the Local IP Network for coverage restrictions. 
-
The solution should not preclude the support of multiple Local GWs.
Editor's note: the support of multiple Local GWs should be re-considered during the study by evaluating benefits against possible additional complexity.
-
The solution shall support multiple APNs to allow access authorization specific to the enterprise PDN independently from the coverage restrictions.

-
The solution shall allow a Local GW to support multiple APNs.
-
The solution should not impose an additional delay on the RAN handover procedures between H(e)NBs of the local IP network.
-
The solution shall keep the control of the MM/SM in the MME/SGSN for mobility of the LIPA bearers.

NOTE 2:
This does not preclude the RAN-based optimised Iurh/X2 handover.

-
Session continuity for LIPA with mobility between H(e)NBs of the same local network shall be supported by means of a local gateway, a standardized interface between the local gateway and the H(e)NB, and handover procedures from the source H(e)NB to the target H(e)NB.
For SIPTO:

· Session continuity for SIPTO at the local network with mobility between H(e)NBs belonging to the same local network shall be supported for idle mode and for connected mode.

-
The solution shall support multiple CSGs in the Local IP Network for coverage restrictions.

-
The solution shall support multiple Local GWs.
Example of access restrictions using CSG and APN
The following figure shows an example where visitors and category-1 employees can access to coverage X, while category-2 employees can access to both coverage X and coverage Y, and where the visitors can access to services A, category-1 employees can access to services B and category-2 employees can access to services C. All mixes are possible. 
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Figure 1: Example of access restrictions using CSG and APN in a enterprise

***** END OF CHANGES *****
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