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Abstract of the contribution:

With the anticipated increasing deployment of IPv6, it is important to provide efficient support for IPv6 in TFT. Also, the support for unidirectional bearers is not yet solved in the specifications.
1.
Background
This contribution is based on the S2-093151 for SA2#73 and is also a follow-up on the noted 23.401 CR 1709 on unidirectional bearers (S2-104072).

The TS 23.060 specifies the attributes of a TFT filter and what combinations of attributes may appear in the same filter in clause 15.3.2.  This clause is unchanged since at TS 23.060 v3.2.0 (1999-12). In Rel-7, the designations “source” and “destination” were replaced with “remote” and (UE) “local” in order to enable uplink traffic mapping, using TFT filters.
It is clear from the TS 23.060 that the TFT packet filter is expected to be applied within the scope of, in PCC terms, an IP-CAN session only. E.g. for the TFT, the TS 23.060 states: “A packet filter also has an evaluation precedence index that is unique within all TFTs associated with the PDP contexts that share the same PDP address”. So the allocated PDP address may be considered an implicit attribute of the TFT packet filter.
The address allocation for a PDP context or, with EPS, a PDN connection provides that UE with one IPv6 prefix, one IPv4 address or both (for the connection type IPv4v6). The IPv6 prefix allocation may include prefix delegation to the UE, e.g. the network may allocate a /56 prefix and delegate to the UE to handle the /64 prefixes within the /56 value range. 
With the anticipated increasing deployment of IPv6, the introduction of IPv6 prefix delegation as well as the support for dual stack (IPv4v6 connection types), it is important to identify and implement the specific needs as one single change to avoid multiple changes that may require upgrades at the UE end.
At SA2#80 the 23.401 CR 1709 in S2-104072 was noted due to we couldn’t find any acceptable solution to block IP packets in one direction for a unidirectional bearer.
2.
Discussion

2.1
The local (UE end) IPv6 address/mask in a TFT filter
For all types of accesses the UE gets at most one IPv6 prefix assigned per PDN connection. The standard IPv6 prefix is /64, but is shorter (e.g. /56) when IPv6 prefix delegation is used. With prefix delegation, the UE is free to allocate a longer prefix, within the value range for the assigned prefix, for a specific device or purpose. The UE is free to use any IPv6 interface identity for the full address and may also use multiple IPv6 interface identities in parallel.

In order to permit a differentiated QoS handling where flows, which happen to be to/from the very same remote location (address and port) and from/to the same local port number, the local IPv6 address/mask is the only differentiating attribute for the mapping of traffic to the appropriate bearer. Therefore the local IPv6 address/mask is needed as an attribute of the TFT filter.
Once traffic to/from the same remote location is to be split over different bearers, the UE may expect correct information on the proper traffic mapping, the local IPv6 address/mask need to be an attribute of the TFT filter in order for the traffic mapping to be unambiguous at the UE end.
2.2
Restrict a filter to one IP version without specifying any address/mask

The Rel-8 allows a PDN connection to be IPv4 only, IPv6 only or IPv4 and IPv6.

A TFT filter may be formed without any IP address in the filter. E.g. DNS traffic to any DNS server need remote port=53 only and no address information. For a PDN connection that allows both IPv4 and IPv6 traffic, but only one address type is allowed, the address value corresponding to “any value” for that address type (i.e. IP version) need to be included.

2.3
A filter that matches any packet

The TS 23.203 has included a possibility to let the PCRF force the network to signal, to the UE, the TFT filter(s) that correspond to the service data flow filters in a PCC/QoS rule. For a rule that gets the bearer binding with the bearer that has no previous TFT, the gateway has to either (a) insert a filter that matches all packets in a new TFT on that bearer or (b) establish a separate bearer with the filters that shall be signalled and leave the bearer without a TFT filter as is.

The method (a) is the preferred method, since the creating a new bearer should be regarded as more resource demanding than establishing a TFT for an existing bearer.

There is however no agreed way to form a filter that matches all packets within the IP-CAN session.  For an IP-CAN session with a single IP version (IPv4 or IPv6), the remote address could be specified to be any address (for IPv4 the address/mask is 0.0.0.0/0.0.0.0). This does however not work for IP-CAN sessions that support both IPv4 and IPv6 and creating one filter for each IP version is not desirable.

Considering the chapter 2.2 and the need to create a filter that look for the IP version(s) only, it is suggested to add a TFT filter information element that specifies which IP version(s) match the filter, IPv4, IPv6 and IPv4v6.
2.4 Interoperability aspects

The legacy TFT filter is required to include at least one (legacy) filter parameter and interoperability with entities that do not support the new TFT filter capabilities is required.
The TFT filters are exchanged between the UE and the network P-GW (S5/S8 GTP) or S-GW/MME (S5/S8 PMIP). The support for the extended TFT filters can be confirmed between the UE and network by means of a flag in the Protocol Configuration Options. The information exchange has the same pattern as applies for the support of network initiated bearer procedures.
2.5 Unidirectional bearers

The 23.401 CR 1709 in S2-104072 explained that the current 23.401 description on how to achieve a unidirectional bearer will not work. Also, the proposal in the CR1709 would only work for GBR-bearers.

One possibility could be to extend the IP address type proposal in chapter 2.2 above with a “none” value, enabling the possibility to specify a filter that block all packets.

Another possibility is to change the specified logic in which the UE and the GW decides on how to route a packet (extracts from 23.060 chapter 9.3):
“When multiple PDP contexts exist for the same PDP address/APN pair of an MS, the GGSN routes downlink N‑PDUs to the different GTP tunnels based on the downlink packet filters in the TFTs assigned to the PDP contexts. Upon reception of a PDP PDU, the GGSN evaluates for a match, first the downlink packet filter amongst all TFTs that has the smallest evaluation precedence index and, in case no match is found, proceeds with the evaluation of downlink packet filters in increasing order of their evaluation precedence index. This procedure shall be executed until a match is found, in which case the N‑PDU is tunnelled to the SGSN via the PDP context that is associated with the TFT of the matching downlink packet filter. If no match is found, the N‑PDU shall be sent via the PDP context that does not have a TFT assigned to it; if all PDP contexts have a TFT assigned, the GGSN shall silently discard the PDP PDU.

…

For 'MS/NW' mode, the MS evaluates for a match, first the uplink packet filter amongst all TFTs that has the smallest evaluation precedence index and, in case no match is found, proceeds with the evaluation of uplink packet filters in increasing order of their evaluation precedence index. This procedure shall be executed until a match is found, or all uplink packet filters have been evaluated. If a match is found, the PDP PDU is transmitted on the PDP context that is associated with the TFT of the matching uplink packet filter. If no match is found, the MS shall evaluate whether the PDP PDU belongs to an application for which the MS applied a local mapping to a PDP context. If this is the case, the relevant PDP context shall be used. Otherwise, the PDP PDU shall be sent via the PDP context that has not been assigned a TFT including an uplink packet filter. If all PDP contexts have been assigned a TFT including an uplink packet filter, the MS shall silently discard the PDP PDU.”

As can be seen above the UE logic includes the assumption that UL filters will always be added to any bearer with a TFT (added by the GW). The GGSN logic in principle is similar, but the description was not updated when support for UL packet filters was added to the specifications, i.e. the assumption is that a DL filter will be included when a TFT is added by the UE.
If we change the logic such that not all TFTs need to include UL filters (when added by the GW) and DL filters (when added by the UE), e.g. the UE is not allowed to send a packet on a bearer with a TFT including only DL packet filters (unless a local mapping in the UE has been done).
In principle such change in logic would be applicable as soon as the UE support UL packet filters (added in Rel-7). It may be required to tie the change of logic to the capability exchange described in chapter 2.4, as it would be beneficial to know in the GW what logic the UE applies (and vice versa).
3.
Proposal

It is proposed to
1. add the full local IPv6 address, possibly masked, to the list of TFT filter attributes; and
2. add the address type to the list of TFT filter attributes; and

3. add a flag to the Protocol Configuration Options to exchange information on the UE and network support for the above TFT filter attributes.
4. Agree on how to support unidirectional bearers (e.g. whether it should be tied to support for extended TFT filter format).

This proposal is implemented for Rel-10 in the accompanying CRs:

23.060: 
Capability exchange:
S2-105459 (was S2-104783)
TFT extension:

S2-105458 (was S2-104784)
Unidirectional bearer:
S2-105463 (was S2-104785)
(Uplink traffic mapping)
23.401: 
Capability exchange:
S2-105460 (was S2-104786)
Unidirectional bearer:
S2-105464 (was S2-104787)
(Uplink traffic mapping)
23.203:

Capability exchange:
S2-105462 (was S2-104788)
23.402:

Capability exchange:
S2-105461 (was S2-104827)
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