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This contribution identifies lack of standards support for access to private networks with S2b. It proposes to solve the problem by signalling the PCO parameter over SWu and S2b. This paper is a shorter variant of our previous submission in S2-103342.
1. 	Introduction
According to the description in TS 29.061, “non-transparent” access to a private network (i.e. an intranet) refers to a Packet Domain service where the GGSN/PGW takes part in specific functions such as “user authentication, user's authorization, end to end encryption between MS and Intranet/ISP, allocation of a dynamic address belonging to the PLMN/Intranet/ISP addressing space, IPv6 address autoconfiguration, etc”.
From solution perspective, non-transparent access implies that UE authentication with the private PDN is performed simultaneously with the PDN connection establishment in the UMTS/EPS and the authentication messages between the UE and the private PDN are carried in the UMTS/EPS control plane.


Figure 1. Example with CHAP authentication in EPS with E-UTRAN access from a split terminal
Non-transparent access is supported in UMTS since Release 99 and in Rel-8 was naturally extended to the EPS with 3GPP access. In both UMTS and EPS, the credentials for PAP or CHAP authentication with the private PDN are carried transparently between the UE and the GGSN/PGW inside the Protocol Configuration Options (PCO) information element, as illustrated in Figure 1 (based on call flows and descriptive text in 29.061).
Depicted in Figure 1 is an example with CHAP authentication from a split terminal in EPS with E-UTRAN access. As described in the figure, in the forward direction (MT=>PGW) the PCO carries a CHAP Challenge and a CHAP Response packet, whereas in the backward direction (PGW=>MT) the PCO carries a CHAP Success (or Failure) packet.
In addition to PAP/CHAP authentication credentials, the PCO may also carry additional information, such as P-CSCF or DNS address, etc (refer to the PCO description in 24.008 for a full list of items that can be carried in the PCO IE).
PCO support was also added to some trusted non-3GPP accesses, such as eHRPD, where PCO is conveyed between the UE and the HSGW via the VNSCP protocol (defined in 3GPP2 X.S0057) and then via the PBU/PBA PMIP messages between HSGW and PGW.
However, access to private PDNs is not possible today with S2b (i.e. via untrusted non-3GPP access), because there is no standard means for PCO transport between the UE and the ePDG.
NOTE: In I-WLAN it is possible to access a private PDN via a Packet Data Gateway (PDG) as defined in 29.161. The approach specified in 29.161 relies on multiple IKEv2 authentication exchanges, based on RFC 4739. Unfortunately, RFC 4739 cannot be applied in EPS with untrusted access, the reason being that the ePDG (contrary to the PDG in I-WLAN) has no RADIUS or Diameter interface with the AAA server in the private network. 
2. 	Proposed solution
The obvious solution to the problem described in the introduction clause is to define appropriate transport for the PCO information element inside IKEv2 signalling. The IKEv2 Notify payload (N) seems to be the most appropriate transport container for this purpose, as it can be sent in either direction in almost any IKEv2 exchange, without restrictions. But of course, the exact definition of PCO transport in IKEv2 is a Stage 3 matter and is under CT1’s remit.
NOTE: It should be noted that in SA2#80 it was proposed to use the IKEv2 Notify payload to carry the PGW’s IFOM capability. If the proposal in the present contribution is agreed, then the same (N) payload could be used for both purposes, because the PGW’s IFOM capability is already signalled via the PCO. But, again, it is up to CT1 to decide whether there is a need to define the same transport vehicle for both purposes.
If the (N) payload is used for PCO transport, the corresponding call flows for private network access would look like the one described in Figure 2.


Figure 2. Access to private PDN via untrusted non-3GPP access
The following is a step-by-step description of the call flow:
1. TE establishes a PPP link with the MT.
2. MT generates a CHAP Challenge;
3. MT forwards the CHAP Challenge to the TE over the PPP link;
4. Based on the user’s credentials for CHAP authentication, TE responds with a CHAP Response packet to the MT;
5. MT stores the authentication material for CHAP authentication i.e. the CHAP Challenge and the CHAP Response and locally enforces successful authentication over the PPP link;
6. MT initiates IKEv2 signalling with the ePDG;
7. MT sends an IKE_AUTH request as described in TS 33.402 Figure 8.2.2-1 and additionally includes the new IKEv2 Notify payload carrying the PCO IE. The PCO IE contains the authentication material for CHAP authentication that the MT had stored in step 5. Alternatively, the transmission of PCO IE can be delayed until step 15;
8. ePDG initiates the EAP-AKA authentication with the 3GPP AAA server of the cellular operator;
9. 3GPP AAA Server generates an AKA-Challenge;
10. The AKA-Challenge is forwarded to MT;
11. Based on USIM credentials the MT computes the AKA-Response and forwards it to ePDG;
12. ePDG forwards the AKA-Response to the 3GPP AAA server;
13. 3GPP AAA server checks the AKA-Response and responds with EAP Success, including keying material;
14. ePDG stores the keying material and forwards the EAP-Success to the MT;
15. MT uses its own copy of the keying material to compute the AUTH IKEv2 payload and forwards the AUTH payload in an IKE_AUTH request. If the PCO IE was not transmitted in step 5, it is included in the IKE_AUTH request in step 15 as a new IKEv2 Notify payload;
16. ePDG checks the correctness of the AUTH received from the MT. At this point the MT is AKA-authenticated. ePDG can now send a Proxy Binding Update (PMIP based S2b) or Create Session Request (GTP based S2b) to the PDN GW. The PCO parameter carrying CHAP credentials, that was received either in step 7 or step 15, is transparently forwarded to the PGW;
17. PGW extracts the CHAP credentials from the PCO and sends an authentication request to the external AAA in the private network;
18. The external AAA server acknowledges successful authentication;
19. PGW includes a CHAP Success packet in the PCO IE and forwards it transparently via the Proxy Binding Acknowledgement (PMIP based S2b) or Create Session Response (GTP based S2b);
20. ePDG complete the IKEv2 authentication exchange by sending the IKE_AUTH response as described in TS 33.402 Figure 8.2.2-1 and additionally includes the new IKEv2 Notify payload carrying the PCO IE that was received in step 19. The PCO carries the CHAP Success packet created by PGW in step 19.

As described in the steps above, the new IKEv2 Notify payload carrying the PCO in the forward direction can be included either in step 7 or in step 15.
3. 	Proposal
It is proposed to include the PCO parameter in SWu and S2b signalling in order to support access to private networks with S2b.
The multi-company CR implementing this proposal is available in S2-104951.
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