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Abstract of the contribution: This document makes the point that 3GPP-based access authentication over WLAN/BBF access can be supported if the BBF access network provides some additional functionality.
Discussion 

The assumption so far in TR 23.839 is that 3GPP-based access authentication over WLAN/BBF access is identical to 3GPP-based access authentication over any WLAN network and thus it presents no new challenges and/or requirements. However, this may not be a valid assumption for many BBF deployments today since BBF networks typically provide point-to-point communication services (in contrast to WLANs). Due to this fact, 3GPP-based access authentication over WLAN/BBF access is feasible when some additional requirements are satisfied. The discussion below attempts to explain the issue by means of some illustrations.
One particular issue that is schematically illustrated in Figure 1 is when the UE tries to access the BBF network over WLAN by using EAP-based authentication. In this case, the WLAN AP (which is deployed separated from RG) needs to maintain connectivity with the BBF AAA is order to exchange AAA/EAP messages. However, since the BBF access network provides effectively a point-to-point communication service between the RG and the 1st hop router in the CN provider’s network, there is no way for WLAN AP to reach the BBF AAA. In other words, the BBF access does not provide a communication path between the WLAN AP and BBF AAA (lack of such path protects also BBF equipment from potential attacks from devices in the user space).
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Figure 1

However, BBF access networks today can be configured to support many BBF transport bearers per RG, e.g. separate bearer for Internet access, for VoIP services, for IPTV services, for RG provisioning and management, etc. This is shown in Figure 2. Consequently, to address the above issue (i.e. enable connectivity between WLAN AP and BBF AAA), (i) the RG could be configured with a separate transport bearer that provides connectivity to BBF AAA and (ii) the RG could also implement an internal AAA Proxy that can communicate with the BBF AAA. This is shown in Figure 3 below.
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Figure 2: Note that the Bridge / Router in this figure could implement the BRAS/BNG functionality.

By means of the AAA proxy in RG, the WLAN AP can exchange AAA/EAP messages with the BBF AAA element in the BBF network in a secure manner (i.e. through a secure and managed element in RG; the AAA proxy). Note that direct access from devices in the user space to BBF network components (such as BBF AAA) must be avoided – thus the need for the AAA proxy in RG.
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Figure 3

Conclusion

From the above brief discussion, it is concluded that the BBF access can support 3GPP-based access authentication (e.g. EAP-AKA) over WLAN, only when specific provisions are made to enable a communication path between a WLAN AP in the user’s network and the BBF AAA server/proxy in the BBF network. Such communication path can be enabled by implementing an AAA proxy function in RG and by configuring RG with transport channels that provide access to the BBF AAA server. 

Note:
It is recognized that the Broadband Forum is responsible to define a solution that enables 3GPP-based access authentication over BBF networks. The intention of this document is to underline an issue (from the 3GPP point of view) and to propose a potential solution to this issue. By no means however does it aim at steering or biasing any BBF decisions. 
It is proposed to 
(i)
Specify in TR 23.839 that BBF access presents some unique requirements for enabling 3GPP-based access authentication; and

(ii)
Capture the above issue in TR 23.839 and make a note that BBF is expected to solve this issue.
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