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Abstract of the contribution:

This contribution introduces the handling of Service awareness and User Privacy Policies in cases of roaming with home routed access and roaming with Local Breakout.

Discussion

Under Service Awareness and Privacy Policies definition it is required to look into the architecture and requirements in case of roaming, both for home routed access and for Local breakout.

For roaming with a home routed access, PCEF, TDF reside in the HPLMN, while only BBERF, if applicable, reside in the VPLMN. The S9 interface enables the H‑PCRF to provide dynamic QoS control policies from the HPLMN, via a V‑PCRF, to a BBERF in the VPLMN. The functionality is not affected by the introduction of Service Awareness and Privacy Policies, as all of the involved entities (H-PCRF, PCEF, TDF) reside in the same network (i.e. HPLMN) and S9 is not required to transfer any new parameters.  

For Local Breakout (i.e. roaming with a visited access), V-PCRF, PCEF, TDF and BBERF, if applicable, reside in the VPLMN, while H-PCRF and SPR reside in the HPLMN. One of already defined S9 reference point functionalities in this case is to enable the H‑PCRF (via the V‑PCRF) to have dynamic PCC control, including both the PCEF and, if applicable, BBERF, in the VPLMN. In order to provide Service Awareness and Privacy Policies functionality, S9 is required additionally:

· To carry Application Identifier and service detection start/stop event notifications from V-PCRF to H-PCRF, informing on start and stop of service traffic detection.

In addition to the existing functionality, the V-PCRF provides functions to extract SO rules from PCC rules provided by the H‑PCRF over the S9 reference point. The V‑PCRF provides updated PCC rules to the PCEF and SO rules to the standalone TDF, if appropriate.

Proposal
* * * Begin First Change * * * *

4.4.3.1
Alternative 1
At the time of IP-CAN session establishment, the PCEF contacts the PCRF as per existing procedures. User privacy policy settings are received from the SPR together with the other subscriber related information (the management of the user privacy policy settings is out of scope). The PCRF, checks the user privacy policy settings to see if usage of service traffic detection mechanism is allowed and for what services. If it is allowed the PCRF in its response to PCEF, can instruct the Traffic Detection Function (TDF) by sending the Service Detection (SD) rule on what services it should detect. After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF about the detected service. The PCRF can then react in the desired way with regard to the policy and charging control information for the detected traffic.
A new mechanism for instructing the TDF on what service traffic to detect (e.g. a new type of rule) needs to be defined. While the actual mechanism for the service traffic detection should not be standardized, TDF has to be able to detect the start and the end of the respective service and notify the PCRF correspondingly.
A SD rule defines a set of information used for service detection. Since the actual mechanism for the service traffic detection should not be standardized, it is proposed to support predefined SD rules, which may include only a service traffic (i.e. application) name or another identifier known both to PCRF and to TDF. A service identifier can be mapped by the TDF to a pre provisioned service related information e.g. application layer protocol e.g. http, sip, P2P, and TCP/UDP port number / ranges to be detected.


Note: service identifier communicated by the PCRF can be mapped to variety of information pre provisioned into the TDF that can allow for expansion of TDF role to be used with new protocols and services without having to standardize new parameters across the interface.
The following operations shall be available for the predefined SD rules:

· Activation: to allow the SD rule being active.

· Deactivation: to disallow the SD rule.

* * * End First Change * * * *

* * * Begin Second Change * * * *

4.4.3.3
Alternative 1b - Gx based service detection reporting

The TDF triggers the interaction with the PCRF when it detects the start or the end of a detected service. 

...

A new reference point Gxd between TDF and PCRF that enables gating, shaping and redirection functions in the TDF is defined.

Note: The enforcement actions may be pre-provisioned at the TDF. Dynamic provision of enforcement actions from PCRF to TDF remains FFS.

For roaming with home routed traffic, PCEF and TDF reside in the HPLMN, while only BBERF, if applicable, reside in the VPLMN. The S9 interface enables the H‑PCRF to provide dynamic QoS control policies from the HPLMN, via a V‑PCRF, to a BBERF in the VPLMN. The functionality is not affected by the introduction of Service Awareness and Privacy Policies, as all of the involved entities (H-PCRF, PCEF, TDF) reside in the same network (i.e. HPLMN) and S9 is not required to transfer any new parameters.  

For Local Breakout (i.e. roaming with a visited access), V-PCRF, PCEF, TDF and BBERF, if applicable, reside in the VPLMN, while H-PCRF and SPR reside in the HPLMN. One of already defined S9 reference point functionalities in this case is to enable the H‑PCRF (via the V‑PCRF) to have dynamic PCC control, including both the PCEF and, if applicable, BBERF, in the VPLMN. In order to provide Service Awareness and Privacy Policies functionality, S9 is required additionally:

· To carry Application Identifier and service detection start/stop event notifications report from V-PCRF to H-PCRF, informing on start and stop of service traffic detection.

NOTE:
For local breakout, there may be situations where the TDF is not able to detect the traffic requested by the H-PCRF. Prior agreements could be arranged to ensure that there is a common understanding of the meaning of Application Identifiers transferred between PLMNs.
In addition to the existing functionality, the V-PCRF provides functions to extract SO rules from PCC rules provided by the H‑PCRF over the S9 reference point. The V‑PCRF provides updated PCC rules to the PCEF and SO rules to the standalone TDF, if appropriate.

* * * End Second Change * * * *
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