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Abstract of the contribution:

This P-CR refine the description of the PNAT solution and move it from Annex B into Section 7
Refine the description of PNAT
There are two modules involved, the PNAT model in the host and a PNAT Gateway.

PNAT Gateway is used to translate IPv6 packets into IPv4 packets if required. Therefore, the existing NAT64 can be used here. 

The PNAT host is a dual stack with the PNAT module in it. It is could be either enhanced BIA [RFC3338] or BIS [RFC2767] and, in both cases, the Extension Name Resolver (ENR) is introduced to intercept and synthesis DNS queries. Compared with NAT64/DNS64 mechanism, DNS64 is not required. PNAT has ENR module inside the host which does similar thing to DNS64.
From the above, PNAT is essentially a solution which leverages existing BIA/BIS and combines NAT64.
Clarification of ALG Issue

Support for IP-embedding applications, such as FTP and RTSP, requires implementation of Application Layer Gateway (ALG) functions. No ALG functionality is specified in PNAT module on UE, as ALG design is generally not encouraged for host based translation. However, ALG can be implemented in NAT64 to support those IP-embedding applications. Therefore, those applications can still be supported if the packets travel through the NAT64.
7.x
Solution 7 – Prefix-NAT Solution

7.x.1
Overview
During IPv6 migration, the network may only provide IPv6 only for reasons such as simplify the maintenance and reduce the management cost. However, it is not easy to mandate all the applications in the UE to update to support IPv6 in the first place. Therefore, the IPv4 applications in the UE are expected to still be able to access IPv4/IPv6 services. Prefix-NAT (PNAT) is a host based IPv4/IPv6 translation solution which addresses the following scenarios:

(1)
The legacy IPv4 applications which reside in PNAT host could continue to run and access IPv4 services through an IPv6 only network.

(2)
The IPv4 applications which reside in PNAT host could access the IPv6 servers.

The PNAT module in the host translates the IPv4 application's packets into IPv6 and the NAT64 translates IPv6 packets into IPv4 and vice versa. Such process can be depicted in Figure 1.
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Figure 1. Two of the scenarios that PNAT can address

7.x.2
Solution Description

The network architecture of deploying PNAT in EPS is illustrated in Figure 2. There are mainly two entities involved, e.g., PNAT host (or UE) and NAT64.
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Figure 2: The architecture of PNAT

The PNAT host is a dual stack with the PNAT module in it. It is could be either enhanced BIA [RFC3338] or BIS [RFC2767] and, in both cases, the Extension Name Resolver (ENR) is introduced to intercept and properly synthesis DNS queries. 
NAT64 can be standalone or be collocated with PGW. DNS64 is not required, while, PNAT has ENR module inside the host which does similar thing to DNS64.
From the above, PNAT is essentially a solution which leverages existing BIA/BIS and combines NAT64.
7.x.3
Service Flow Example
The procedures of an IPv4 application in a PNAT enabled host access IPv4 services through IPv6 only connection are illustrated in Figure 3. 
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Figure 3: IPv4 application in a PNAT enabled host access IPv4 services
The detail information flows are described as below.

1)
After bearer activation the UE was assigned an IPv6 address.

2)
The IPv4 application in the PNAT UE would like to start the communication. The DNS resolver in the UE may send a type A DNS query.

3)
The PNAT module will intercept that query and converts it to both type A and type AAAA queries and send it the DNS system.

4,5) The DNS system may return a type A or type AAAA DNS query response. PNAT module will intercept the DNS response message and may need to convert the type AAAA DNS response to type A DNS response or just return the DNS response to the IPv4 application(in case of received DNS response is type A).

6,7) PNAT module translates the application's IPv4 packets into IPv6 packets, PNAT module creates the destination address by combine either WKP (Well Known Prefix) or NAT64 prefix together with a 32 bit IPv4 address. The source address will be network assigned IPv6 prefix concatenate with an IPv4 private address or public IPv4 address. The IPv4 address could be pre-defined, private, or public IPv4 address. The IPv4 address may be self-generated by PNAT module automatically.

8)
The PNAT gateway receives IPv6 packets. It will translate it into IPv4 packet and sent it to the IPv4 network.

9,10,11)
The IPv4 server response with IPv4 packet, the NAT64 gateway translates it into IPv6 and the IPv6 bearer carry the IPv6 packet to the PNAT UE. The PNAT module translates will then translate it into IPv4 and forward it to the IPv4 application, I.

To let IPv6 applications access IPv4 services, the ENR in a PNAT enabled host will compose an AAAA response based on a type A response (e.g., WKP + the IPv4 address of the service). The IPv6 packet will be sent out with the source address being the UE’s IPv6 prefix+self-generated IPv4 address and the destination address being the WKP+IPv4 service’s address. The packet will be routed to the PNAT gateway and will be translated to IPv4 packet and forwarded to the IPv4 service.

7.x.4
Evaluation
In the case of NAT64 functionality co-located with the PGW, session binding between inner and outer NAT64 state can be made known within the PGW, without defining new or extending existing 3GPP interfaces, making the solution possible to operate without any impact to the 3GPP PCC architecture.
The Application Level Gateway (ALG) function only needs to invoke in the NAT64 to support applications embedding IP address in the payload.
Since PNAT employs NAT64 and BIA/BIS, therefore, the solution shares similar issues and benefits with NAT64/DNS64. In addition, other characters of PNAT are summarized as below.
Impact on the existing architecture:

-
UE is required to install the PNAT module.

-
It is required to deploy NAT64 to connect the IPv6 and IPv4 network. The impact of PNAT to PCC is for FFS.

Known issues of the solution:

-
It is required the UE to install the PNAT module which may increase the complexity of the UE.

-
The impact of PNAT module to the UE's CPU utilization and its OS is FFS.

Known benefits of the solution:

-
This solution allows IPv4-only applications running on an IPv6 network to communicate with IPv4, dual stack and IPv6 servers.

-
The packet overhead is less compared with DS-Lite plain IPv6 encapsulation solutions.
-
This solution can be deployed without any additional normative specification within 3GPP.
7.x.5
Applicability
The PNAT solution applies to the following IPv6 migration scenarios outlined in clause 5:

· Scenario 1: Dual-stack connectivity with Limited Public IPv4 Address Pools
· Scenario 2: Dual Stack connectivity with Limited Private IPv4 Address Pools
· Scenario 3: UEs with IPv6-only connection and applications using IPv6
· Scenario 4: IPv4 applications running on a Dual-stack host with an assigned IPv6 prefix and a shared IPv4 address and having to access IPv4 services
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