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Discussion:

This discussion is proposed to add one bullet into conclusion of TR 23.888 for time-controlled congestion/overload control. However according to TR 23.888 v.5.1.0 there are some issues for clarification first.

Some basic concepts for time-controlled congestion/overload control (clause 5.19: key issue of time-controlled; clause 6.7: Network access control by the PLMN):

· The communication window is randomized and configured at SGSN/MME. 

· The MTC devices are only allowed to access network within an allocated communication window, otherwise unduly charge may apply. 

· The MTC device can obtain allocated communication window via NAS signaling, e.g. attach or TAU procedure, or application level. 

· For the case of NAS signalling, 

1. for the first access, the MTC device randomly initiates NAS signalling to obtain the communication window which may be outside of the allocated communication window.

2. during the communication window in use the MTC device can get the next communication window for the subsequent accesses if updated by SGSN/MME.

· Due to congestion/overload situation, the SGSN/MME alters the communication window and/or grant time interval and the MTC device gets altered communication window from accept or reject message (clause 6.7). 
Issue: The random NAS signalling generated by massive MTC devices would worsen the congestion/overload situations and cause unduly charge if it is outside of allowable communication window. There are some cases from current congestion/overload control solutions in TR 23.888 that would result in the necessity of random NAS signalling from the MTC devices as follows:

· Case 1. the allocated/altered communication window is not successfully sent to the MTC devices, e.g. packet loss or bad channel conditions, via the accept or reject message response of the NAS signalling. 
· Case 2. the MTC device is forced to detach from the network with network congested cause. (clause 5.12: Signalling Congestion control)

· Case 3. the MTC device or the network ceases triggering operation due to congestion/overload situation. (clause 6.21: Randomized triggering of time-controlled MTC operations)
· Case 4. the MTC device is barred by RAN during its allocated communication window and the barring time is provided. (clause 6.28: access control by RAN)
· Case 5. the MTC device gets rejected from RRC connection and Channel request by the eNodeB/RNC/BSS and the extended wait time is provided. (clause 6.26: Rejecting RRC connection and channel requests by the eNB/RNC/BSS)
· Case 6. the MTC device got connection request rejected by the SGSN/MME, a back-off time is provided. (clause 6.22: Rejecting connection requests by the SGSN/MME)

For the case 4-5, all these time periods have to be coordinated with altered communication window, otherwise the communication window may become invalid after the expiration of these time period. The MTC device has to randomly initiated NAS signaling to get new communication window.

The above mentioned situations would result in unpredictable signaling overheads to SGSN/MME. 

Proposal: 
A network, e.g. MTC server or SGSN/MME, provides a number of communication windows to a MTC device. In this way, the MTC device can obtain more opportunities for lawful transmission, and the unpredictable signaling overheads which result from randomly initiating NAS signaling for updated communication windows can be reduced. 

If the MTC device cannot access in a communication window due to aforementioned cases, the MTC device aborts accessing the network and defers the access to the next allocated communication window if still valid. 

When the MTC device completes its transmission in any one of the communication window, the network and the MTC device clear the rest of the allocated communication windows. Note that the MTC device is not allowed to use the rest of the communication windows, and the network can allocate network resource corresponding to the reset of the communication windows for other usage. 

As shown in the following figures for examples. 

Figure 1: the case with one allocated communication window. If the MTC device cannot complete its communication task, it has to initiate randomly NAS signalling which may be outside of the communication window.
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Figure 2: the case with three communication window spread in two grant time intervals. If the MTC device fails to complete the communication task in the first allocated communication window, it does not have to initiate NAS signalling randomly and can use its second allocated communication window. The rest of the communication window will be released as soon as the MTC device finishes its transmission.
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Figure 3: the case with three communication window spread over two grant time interval. If the MTC device fails to complete the communication task in any of the communication window, it then initiates NAS signalling randomly.
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It is proposed to include one bullet in conclusion in TR 23.888 as follows:
· The use of time-controlled overload/congestion control at SGSN/MME to allocate a number of communication windows as outlined in clause 5.9 and clause 6.7.

Note: the use of NAS-level back-off timer in clause 6.22, access barring time by RAN in clause 6.28, and extended waiting time by RAN in clause 6.26 need to be coordinated with altered communication window decided by SGSN/MME. 

Also, if agreed, it is proposed to add the following text in clause 5.9 and clause 6.7 for corresponding changes as follows:

In clause 5.9: 

· The network can allocate more than one Communication Windows in more than one grant time intervals to the MTC device at one time for reducing possible signalling overheads.
· In the required functionalities, add one bullet:
the network shall be able to allocate more than one communication windows and grant time intervals at one time.

In clause 6.7:

· SGSN/MME can allocate more than one communication windows in more than one grant time intervals to the MTC device.
* * * First Change * * * *
7
Conclusions

Editor's Note:
This section is intended to list conclusions that have been agreed during the course of the work item activities.
7.1
Interim conclusions for release 10 specification work

This clause contains the agreed conclusions corresponding to Key Issue 5.12 and 5.14. 3GPP Release 10 specifications should be developed in the following areas:

a) the UE behaviour changes outlined in bullets a, b, c, d, and e in clause 6.33;

b) the M2M device indicators outlined in bullets a, b,and c in clause 6.34 (some of which are also mentioned in clauses 6.20, 6.23 and 6.26;

c) the non HPLMN (PLMN type) and Low-Priority-device style access class barring functionality outlined in clauses 5.12, 5.14 and 6.28.4;

Note: Updates to SA1 specifications such as TS 22.011 may be needed.

'Course grained' (i.e. "Low-Priority-Access" and "PLMN type") MTC access barring triggered via O+M into the RAN, internal RAN functionality, and by signalling from the Core Network is expected to be included in Rel-10. Other options for broadcasting of MTC access barring by RAN (e.g. based on the APN or MTC Group) may be considered for Rel-11. 

d) the use of RR(C) connection reject messages with extended Wait Times outlined in clauses 6.23 and 6.26; 

e) the use of M2M device specific (long) periodic update timers in MM, GMM and EMM signalling, including signalling from HSS to MSC/SGSN/MME (see clause 6.20);

f) in combination with the use of long, MTC specific PTU/PRU/PLU timers, the specification of signalling that permits the operator to command M2M devices to use Network Mode Of Operation I while keeping existing mobiles in Network Mode of Operation II (see clauses 5.14 and 6.20); 

g) the specification of MM/GMM/EMM functionality that can limit load on CN entities of all local PLMNs (e.g. by the transmission of an RA Update ACCEPT message with PRU timer of 20 minutes rather than an RA Update Reject message);

h) the use of NAS-level back-off timer per APN to reject Attach and connectivity establishment requests as outlined in 6.22;

i) The use of connectivity establishment request rejection at MME/SGSN and PGW/GGSN as outlined in 6.22.

j) The use of the MME/SGSN overload control by DL MTC traffic throttling such as described in sect 6.30;

k) ///list to be completed. ///

x) The use of time-controlled overload/congestion control at SGSN/MME to allocate a number of communication windows as outlined in clause 5.9 and clause 6.7.
Note that the use of NAS-level back-off timer in clause 6.22, access barring time by RAN in clause 6.28, and extended waiting time by RAN in clause 6.26 need to be coordinated with altered communication window decided by SGSN/MME. 

* * * Second Change * * * *
5.9
Key Issue –Time Controlled

5.9.1
Use case description

MTC Devices with Time Controlled MTC Feature send / receive data only at certain pre-defined time periods. Network operators can pre-define / alter the time period based on criteria (e.g. daily traffic load) and only allow MTC Devices to access the network (attach to the network or send / receive data) during the pre-defined time period. The key issue aims at describing how to restrict MTC Device’s access to the network and avoid unnecessary network load outside these pre-defined time periods. The home network operator may restrict altering the time period by the visited network operator e.g. to avoid traffic when the MTC server is in maintenance by means of a ‘forbidden time interval.’ During this forbidden interval, the network shall reject access requests per MTC Device. This allows for maintenance, e.g. of the MTC Server.

Editor’s Note: The interaction of PAM and Time Control are FFS.

Typically, an MTC User agrees with an operator on a predefined time period for a group of MTC Devices. The time in which access is permitted is termed a ‘grant time interval.’ The network shall communicate the (altered) grant time interval to the MTC Device and may also do so to the MTC Server and MTC User. A ‘grant time interval’ does not overlap with a ‘forbidden time interval.’

In roaming scenarios, the local network operator may alter the access grant time interval based on local criteria, e.g. (daily traffic load, time zones) but the forbidden time interval may not be altered.

It is desirable that access of MTC Devices with the same access grant interval is distributed across this interval in a manner to reduce peaks in the signalling and data traffic.

For many applications, individual MTC Devices do not need the total duration of this predefined time period to communicate with the MTC Server. Typically a 5-10 minutes communication window is sufficient for an individual MTC Device. The network operator may limit the duration of these communication windows. To avoid network overload, signalling and data traffic the communication windows of the devices shall be distributed over the pre-defined time period e.g. through randomization of the start time of the individual communication windows. For a network operator, it can be beneficial that the MTC Devices are not attached outside their communication window. Therefore, the network operator should be able to enforce detach of an MTC Device from the network at the end of the communication window of a device.

The network operator may allow MTC Devices to exchange signalling and send and receive data outside of defined time intervals but charge differently for such traffic.

Time Control terminology is illustrated in Figure 5.9.1-1.
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Figure 5.9.1-1: Time Control Terminology

NOTE: The Communication Window can be expressed as a start and stop time, a start time and duration, an offset from the beginning of the Grant Time Interval and a duration, etc dependent on the solution. The network can allocate more than one Communication Windows in more than one grant time intervals to the MTC device at one time for reducing signalling overhead.
The MTC Device may defer access of the network until it will originate communication, provided that the MTC Device’s upper layers do not require reception of mobile terminated communication during the period of time the MTC Device remains Detached.

5.9.2 
Required Functionality

The following requirements can be derived from the Time Controlled MTC feature requirements specified in 3GPP TS 22.368 [2]:

-
the network operator shall be able to allocate for a group of MTC devices time periods during which signalling or user plane traffic to/from the network is allowed. This is termed ‘grant time interval’;
-
the network operator shall be able to further restrict the time during which signalling or user plane traffic to/from the network is allowed for individual MTC devices in the group to a time window with a defined duration. 

-
the network shall be able to inform the MTC Device of the (altered) time periods during which signalling or user plane traffic to/from the network is allowed. The network may communicate the (altered) time periods to the MTC Server or MTC User;

-
enforcement of a detach of an MTC Device from the network at the end of the of the Device’s communication window shall be supported;
-
roaming shall be supported for MTC devices with Time Controlled Feature. The local network operator (in roaming scenarios) may alter the grant time interval based on local criteria;

-
the network shall be able to alter above time periods.
-  the network shall be able to allocate more than one communication windows and grant time intervals at one time.
-
the network operator shall be able to allocate for a group of MTC devices a time period during which signalling or user plane traffic to/from the network is disallowed. This is termed ‘forbidden time interval.’ A forbidden time interval and a grant time interval shall not overlap. The forbidden interval shall not be altered. The home network operator or MTC User use the ‘forbidden interval’ to restrict the extent to which change of the time periods is allowed by the (visited) network operator (e.g. to avoid traffic when the MTC server is in maintenance);

-
peaks in traffic (including signalling traffic) shall be avoided (e.g. by randomization of the time during which the MTC Devices communicate.)

NOTE: It shall be possible for the network operator to allow or reject the MTC device’s access to the network according to the operator policy, when it is out of time period.

5.9.3
Evaluation

* * * Third Change * * * *
6.7
Solution – Network access control by the PLMN

6.7.1
Problem Solved / Gains Provided

See clause 5.9 “Key Issue – Time Controlled”; clause 5.12, "Key Issue - Signalling Congestion Control."
6.7.2
General

The 3GPP network supports policing of the MTC Device's access to the network to prevent or allow (e.g. with specific charging) traffic to/from the network during unauthorized time periods. This may be accomplished as follows:

i) the operator provisions the access duration, grant time interval and forbidden time interval within the MTC subscription in the HLR/HSS; 

ii) the SGSN/MME receives the access duration, grant time interval and forbidden time interval periodsfrom the HLR/HSS during the Attachment, Routing Area Update or Tracking Area Update procedure;

iii) the SGSN/MME alters the grant time interval periods for MTC devices base on the value received from HLR/HSS or local operator policies, e.g. due to locally determined congestion overload conditions;

a. SGSN/MME randomly determines one or more communication windows within the grant time interval for the MTC device to improve uniform utilization of the network and reduce the chance of overload at the beginning or end of the grant time interval

b. SGSN/MME can allocate more than one communication windows in more than one grant time intervals to the MTC device.
c. The length of the communication window shall not be less than the Access Duration agreed between the MTC Subscriber and network operator, though it could be longer.

iv) The SGSN/MME provides the communication window to the GGSN/P-GW, e.g. for the purpose of specific charging rate, or stopping data transmission when outside of the authorized time period.
v) the SGSN/MME police the MTC Device's access to the network to prevent or allow (e.g. with specific charging) traffic to/from the network outside of the communication window. In the former case, the SGSN/MME reject the access request message (e.g. Attach Request or Tracking Area Update Request) or Service Requests initiated by the MTC device outside of the communication window. In all cases, the SGSN/MME indicates the communication windowto the MTC device in the accept or reject message.

Editor’s Note: It is FFS whether the network detaches MTC devices which remain attached to the network when the communication windowexpires.
Editors Note: It is FFS whether the network should let MTC Devices attach to the network outside of the communication window, but reject session management requests (e.g. Activate PDP Context Request in GPRS). 

The network may inform the MTC Devices of the communication windowas follows:

i) the network provides the communication windowto the MTC Server; the MTC Server distributes them to the MTC Devices via application level data; this approach has however the following drawbacks:  

· a modification of the communication windowmay generate important signalling/traffic between the MTC Server and a possibly significant number of MTC Devices; 

· MTC Devices' accesses to the network may be rejected or unduly charged until the MTC Server communicates them the communication windowin-use in the Mobile Network.

Or

ii) the SGSN/MME provides the communication windows directly to the MTC Devices via NAS signalling, e.g. the first time the MTC Device registers to the network, and upon subsequent NAS signalling from the MTC Device if the communication windowhas changed. Following an operator's update of the communication window, the MTC Device might initiate NAS signalling outside of the new communication window. In that case, the network may either: 

· reject the MTC Device request and return the new communication windows in the response; or

· accept the first access outside of the new communication windows and provide at that time the new communication windows for subsequent accesses. E.g. the MME/SGSN could store both the 'Time-Intervals In-Use' (i.e. the last time intervals communicated to the MTC Device) and the 'Subscribed Time-Intervals' received from the HLR/HSS, and accept the first access of the MTC Device during the 'Time-Intervals In-Use'.
In all cases where a communication window is supplied to the MTC Device, a timestamp is also provided to aid in synchronization.
6.7.3
Impacts on existing nodes or functionality

The HLR/HSS need to support provisioning of authorized time periods (i.e. access duration, grant time interval and forbidden time interval) in MTC subscriptions.

The SGSN/MME needs to determine the a number of communication windows and grant time intervals for MTC devices based on the value received from the HLR/HSS randomization or the local operator policies, e.g. due to locally determined congestion or overload conditions.

The SGSN/MME needs to police the MTC Device's access to the network according to the authorized time periods.
The SGSN/MME needs to provide the MTC Devices with the communication window and timestamp information in NAS signalling (if NAS signalling is used to inform MTC Devices of the communication window).

The SGSN/MME needs to store both the new and last communication windows.  The SGSN/MME uses both the last and new communication windows to authorize the MTC device access to the network (e.g. reject or accept access request of the MTC Device) until the MTC device is updated with the new communication windows.

MTC Devices need to store the communication windows and check the stored communication windows before accessing the network. 

NOTE:
This implies some time management and possibly buffering in the MTC Device to defer* the sending of application traffic until the next authorized time period.
Editor's Note: PGW impact is still FFS. If some information needs to be transferred to PGW from MME/SGW, the information is expected to be sent using GTP if S5/S8-GTP is used, or using PCC infrastructure if S5/S8-PMIP is used.
6.7.4
Evaluation

Network Access control by the PLMN satisfies all requirements listed in 5.9.2. The access duration, grant time interval and forbidden interval are taken into consideration. Randomization occurs for access to prevent non-uniform utilization of the network and peaks in traffic. The VPLMN policy can be accommodated by means of applying local policy at the serving SGSN or MME. Use of the network can be enforced as required, either by detaching the MTC Device, refusing to allow it to attach or surcharging it, outside of the authorized time period.

This solution introduces some complexity in that the MTC Device and the network must agree to time periods allowed for communication. This synchronization should not be needed in the ordinary case, as the communication window is retained by both the MTC Device and the network and can be reused.
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